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1 Introduction
1.1 Purpose
The purpose of this Interface Description Document (IDD) is to present key interfaces associated with the NOAA NextGen 4-D Weather Data Cube: This IDD describes the operation of the interface, defines data formats, messaging structure and protocols which govern the interchange of data, and identifies the communication paths along which the data is expected to flow.  This IDD is intended for all parties requiring such information, including software developers, system designers and testers responsible for implementing the interface.
R AUTONUMLGL  \* Arabic \e : This IDD performance period SHALL be limited by the Initial Operating Capability (IOC) life cycle.

R AUTONUMLGL  \* Arabic \e : This IDD performance period MAY be extended by NOAA.
R AUTONUMLGL  \* Arabic \e : This IDD SHALL be incorporated into the requirements baseline for each sub-system, and SHALL be considered as an integral part of the 4-D Weather Cube developer(s) IOC Statement of Work.

1.2 Notation

The key words “SHALL”, “SHALL NOT”, “REQUIRED”, “MUST”, “MUST NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY” and “OPTIONAL” in this document are to be interpreted as described in RFC2119 [RD-04]. 

These keywords are capitalized when used to specify requirements over protocol and application features and behaviors that affect the interoperability of implementations. When these words are not capitalized, they are meant in their natural-language sense.
1.3  Referenced Documents

The following documents contain the information critical to the Cube interface operation, and may be referred to in other parts of this IDD. 
	#
	Title
	Version
	Date
	Source

	RD-01 
	NetCDF Climate and Forecast (CF) Metadata Conventions
	1.5
	10/25/2010
	CF Conventions Documents

	RD-02 
	Joint METOC Broker Language (JMBL) standard
	3.40
	07/24/2009
	DoD Metadata Registry
NNEW Wiki

	RD-03 
	FGDC-STD-011-2001 – Standard for the US National Grid
	
	
	FGDC standards publications

	RD-04 
	RFC2119: Key words for use in RFCs to Indicate Requirement Levels
	
	03/1997
	IETF

	RD-05 
	ISO 19111:2007 – Geographic information – Spatial referencing by coordinates
	
	
	ISO

	RD-06 
	ISO 19111-2:2009 – Spatial referencing by coordinates - Part 2: Extension for parametric value
	
	
	ISO

	RD-07 
	ISO 19115:2003 – Geographic information – Metadata
	
	
	ISO

	RD-08 
	ISO 19115-2:2009 – Geographic information – Metadata - 
Part 2: Extensions for imagery and gridded data
	
	
	ISO

	RD-09 
	ISO 19119:2005 – Geographic information – Services
	
	
	ISO

	RD-010 
	ISO 19142:2010 – Geographic information – Web Feature Service
	
	
	ISO

	RD-011 
	ISO/TS 19139:2007 – Metadata – XML schema implementation
	
	
	ISO

	RD-012 
	World Geodetic System 1984
	
	
	NGA

	RD-013 
	NextGen Network-Enabled Weather Metadata Guidelines for the 4-D Weather Data Cube
	Final
	04/24/2009
	NNEW Wiki

	RD-014 
	WCSRI API software
	
	
	NNEW Wiki

	RD-015 
	WFS/WCS Weather Interface Description
	
	
	NNEW Wiki

	RD-016 
	WFSRI API software
	
	
	NNEW Wiki

	RD-017 
	WFSRI/WCSRI Architecture and Design Documentation
	
	
	NNEW Wiki

	RD-018 
	WFSRI/WCSRI Requirements Documentation
	
	
	NNEW Wiki

	RD-019 
	WXXM/WXXS
	1.1
	
	NNEW Wiki

	RD-020 
	NextGen 4-D Cube Initial Security Plan 
	
	
	NOAA/NWS

	RD-021 
	NextGen 4-D Weather Cube Functional Requirements Specification (FRS)
	
	
	NOAA/NWS

	RD-022 
	NextGen 4-D Weather Cube IOC Data Dictionary
	
	
	NOAA/NWS

	RD-023 
	NextGen 4-D Weather Cube IOC NOAA Data Mapping Analysis
	
	
	NOAA/NWS

	RD-024 
	NextGen 4-D Weather Cube Security Functional Requirements
	
	
	NOAA/NWS

	RD-025 
	NOAA NextGen 4-D Weather Data Cube Statement of Work
	
	
	NOAA/NWS

	RD-026 
	UDDI Specification 
	3.0.2
	
	OASIS

	RD-027 
	Web Services Federation Language (WS-Federation)
	1.2
	
	OASIS

	RD-028 
	Web Services Notification (WS-Notification)
	1.3
	
	OASIS

	RD-029 
	Web Services Security (WS-Security)
	1.1
	
	OASIS

	RD-030 
	WS-Trust
	1.4
	
	OASIS

	RD-031 
	ebXML RS Specification
	4.0
	
	OASIS
MIT Lincoln Labs

	RD-032 
	Catalogue Services Implementation Specification 
	2.0.2
	
	OGC

	RD-033 
	Catalogue Services ISO Metadata Application Profile
	1.0.0
	
	OGC

	RD-034 
	Catalogue Services Standard 2.0 Extension Package for ebRIM Application Profile: Earth Observation Products
	
	
	OGC

	RD-035 
	CSW-ebRIM Registry Service - Part 1: ebRIM profile of CSW
	1.0.1
	
	OGC

	RD-036 
	CSW-ebRIM Registry Service – Part 2: Basic extension package
	1.0.1
	
	OGC

	RD-037 
	SWE Common Data Model Encoding Standard
	2.0
	
	OGC

	RD-038 
	Web Coverage Service (WCS) Interface Standard - Core;
Web Coverage Service Interface Standard - XML/SOAP Protocol Binding Extension (1.0)
	2.0
	
	OGC

	RD-039 
	Web Feature Service (WFS) Implementation Standard 
	2.0
	
	OGC

	RD-040 
	Web Map Service Implementation Specification
	1.3.0
	
	OGC

	RD-041 
	EPSG Geodetic Parameter Dataset
	
	
	OGP

	RD-042 
	Using the EPSG Geodetic Parameter Dataset
	
	
	OGP

	RD-043 
	Coordinate Conversions and Transformation including Formulas
	
	
	OGP

	RD-044 
	Developing Conventions for NetCDF-4
	
	09/2008
	UNIDATA

	RD-045 
	Web Service Description Language (WSDL)
	2.0
	
	W3C

	RD-046 
	Web Services Policy - Attachment
	1.5
	09/04/2007
	W3C

	RD-047 
	Web Services Policy - Framework
	1.5
	09/04/2007
	W3C

	RD-048 
	World Meteorological Organization Manual on Codes

VOLUME 1 (PART A – Alphanumeric Codes)
	
	
	WMO

	RD-049 
	World Meteorological Organization Manual on Codes

VOLUME 2 (Part B — Binary Codes)
	
	
	WMO

	RD-050 
	Web Services Interoperability Basic Profile
	2.0
	11/2010
	WS-I Org


1.4 Scope

This Interface Description Document (IDD) presents at a high level, the interfaces between the following participating systems: 
· NOAA NextGen 4-D Weather Data Cube (data access, security, and Registry/Repository functionality inclusive)
· NOAA Data Providers
· NOAA Legacy Data Providers

· NOAA Service Adapters for NOAA Legacy Data Providers

· NOAA Data Consumers
· NNEW Data Providers
· NNEW Data Consumers
· NNEW Security Services
· NNEW Service Registry / Repository 
· Other NOAA-external Cube participants.
Figure 1.1 below shows a pictorial representation of the interfaces addressed by this IDD.  
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Figure 1.1.  NOAA NextGen 4-D Cube interfaces for the IOC
1.5 Interfaces Identification 

The NOAA NextGen 4-D Weather Data Cube SHALL support each of the interfaces listed below:
· R AUTONUMLGL  \* Arabic \e : Common Data Consumer Interface (DCI)

· R AUTONUMLGL  \* Arabic \e : Common Data Provider Interface (DPI)

· R AUTONUMLGL  \* Arabic \e : Federated Security Interface (FSI)
· R AUTONUMLGL  \* Arabic \e : Federated Reg/Rep Interface (FRI)

· R AUTONUMLGL  \* Arabic \e : Legacy Provider Interfaces (LPI)

The interfaces support interactions between the following systems:

· NOAA NextGen 4-D Weather Data Cube (hereinafter ‘the NOAA Cube’ or ‘the Cube’): A NOAA-built and maintained part of the net-centric weather information network that contains discoverable weather data and provides information for decision makers by means of services.

· NOAA Cube-compliant Data Provider: A NOAA system that offers weather datasets/products to the Cube in Cube common formats, and communicates with the Cube via a common Data Provider Interface (DPI).
· NOAA Legacy Data Provider: A NOAA system that cannot communicate with the Cube via the common Data Provider Interface; a Service Adapter provides the Cube interface to a Legacy Data Provider, and thus reduces a variety of legacy formats supported by Legacy Provider Interfaces (LPI) to those Cube common formats. 

· NOAA Data Consumer:  A NOAA system that seeks to satisfy a particular need through the use of capabilities offered by means of the Cube services and accesses the Cube via through the implementation of the common Data Consumer Interface (DCI).
· 4-D NOAA Weather Cube Security Service (hereinafter ‘the Cube Security Service’): A NOAA Cube service that performs protection of information and data from unauthorized access, use, disclosure, disruption, modification or destruction and the assurance of confidentiality, integrity and availability.  Exchange of interagency security information is achieved via a Federated Security Interface (FSI).
· 4-D NOAA Weather Cube Data Access Service (hereinafter ‘the Cube Data Access Service’ A NOAA Cube service that performs various activities related to storing, retrieving, or acting on data housed in the Cube.
· NOAA Discovery Service (Reg/Rep): A service of the NOAA Cube, which collects and handles weather datasets/products metadata from NOAA Data Providers, and through which NOAA Data Consumer may search for and find services and datasets (generally done by providing criteria to search for against a corpus of service and dataset metadata, which service providers have provided to describe their services and datasets). This service is also cognizant of datasets/products/services managed in external systems via a Federated Re/Rep Interface (FRI).
· NextGen Network Enabled Weather (NNEW): NNEW defines and provides interchange capabilities with the FAA’s portion of the interagency net-centric infrastructure that enables common, universal access to aviation weather data. 

· NNEW Data Provider(s): An FAA system(s) that publishes weather datasets/products to be requested by the NOAA Cube, and offered by means of the NNEW infrastructure. The NOAA Cube acts as the Data Consumer for data available from NNEW Data Providers, and interacts with them exclusively through the NNEW implementation of the common Data Consumer Interface (DCI). 
· NNEW Data Consumer(s):  An FAA system(s) that seeks to satisfy a particular need through the use of capabilities offered by means of the NOAA Cube services. The NOAA Cube acts as the Data Provider for NNEW Data Consumers, and NNEW interacts with the Cube exclusively through the Cube implementation of the Common Data Consumer Interface (DCI).
· NNEW Security Service: An FAA service that performs protection of information and data from unauthorized access, use, disclosure, disruption, modification or destruction and the assurance of confidentiality, integrity and availability. 

· NNEW Reg/Rep: An FAA entity (service) through which NNEW Data Consumer may search for and find services and datasets (generally done by providing criteria to search for against a corpus of service and dataset metadata which service providers have provided to describe their services and datasets).
THIS PAGE LEFT INTENTIONALLY BLANK

2 Common Data Consumer Interface (DCI)
This section describes the interface between the Cube and NOAA/NNEW Data Consumers as well as the interface between the NOAA Cube and FAA NNEW Data Providers, since the NOAA Cube acts as a Data Consumer for data available from NNEW Data Providers.
2.1 Interface Overview

A NOAA/NNEW Data Consumer communicates with the Cube through the common Data Consumer Interface (DCI). In the same manner, the Cube communicates with an NNEW Data Provider. The DCI supports data discovery and retrieval using ad-hoc requests as well as subscription for data and/or notification messages. The exchanged information pertains to the Data Consumer requesting data from the Cube (or NNEW Data Provider) and the Cube (or NNEW Data Provider) providing the data in its reply. The exchange covers requests/replies, notification of data, any errors, and query/retrieval results.
2.2 General Requirements

This section describes general requirements for the DCI.

2.2.1 Interface Operations
R AUTONUMLGL  \* Arabic \e : The DCI SHALL, at the minimum, support following general activities:

· A NOAA Data Consumer requests discovery of services and datasets provided by the Cube or by the NNEW Data Providers
· A NOAA/NNEW Data Consumer requests retrieval of datasets from the Cube

· A NOAA Data Consumer requests retrieval of datasets originated from an NNEW Data Provider
· A NOAA/NNEW Data Consumer requests subscription to services provided by the Cube
· A NOAA Data Consumer requests subscription to services provided by an NNEW Data Provider
· The Cube fulfills NOAA Data Consumer requests for discovery of services and datasets

· The Cube fulfills NOAA/NNEW Data Consumer requests for retrieval of datasets provided by the Cube
· The Cube delivers to the NNEW all NOAA Data Consumer requests for retrieval of datasets provided by the NNEW

· The Cube delivers to the NOAA Data Consumer the datasets retrieved from an NNEW Data Provider
· The Cube fulfills NOAA/NNEW Data Consumer subscription for data

· The Cube notifies NOAA/NNEW Data Consumer of availability, modification, or deletion of subscription data
2.2.2 Interface Security
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be compliant with NextGen 4-D Weather Cube Security Functional Requirements [RD-24]
2.2.3 Interoperability, and Use of Standards 
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be based on open data standards, schemas, and message interfaces where possible, instead of creating new schema definitions or using known close (proprietary) standards. Examples of the open standards include Open Geospatial Consortium standards (OGC), Organization for the Advancement of Structured Information Standards (OASIS), World Wide Web Consortium (W3C), Aeronautical Information Exchange Model (AIXM), etc. An example of a known close standard that SHALL NOT be replaced is a Joint Meteorological and Oceanographic (METOC) Broker Language (JMBL). 
2.3 Functional Requirements
This section describes the functional requirements for the DCI.
2.3.1 Communications and Protocols
R AUTONUMLGL  \* Arabic \e : The DCI SHALL use a private network for the underlying communication infrastructure.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL use HTTP 1.1/HTTPS protocol for Open Systems Interconnection (OSI) model Application Layer communications.
R AUTONUMLGL  \* Arabic \e : The DCI MAY use SFTP for OSI model Application Layer communications. 
R AUTONUMLGL  \* Arabic \e : The DCI SHALL use TCP protocol for OSI model Transport Layer communications.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL use IPv4 protocol for OSI model Network Layer communications.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be able to communicate with the IPv6 attached networks.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL use FIPS 140-2 compliant Transport Layer Security (TLS) for secure communications.
R AUTONUMLGL  \* Arabic \e : The demarcation point for all DCI-based exchanges between the NOAA Cube and NOAA Data Consumers SHALL be as defined in the NextGen 4-D Cube Initial Security Plan [RD-20].  
R AUTONUMLGL  \* Arabic \e : The demarcation point for all DCI-based exchanges between the NOAA Cube and FAA NNEW SHALL be the NAS Enterprise Security Gateway (formerly known as an ED8 Gateway) [RD-20]. 
2.3.2 Messaging
R AUTONUMLGL  \* Arabic \e : The DCI systems SHALL communicate by means of message exchange.
2.3.2.1 Supported Message Formats and Transports 
R AUTONUMLGL  \* Arabic \e : For DCI interactions, the interface SHALL use SOAP over HTTP/HTTPS message formats and protocols.
R AUTONUMLGL  \* Arabic \e : In addition, the DCI MAY provide support for XML-over-HTTP/HTTPS, inclusive of the Representative State Transfer (REST) interface pattern.

2.3.2.2 SOAP Messaging WS-I Compliance 

R AUTONUMLGL  \* Arabic \e : The DCI messaging SHALL be compliant with the Web Services Interoperability (WS-I) Basic Profile v2.0 [RD-50].
2.3.2.3 WS-Policy Compliance
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be compliant with the WS-Policy specification [RD-47] to allow for ease of interoperability amongst NOAA and NNEW Data Consumers (primarily FAA).  
R AUTONUMLGL  \* Arabic \e : WS-Policy – Attachment [RD-46] SHALL be implemented to define policy assertions at the four levels (policy subjects) of the WSDL hierarchy: Service, Endpoint, Operation, and Message.
2.3.3 Data Discovery
R AUTONUMLGL  \* Arabic \e : The DCI SHALL accept requests for metadata from NOAA Data Consumers to the Cube Discovery Service (Registry/Repository) for design-time and run-time discovery of the datasets/products stored in the Cube as well as for associated access web services.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be compliant with the OGC Catalogue Service specifications. 
R AUTONUMLGL  \* Arabic \e : The metadata access patterns, message exchanges, and operational requirements SHALL be compliant with the OGC Catalogue Services Implementation Specification v2.0.2 [RD-32] and Catalogue Services ISO Metadata Application Profile (1.0.0) [RD-33].
R AUTONUMLGL  \* Arabic \e : The DCI metadata access patterns, message exchanges, and operational requirements MAY be compliant with
· OASIS Universal Description, Discovery, and Integration (UDDI) Specification v3.0.2 [RD-26].

· OASIS ebXML Registry Services (RS) Specification v4.0 [RD-31] with weather and geospatial extensions:
· OGC CSW-ebRIM Registry Service - Part 1: ebRIM profile of CSW 1.0.1 [RD-35]
· CSW-ebRIM Registry Service – Part 2: Basic extension package 1.0.1 [RD-36]
· Spatial metadata and queries using GML 3.2.1

· Cataloging and discovery of services, datasets and content using ISO 19115, ISO 19119 and ISO 19139

· Cataloging and discovery of WSDL (both v2.0 and v1.1) documents
· Support for semantically enhanced search using OWL ontologies
2.3.3.1 Metadata Management

R AUTONUMLGL  \* Arabic \e : The Contractor [RD-25] SHALL exclusively implement the metadata vocabularies approved by NOAA/NWS.

R AUTONUMLGL  \* Arabic \e : The metadata vocabularies implementation SHALL allow content update by the authorized personnel.

R AUTONUMLGL  \* Arabic \e : The metadata exchange SHALL be conformant to metadata standards, taxonomy, and content guidelines presented in the "NextGen Network-Enabled Weather Metadata Guidelines for the 4-D Weather Data Cube" [RD-13].
R AUTONUMLGL  \* Arabic \e : The DCI services SHALL be described by a Web Service Definition Language (WSDL) v2.0 [RD-45] document.
R AUTONUMLGL  \* Arabic \e : The DCI services MAY be described by a WSDL v1.1 document.
R AUTONUMLGL  \* Arabic \e : The message content that may be sent or received by a Cube service SHALL be described by one or more XML Schema Definition (XSD) documents.
R AUTONUMLGL  \* Arabic \e : The message content schema for messages that may be sent or received by a Cube service SHALL NOT be defined in the WSDL document, and SHALL be in a separate XSD.
R AUTONUMLGL  \* Arabic \e : The metadata exchange SHALL, at the minimum, allow search and filtering the datasets by one or multiple metadata attributes from the following list:
· Dataset abstract

· Dataset aggregation information

· Dataset geographical bounds

· Dataset horizontal resolution

· Dataset vertical resolution
· Dataset time stamp

· Dataset frequency

· Dataset keywords

· Dataset/product group

· Dataset provider name

· Dataset variable
· Dataset sub-setting parameters
· Dataset size

· Dataset title

· Dataset type

· Dataset SAS type
· Dataset security level
· Dataset access rights
· Metadata date stamp

· Metadata hierarchy level

· Subscription capability
R AUTONUMLGL  \* Arabic \e : The metadata exchange SHALL allow usage of wildcards in the data search and filtering requests.

2.3.3.2 Metadata Retrieval
R AUTONUMLGL  \* Arabic \e : The DCI SHALL support the transactions for the following metadata retrieval methods:

· Ad Hoc request, i.e. unscheduled/non-subscription request for metadata
· Notification subscription, i.e. notification of the Data Consumer of the metadata change (update) event
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow obtaining datasets metadata as an ISO 19139-formatted document [RD-11] conforming to the ISO 19115 [RD-07] dataset metadata model.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow obtaining service metadata as a combination of WSDL and ISO 19139 documents that conform to the ISO 19119 [RD-09] model.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow obtaining metadata by using the Web Service GetCapabilities, DescribeCoverage, DescribeFeature and GetMetadata requests.

2.3.3.2.1 Ad Hoc Metadata Request and Reply
R AUTONUMLGL  \* Arabic \e : The DCI SHALL support the following message exchange for metadata request and reply:

· NOAA Data Consumer’s ad hoc (unscheduled/non-subscription) request for metadata
· The response with metadata in the designated format
· The response indicating any error conditions encountered while processing ad hoc requests.

2.3.3.2.2 Metadata Subscription Management
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive requests for establishing subscriptions to metadata change notifications from data consumer sub-system, which include:

· Selection of desired update frequency or as soon as new data is available 

· Metadata sub-setting (filtering) criteria

· Time window of subscription (else forever).
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive a request to modify a subscription from a Data Consumer.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive a request for cancelling a subscription from a Data Consumer.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to return a reply indicating any error conditions encountered while processing a subscription request.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver a message to subscription consumers notifying them of any changes or cancellations to the subscription service itself.
2.3.3.2.3 Metadata Subscription Fulfillment
R AUTONUMLGL  \* Arabic \e : The notification subscription publish/subscribe patterns, message exchanges, and operational requirements SHALL be compliant with the OASIS Web Services Notification family of standards [RD-28].
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver (push) a notification that requested subscription metadata is available for request by consumers.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow exchange of subscription data retrieval requests in response to subscription metadata availability notification messages.
2.3.4 Data Retrieval
2.3.4.1 Data Types and Formats
R AUTONUMLGL  \* Arabic \e : The DCI SHALL ensure transfer of data of the following types:

· Structured grids
· Non-gridded features (points, time series, profiles, trajectories, etc.)
· Georeferenced images of all data types (maps, coverages, etc.)
· Legacy weather products in text/alphanumeric and binary file formats
R AUTONUMLGL  \* Arabic \e : The DCI SHALL transfer the data in the following primary formats (encodings) according to data type:
· Structurally gridded data
· NetCDF version 4 with Climate and Forecast (CF) convention version 1.3 (NetCDF4/CF)
· GRIB2 conforming to the WMO Manual on Codes [RD-49]
· Non-gridded feature data
· Weather Information Exchange Model (WXXM) 1.1 with schema WXXS 1.1 [RD-19]
· JMBL [RD-02]
· Georeferenced images

· GeoTIFF

· JPEG

· PNG
· Legacy text/alphanumeric and binary file formats
· WMO Alphanumeric and Binary encoding (BUFR, ASCII, CREX, etc.) conforming to the WMO Manual on Codes [RD-48, RD-49]
R AUTONUMLGL  \* Arabic \e : The DCI MAY transfer the data in alternate formats according to data type. The alternate formats SHALL NOT be used as a replacement for the primary formats, but MAY be used in addition to the primary formats. 

R AUTONUMLGL  \* Arabic \e : The alternate formats SHALL be researched by the Contractor [RD-25] for suitability to NOAA needs:
· Non-gridded feature data
· NetCDF4 / CF

· Sensor Web Enablement (SWE) Common in compliance with OGC SWE Common Data Model Encoding Standard v2.0 [RD-37]
· Comma-separated Values (CSV)
· Tab-separated Values (TSV)
· Georeferenced images

· ESRI Shapefile format

· Scalable Vector Graphics (SVG)
· Web Computer Graphics Metafile (WebCGM)
· Legacy text/alphanumeric and binary file formats
· Other formats, as required
2.3.4.2 Data Services
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide access to data by means of Web Services.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide access to non-gridded feature data by means of Web Feature Services
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide access to structural gridded data by means of Web Coverage Services
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide access to georeferenced image data by means of Web Map Services
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide access to data of all types by means of Joint METOC Broker Language (JMBL) Web Services [RD-02]
R AUTONUMLGL  \* Arabic \e : The DCI SHALL provide data in any requested, available measurement units, which includes at the minimum:

· Measures of altitude

· Flight Level

· Meters Above Mean Sea Level

· Feet Above Ground Level (AGL)

· Feet Above MSL

· Standard Pressure

· True North and Magnetic North
· US customary units and metric units
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow for the selection of geospatial data sub-setting, including at the minimum the following constructs:

· 3D bounding box

· 2D bounding box

· Point data

· Horizontal cross section

· Vertical cross section

· Trajectory

· Corridor

· Airway

· Sector

· Sounding

· Circle around a point

· Pre-defined region 
· Airport

· ARTCC 

· Sector

· TRACON 

· CONUS

· Airway 

· NAVAID or named intersection
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow for the selection of temporal data sub-setting, including at the minimum the following constructs:

· A future point in time

· The current time

· A past point in time

· A future time range

· A past time range

· Model run time and forecast time
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow for the selection and return of gridded data in originally posted resolution as well as in lower resolutions
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be capable of mapping requested data using the European Petroleum Survey Group (EPSG) Geodetic Parameter Dataset [RD-41, RD-42], at minimum, in any of the NAS projections defined by FAA as well as projections recognized by the Climate and Forecast (CF) conventions [RD-01]:

· Lambert Conformal Conic

· Lambert Azimuthal Equal-Area

· Lat/Long

· Mercator

· Stereographic (including polar)

· Polar radar
R AUTONUMLGL  \* Arabic \e : The DCI SHALL be able to change from one supported mapping projection or Coordinate Reference System (CRS) to another through the application of coordinate conversion and transformation [RD-43]
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow adding other projections (CRS) at NOAA and FAA discretion 

R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow performing coordinate transformation using, at minimum, the following geodetic datums:
· Horizontal:

· World Geodetic System 1984 (WGS84) (EPSG:4326) [RD-12]
· North American Datum of 1983 (NAD83) (EPSG:4269)
· Federal Geographic Data Committee (FGDC) US National Grid (USNG) [RD-03]

· Vertical:

· North American Vertical Datum of 1988 (NAVD 88) (EPSG:5703)
· Sea Level (EPSG:5113)

· WGS84 geoid [RD-12]

R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow adding other datums at NOAA and FAA discretion 
2.3.4.2.1 Web Feature Service (WFS)
R AUTONUMLGL  \* Arabic \e : The DCI WFS implementation SHALL be compliant with the OGC WFS Implementation Standard v2.0 (ISO 19142) [RD-39, RD-10]
R AUTONUMLGL  \* Arabic \e : The DCI WFS implementation SHALL provide extended functionality not defined in the current OGC WFS specifications, to include:
· Publication / Subscription
· Trajectory/corridor-based data retrieval
· Efficient XML Interchange (EXI) support

R AUTONUMLGL  \* Arabic \e : The DCI WFS extended functionality implementation SHALL conform to the most recent version of the 4-D Weather Data Cube Web Feature Service Reference Implementation (WFSRI):
· WFS Weather Interface Description [RD-15]
· WFSRI Requirements Documentation [RD-18] 

· WFSRI Architecture and Design Documentation [RD-17]

·  WFSRI API software [RD-16]
2.3.4.2.2 Web Coverage Service (WCS)
R AUTONUMLGL  \* Arabic \e : The DCI WCS implementation SHALL be compliant with OGC Web Coverage Service Interface Standard, version 2[RD-38].
R AUTONUMLGL  \* Arabic \e : The DCI WCS implementation SHALL provide extended functionality not defined in the OGC WCS specifications, to include:
· Publication / Subscription
· Request data encoded in NetCDF4/CF and/or GRIB2 format
· Sub-setting data encoded in GRIB2 format
· Trajectory/corridor based data retrieval
· Forecast Model Run Time and Forecast Valid Time sub-setting
· JPEG2000 data compression
R AUTONUMLGL  \* Arabic \e : The DCI WCS extended functionality implementation SHALL conform to the most recent version of the 4-D Weather Data Cube Web Coverage Service Reference Implementation (WCSRI):
· WCS Weather Interface Description [RD-15]

· WCSRI Requirements Documentation [RD-18] 

· WCSRI Architecture and Design Documentation [RD-17]

· WCSRI API software [RD-14]

R AUTONUMLGL  \* Arabic \e : The DCI WCS implementation SHALL return either requested dataset(s) or a notification that requested data is available for retrieval, and provide the URL of a temporary location of the dataset(s) referenced in the notification. The dataset(s) SHALL be available for HTTPS retrieval.
R AUTONUMLGL  \* Arabic \e : The DCI WCS implementation MAY use SFTP protocol for retrieval the data referenced in the notification (e.g. large files). The alternate protocol SHALL NOT be used for service requests or notifications, but MAY be used for content delivery in accordance with the OGC WCS standard.

2.3.4.2.3 Web Map Service (WMS)
R AUTONUMLGL  \* Arabic \e : The DCI WMS implementation SHALL be in compliance with the OGC WMS Implementation Specification v1.3.0 [RD-40].
R AUTONUMLGL  \* Arabic \e : The DCI WMS implementation SHALL provide extended functionality not defined in the current OGC WMS specifications, to include:
· Publication / Subscription

· JPEG2000 data compression upon request

2.3.4.2.4 Joint METOC Broker Language Web Service (JMBL WS)
R AUTONUMLGL  \* Arabic \e : The DCI JMBL WS implementation SHALL be in compliance with the Joint METOC Broker Language (JMBL) standard v. 3.31, July 2007 [RD-02].
R AUTONUMLGL  \* Arabic \e : The DCI JMBL WS implementation SHALL return either requested datasets in formats described in section 2.3.4.1, or a notification that requested datasets are available for retrieval, and provide the URL of a temporary location of the datasets referenced in the notification. The datasets SHALL be available for HTTPS retrieval in formats described in section 2.3.4.1.
R AUTONUMLGL  \* Arabic \e : The DCI JMBL WS implementation MAY use SFTP protocol for retrieval the data referenced in the notification (e.g. large files). The alternate protocol SHALL NOT be used for service requests or notifications, but MAY be used for content delivery in accordance with the JMBL Standard.

2.3.4.3 Data Retrieval Operations
R AUTONUMLGL  \* Arabic \e :  The DCI SHALL allow the following operations for data retrieval:
· Ad Hoc request, i.e. unscheduled/non-subscription request

· Persistent subscription, i.e. push of the requested data to the Data Consumer in accordance with the previously specified subscription

· Notification subscription, i.e. notification of the Data Consumer of the availability of the previously requested data
2.3.4.3.1 Ad Hoc Data Request and Reply
R AUTONUMLGL  \* Arabic \e : The DCI SHALL support the following message exchange for data request and reply:

· Data Consumer’s ad hoc (unscheduled/non-subscription) request to the Cube for datasets/products
· The response with a data in the designated format
· The response indicating any error conditions encountered while processing ad hoc requests.
2.3.4.3.2 Data Subscription Management
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow Data Consumers to place requests for establishing subscriptions with the Cube subscription service. 
R AUTONUMLGL  \* Arabic \e : A request for subscription SHALL include:

· Data sub-setting (filtering) criteria

· Desired data resolution

· Time window of subscription (else forever)

· Selection of desired update frequency or as soon as new data is available.

· Desired type of subscription, i.e. persistent or notification
· Latency criteria, e.g. desired priority of data for persistent subscription
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive a request to modify, pause, and resume a subscription from a data consumer.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive a request to cancel a subscription from a data consumer.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to receive a request to renew/extend a subscription from a data consumer.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to return a reply indicating any error conditions encountered while processing a subscription request.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver a message to subscription consumers notifying them of any changes or cancellations to the subscription service itself.
2.3.4.3.3 Persistent Subscription Fulfillment
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver (push) data to established subscription consumers.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver a message indicating any error conditions encountered while attempting to deliver subscription data to a Data Consumer.
R AUTONUMLGL  \* Arabic \e : In case the attempts to deliver a subscription data to a Data Consumer fail, the DCI SHALL allow the Cube subscription service to deliver to a Data Consumer a notification message that data is available for retrieve by the Consumer itself.
2.3.4.3.4 Notification Subscription Fulfillment
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow the Cube subscription service to deliver (push) a notification message that subscription data is available for request by consumers.
R AUTONUMLGL  \* Arabic \e : The DCI SHALL allow exchange of subscription data retrieval requests in response to subscription data availability notification messages.
R AUTONUMLGL  \* Arabic \e : The notification subscription publish/subscribe patterns, message exchanges, and operational requirements SHALL be compliant with the OASIS WS-Notification family of standards [RD-28].
R AUTONUMLGL  \* Arabic \e : For the 4-D Weather Cube specific WS-Notification semantics, the DCI WS-Notification implementation SHALL follow the specifications of the Web Services for Weather (WCS/WFS -WX), and conform to the 4-D Weather Data Cube Web Services Reference Implementations as stated in sections 2.3.4.2.1 and 2.3.4.2.2.
2.4 Performance Requirements
R AUTONUMLGL  \* Arabic \e : The DCI performance SHALL be sufficient to meet the 4-D NextGen Weather Cube performance requirements [RD-21].
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3 Common Data Provider Interface (DPI)

This section provides the requirements for the interface between a NOAA Cube-compliant Data Provider that provides data in Cube-compliant formats via Cube-compliant services, and the NOAA Cube that ingests the data.
3.1 Interface Overview

The NOAA Cube-compliant Data Provider (CCDP) or Service Adaptor communicates with the Cube through a common Data Provider Interface (DPI). The DPI supports delivery of weather datasets/products to the Cube, and publication of the datasets/products metadata with the Cube Discovery Service. The exchanged information pertains to the Cube requesting data from a CCDP or Service Adaptor, and a CCDP or Service Adaptor providing the data in response. The exchange covers requests/replies, notification of data, any errors, and query/retrieval results.  
An alternative exchange approach may be considered where Service Adaptors push data directly to the Cube (rather than providing data only when requested by the Cube).
3.2 General Requirements

This section describes general requirements for the DPI.

3.2.1 Interface Operations

R AUTONUMLGL  \* Arabic \e : The DPI SHALL, at the minimum, support following general activities:

· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) publishes its service metadata with the Cube Discovery Service (Registry/Repository)
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) publishes its datasets metadata with the Cube Discovery Service (Registry/Repository)

· The Cube requests update of services and datasets metadata provided by a CCDP (or Service Adaptor on behalf of a Legacy Data Provider)
· The Cube requests subscription to services and datasets/products provided by a CCDP (or Service Adaptor on behalf of a Legacy Data Provider)
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) fulfills the Cube request for update of services and datasets/products metadata
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) fulfills the Cube subscription by sending data to the Cube
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) fulfills the Cube subscription by sending a data availability notification to the Cube
· The Cube requests retrieval of datasets/products from a CCDP (or Service Adaptor on behalf of a Legacy Data Provider)
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) fulfills the Cube request for retrieval of datasets/products
· A CCDP (or Service Adaptor on behalf of a Legacy Data Provider) notifies Data Consumer of availability, modification, or deletion of subscription data

3.2.2 Interface Security

R AUTONUMLGL  \* Arabic \e : The DPI SHALL be compliant with NextGen 4-D Weather Cube Security Functional Requirements [RD-24].
3.2.3 Interoperability, and Use of Standards 

R AUTONUMLGL  \* Arabic \e : The DPI be based on open data standards, schemas, and message interfaces where possible, instead of creating new schema definitions. Examples include Open Geospatial Consortium standards (OGC), Organization for the Advancement of Structured Information Standards (OASIS), World Wide Web Consortium (W3C), Aeronautical Information Exchange Model (AIXM), etc.
3.3 Functional Requirements

This section describes the functional requirements for the DPI.
3.3.1 Communications and Communications Protocols

R AUTONUMLGL  \* Arabic \e : The DPI SHALL use a private network for the underlying communication infrastructure.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL use HTTP 1.1/HTTPS protocol for Open Systems Interconnection (OSI) model Application Layer communications.
R AUTONUMLGL  \* Arabic \e : The DPI MAY use SFTP for OSI model Application Layer communications.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL use TCP protocol for OSI model Transport Layer communications.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL use IPv4 protocol for OSI model Network Layer communications.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL be able to communicate with the IPv6 attached networks.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL use FIPS 140-2 compliant Transport Layer Security (TLS) for secure communications. 
3.3.2 Messaging

R AUTONUMLGL  \* Arabic \e : The DPI systems SHALL communicate by means of message exchange.
3.3.2.1 Supported Message Formats and Transports 

R AUTONUMLGL  \* Arabic \e : For DPI interactions, the interface SHALL use SOAP over HTTP/HTTPS message formats and protocols.
R AUTONUMLGL  \* Arabic \e : In addition, the DPI MAY provide support for XML-over-HTTP/HTTPS, inclusive of the Representative State Transfer (REST) interface pattern.

3.3.2.2 SOAP Messaging WS-I Compliance 

R AUTONUMLGL  \* Arabic \e : The DPI messaging SHALL be implement in compliancy with the Web Services Interoperability (WS-I) Basic Profile v2.0 [RD-50].
3.3.2.3 WS-Policy Compliance

R AUTONUMLGL  \* Arabic \e : The DPI SHALL be compliant with the WS-Policy specification [RD-47].  
R AUTONUMLGL  \* Arabic \e : WS-Policy – Attachment [RD-46] SHALL be implemented to define policy assertions at the four levels (policy subjects) of the WSDL hierarchy: Service, Endpoint, Operation, and Message.
3.3.3 Metadata Requirements
R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide a way to publish metadata that describes the assimilated datasets/products with the Cube Discovery Service (Registry/Repository). The published metadata SHALL be compliant with the requirements defined hereinafter, and in section 3.3.3 of this IDD.
R AUTONUMLGL  \* Arabic \e : The metadata exchange SHALL be in conformance with metadata standards, taxonomy, and content guidelines presented in the "NextGen Network-Enabled Weather Metadata Guidelines for the 4-D Weather Data Cube" document.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow obtaining service metadata as a combination of WSDL and ISO 19139 documents that conform to the ISO 19119 [RD-09] model.
R AUTONUMLGL  \* Arabic \e : The DPI services SHALL be described by a Web Service Definition Language (WSDL) v2.0 [RD-45] document.
R AUTONUMLGL  \* Arabic \e : The DPI services MAY be described by a WSDL v1.1 document.
R AUTONUMLGL  \* Arabic \e : The message content that may be sent or received by a Cube service SHALL be described by one or more XML Schema Definition (XSD) documents.
R AUTONUMLGL  \* Arabic \e : The message content schema for messages that may be sent or received by a Cube service SHALL NOT be defined in the WSDL document, and SHALL be in a separate XSD.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow obtaining datasets metadata as an ISO 19139-formatted document [RD-11] conforming to the ISO 19115 [RD-07] dataset metadata model.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow obtaining metadata by using the Web Service GetCapabilities, DescribeCoverage, DescribeFeature and GetMetadata requests.

R AUTONUMLGL  \* Arabic \e : The metadata exchange SHALL, at the minimum, contain the following dataset metadata attributes:

· Dataset abstract

· Dataset aggregation information

· Dataset geographical bounds

· Dataset horizontal resolution

· Dataset vertical resolution
· Dataset time stamp

· Dataset frequency

· Dataset keywords

· Dataset/product group

· Dataset provider name

· Dataset variable
· Dataset sub-setting parameters
· Dataset size

· Dataset title

· Dataset type

· Dataset SAS type

· Dataset security level
· Dataset access rights
· Metadata date stamp

· Metadata hierarchy level

· Subscription capability
3.3.4 Data Transfer to the Cube
3.3.4.1 Data Types and Formats

R AUTONUMLGL  \* Arabic \e : The DPI SHALL ensure transfer of data of the following types:

· Structured grids
· Non-gridded features (points, time series, profiles, trajectories, etc.)

· Georeferenced images of all data types (maps, coverages, etc.)

· Legacy weather products in text/alphanumeric and binary file formats
R AUTONUMLGL  \* Arabic \e : The DPI SHALL transfer the data in the following primary formats (encodings) according to data type:
· Structurally gridded data
· NetCDF version 4 with Climate and Forecast (CF) convention version 1.3 (NetCDF4/CF)
· GRIB2 conforming to the WMO Manual on Codes [RD-49]
· Non-gridded feature data
· Weather Information Exchange Model (WXXM) 1.1 with schema WXXS 1.1 [RD-19]

· JMBL [RD-02]
· Georeferenced images

· GeoTIFF

· JPEG

· PNG

· Legacy text/alphanumeric and binary file formats
· WMO Alphanumeric and Binary encoding (BUFR, ASCII, CREX, etc.) in compliance with the WMO Manual on Codes [RD-48, RD-49]
R AUTONUMLGL  \* Arabic \e : The DPI MAY transfer the data in alternate formats according to data type. The alternate formats SHALL NOT be used as a replacement for the primary formats, but MAY be used in addition to the primary formats.
R AUTONUMLGL  \* Arabic \e : The alternate formats SHALL be researched by the Contractor [RD-25] for suitability to NOAA needs:

· Non-gridded feature data
· NetCDF4 / CF

· Sensor Web Enablement (SWE) Common in compliance with OGC SWE Common Data Model Encoding Standard v2.0 [RD-37]
· Comma-separated Values (CSV)

· Tab-separated Values (TSV)
· Georeferenced images

· ESRI Shapefile format

· Scalable Vector Graphics (SVG)
· Web Computer Graphics Metafile (WebCGM)
· Legacy text/alphanumeric and binary file formats
· Other formats, as required

3.3.4.2 Data Services

R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide data by means of Web Services

R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide non-gridded feature data by means of Web Feature Services
R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide structural gridded data by means of Web Coverage Services
R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide georeferenced image data by means of Web Map Services
R AUTONUMLGL  \* Arabic \e : The DPI SHALL provide data of all types by means of Joint METOC Broker Language (JMBL) Web Services [RD-02]
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the geospatial data sub-setting using, at the minimum, the following constructs:

· 3D bounding box

· 2D bounding box

· Point data

· Horizontal cross section

· Vertical cross section

· Trajectory

· Corridor

· Airway

· Sector

· Sounding

· Circle around a point

· Pre-defined region 

· Airport

· ARTCC 

· Sector

· TRACON 

· CONUS

· Airway 

· NAVAID or named intersection
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the temporal data sub-setting using, at the minimum, the following constructs:
· A future point in time

· The current time

· A past point in time

· A future time range

· A past time range

· Model run time
R AUTONUMLGL  \* Arabic \e : The DPI SHALL transfer data with no resolution, measurement units, CRS, or projection transformation.
3.3.4.2.1 Web Feature Service (WFS)

R AUTONUMLGL  \* Arabic \e : The DPI WFS implementation SHALL be compliant with the OGC WFS Implementation Standard v2.0 (ISO 19142) [RD-39, RD-10]
R AUTONUMLGL  \* Arabic \e : The DPI WFS implementation SHALL provide extended functionality not defined in the OGC WFS specifications

· Publication / Subscription

· Trajectory/corridor-based data retrieval

· Efficient XML Interchange (EXI) support

R AUTONUMLGL  \* Arabic \e : The DPI WFS extended functionality implementation SHALL conform to the most recent version of the 4-D Weather Data Cube Web Feature Service Reference Implementation (WFSRI):

· WFS Weather Interface Description [RD-15]

· WFSRI Requirements Documentation [RD-18] 

· WFSRI Architecture and Design Documentation [RD-17]

·  WFSRI API software [RD-16] 

3.3.4.2.2 Web Coverage Service (WCS)

R AUTONUMLGL  \* Arabic \e : The DPI WCS implementation SHALL be compliant with the OGC Web Coverage Service Interface Standard, version 2[RD-38].
R AUTONUMLGL  \* Arabic \e : The DPI WCS implementation SHALL provide extended functionality not defined in the OGC WCS specifications

· Publication / Subscription

· Request data encoded in NetCDF4/CF and/or GRIB2 format

· Sub-setting data encoded in GRIB2 format

· Trajectory/corridor based data retrieval

· Forecast Model Run Time and Forecast Valid Time sub-setting
· JPEG2000 data compression
R AUTONUMLGL  \* Arabic \e : The DPI WCS extended functionality implementation SHALL conform to the most recent version of the 4-D Weather Data Cube Web Coverage Service Reference Implementation (WCSRI):

· WCS Weather Interface Description [RD-15]

· WCSRI Requirements Documentation [RD-18] 

· WCSRI Architecture and Design Documentation [RD-17]

· WCSRI API software [RD-14]

R AUTONUMLGL  \* Arabic \e : The DPI WCS implementation SHALL return either requested dataset(s) or a notification that requested data is available for retrieval, and provide the URL of a temporary location of the dataset(s) referenced in the notification. The dataset(s) SHALL be available for HTTPS retrieval.
R AUTONUMLGL  \* Arabic \e : The DPI WCS implementation MAY use SFTP protocol for retrieval the data referenced in the notification (e.g. large files). The alternate protocol SHALL NOT be used for service requests or notifications, but MAY be used for content delivery in accordance with the OGC WCS standard.

3.3.4.2.3 Web Map Service (WMS)

R AUTONUMLGL  \* Arabic \e : The DPI WMS implementation SHALL be in compliance with the OGC WMS Implementation Specification v1.3.0 [RD-40].
R AUTONUMLGL  \* Arabic \e : The DPI WCS implementation SHALL provide extended functionality not defined in the OGC WMS specifications

· Publication / Subscription

· JPEG2000 data compression upon request

3.3.4.2.4 Joint METOC Broker Language Web Service (JMBL WS)

R AUTONUMLGL  \* Arabic \e : The DPI JMBL WS implementation SHALL be in compliance with the Joint METOC Broker Language (JMBL) standard v. 3.31, July 2007 [RD-02].
R AUTONUMLGL  \* Arabic \e : The DPI JMBL WS implementation SHALL provide either datasets in formats described in section 3.3.4.1, or a notification that the datasets are available for retrieval, and provide the URL of a temporary location of the datasets referenced in the notification. The datasets SHALL be available for HTTPS retrieval in formats described in section 3.3.4.1.
R AUTONUMLGL  \* Arabic \e : The DPI JMBL WS implementation MAY use SFTP protocol for retrieval the data referenced in the notification (e.g. large files). The alternate protocol SHALL NOT be used for service requests or notifications, but MAY be used for content delivery in accordance with the JMBL Standard.

3.3.4.3 Data Transfer Operations

R AUTONUMLGL  \* Arabic \e :  The DPI SHALL allow the following operations for data transfer:

· Persistent subscription, i.e. push of the requested data from to the Cube in accordance with the previously specified subscription

· Notification subscription, i.e. notification of the Data Consumer of the availability of the previously requested data 
· Ad Hoc request as a request for data transfer that is unscheduled and not related to any type of subscription 
3.3.4.3.1 Data Subscription Management

R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the Cube to place requests with a CCDP (or Service Adaptor on behalf of a Legacy Data Provider) for establishing subscriptions to specific datasets.
R AUTONUMLGL  \* Arabic \e : The request for subscription SHALL include:

· Latency criteria

· Data sub-setting (filtering) criteria

· Desired data resolution

· Time window of subscription (else forever)

· Selection of desired update frequency or as soon as new data is available.

· Desired type of subscription, i.e. persistent or notification
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the Cube to modify, pause, and resume a subscription.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the Cube to cancel a subscription.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow the Cube to renew/extend a subscription.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL return a reply to the Cube indicating any error conditions encountered while processing a subscription request.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL deliver a message to the Cube with notification of any changes or cancellations to the subscription service itself.
3.3.4.3.2 Persistent Subscription Fulfillment

R AUTONUMLGL  \* Arabic \e : The DPI SHALL deliver (push) a subscription data to the Cube as soon as the data becomes available.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL deliver a message to the Cube indicating any error conditions encountered while attempting to deliver subscription data.

3.3.4.3.3 Notification Subscription Fulfillment

R AUTONUMLGL  \* Arabic \e : The DPI SHALL deliver (push) a notification message that subscription data is available for request by the Cube.
R AUTONUMLGL  \* Arabic \e : The DPI SHALL allow exchange of subscription data retrieval requests in response to notification messages.

R AUTONUMLGL  \* Arabic \e : The subscription notification publish/subscribe patterns, message exchanges, and operational requirements SHALL be compliant with the OASIS Web Services Notification family of standards [RD-28].
R AUTONUMLGL  \* Arabic \e : For the 4-D Weather Cube specific WS-Notification semantics, the DPI WS-Notification implementation SHALL follow the specifications of the Web Services for Weather (WCS/WFS -WX), and conform to the 4-D Weather Data Cube Web Services Reference Implementations as stated in sections 3.3.4.2.1 and 3.3.4.2.2. 
3.4 Alternative DPI Solutions
R AUTONUMLGL  \* Arabic \e : In addition to the DPI interface described above, the Contractor [RD-25] MAY propose alternate solutions for DPI. The alternate solutions SHALL NOT be implemented without NOAA approval. 
3.5 Performance Requirements
R AUTONUMLGL  \* Arabic \e : The DPI performance SHALL be sufficient to meet the 4-D NextGen Weather Cube performance requirements [RD-21].
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4 Legacy Provider Interface (LPI)
R AUTONUMLGL  \* Arabic \e : The LPI, which provides the Cube interface to a NOAA Legacy Data Provider, SHALL assimilate the datasets listed in the NextGen 4-D Weather Cube IOC Data Dictionary and NextGen 4-D Weather Cube IOC NOAA Data Mapping Analysis [RD-22, RD-23] in formats and with periodicity specified in the document. 

R AUTONUMLGL  \* Arabic \e : The LPI SHALL be able to handle the full volume of data transfer that is specified in the NextGen 4-D Weather Cube IOC Data Dictionary and NextGen 4-D Weather Cube IOC NOAA Data Mapping Analysis [RD-22, RD-23] without performance degradation.
R AUTONUMLGL  \* Arabic \e : The LPI SHALL provide a way to publish metadata that describes the assimilated datasets/products with the Cube Discovery Service (Registry/Repository). The published metadata SHALL be in compliance with the requirements defined in sections 2.3.3 and 3.3.3 of this IDD.
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5 Federated Service Interfaces

R AUTONUMLGL  \* Arabic \e : The NOAA Cube Federated Service Interfaces SHALL be compliant with the OASIS WS-Security, WS-Trust, and WS-Federation specifications [RD-29, RD-30, RD-27].

5.1 Federated Security Interface (FSI)
R AUTONUMLGL  \* Arabic \e : The FSI SHALL allow establishing federated and trusted relationships between the NOAA Cube Security Services and the NNEW Security Services.
R AUTONUMLGL  \* Arabic \e : The demarcation point for all FSI-based exchanges between the NOAA Cube and FAA NNEW SHALL be the NAS Enterprise Security Gateway (formerly known as an ED8 Gateway). 
5.2 Federated Registry/Repository Interface (FRI)
R AUTONUMLGL  \* Arabic \e : The FRI SHALL allow establishing federated relationship between the NOAA Cube Discovery Service (Registry/Repository) and the NNEW Registry/Repository.
R AUTONUMLGL  \* Arabic \e : The FRI SHALL allow establishing federated relationship between the NOAA Cube Discovery Service (Registry/Repository) and multiple instances of other agencies.

R AUTONUMLGL  \* Arabic \e : The FRI SHALL allow formation of a single Virtual Registry form a Data Consumer perspective, i.e. ensure transparent browsing and search through multiple instances of federated Registries.
R AUTONUMLGL  \* Arabic \e : The demarcation point for all FRI-based exchanges between the NOAA Cube and FAA NNEW SHALL be the NAS Enterprise Security Gateway (formerly known as an ED8 Gateway). 
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6 Administrative Interfaces

R AUTONUMLGL  \* Arabic \e : The Cube SHALL provide a GUI-based interface to allow Cube administrators and operators to perform all Cube administrative, management and configuration functions.
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7 Interface Verification

7.1 Verification Levels

All requirements imposed by sections 0 to 6 of this IDD SHALL be verified at one or more of the following three levels of verification:

(a) Subsystem level (Development). This level is usually conducted at the Contractor's [RD-25] facility and culminates in the formal acceptance of a contractual end-item.

(b) Integration level (Quality Assurance). This level is conducted at NOAA or at a mutually agreed upon key test/integration site. The verification conducted SHALL determine if the hardware, software, or subsystem to be deployed for site installation will perform in the NOAA environment and in accordance with NOAA system-level operational and functional requirements.

(c) Site level (Production). This level is usually performed at the designated operational site. The verification portion of the subsystem installation and checkout SHALL emphasize demonstration of the overall system performance requirements. It includes the demonstration of an end-item, subsystem and/or system, the final acceptance demonstrations, and commissioning activities.

7.2 Verification Methods

All requirements imposed by sections 0 to 0 of this IDD SHALL be verified using one or more of the following four verification methods:

(a) Inspection. This method is used to determine compliance without using special laboratory equipment, procedures, or services and consists of a nondestructive static-state examination of hardware, software, and/or technical data and documentation.

(b) Demonstration. This is a method in which qualitative determination of properties is made for a configuration item, including software and/or the use of technical data and documentation. The items being verified are observed, but not quantitatively measured, in a dynamic state.

(c) Analysis. This is a method in which hardware or software designs are compared with known scientific and technical principles, procedures, and practices to estimate the capability of the proposed design to meet the mission and system requirements.

(d) Test. This is a method in which performance is measured during or after the controlled application of functional and/or environmental stimuli. Quantitative measurements are analyzed to determine the degree of compliance. The process uses standardized laboratory equipment, procedures, and/or services.
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