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NextGen 4-D Weather Cube Security Functional Requirements
The following are the NextGen 4-D Weather Cube security functional requirements.  Both FAA and NOAA security functional requirements are listed below for the purpose of ensuring interoperability; however, only the NIST SP 800-53 and Joint FAA and NOAA security requirements will be utilized for NextGen 4-D Weather Cube Security Functional Requirements.  

The requirements are derived from several sources:

a. NIST SP 800-53 – Information system controls from the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems.
b. Joint FAA NOAA – Information system controls identified jointly by the FAA and NOAA as applicable to the NNEW and the NOAA part of the 4-D Weather Data Cube.  These controls derive from the overall architecture of the Cube.

c. FAA NEISS – Information system controls from the NAS Enterprise Information System Security architecture.  NEISS will provide certain NAS-wide security services which will be used by 4-D Weather Data Cube components in the FAA domain.

d. FAA Order – Information system controls specified in FAA Orders, which must be supported by 4-D Weather Data Cube components in the FAA domain.

e. NOAA Specific Control Requirement

	Control No
	Control Name
	Security Control Requirement 
	Requirement

Source

	AC-2EN2
	Account Management
	The System shall automatically terminate temporary and emergency accounts after an adaptable time period for each type of account.
	NIST SP 800-53

	AC-2EN3
	Account Management
	The System shall automatically disable inactive accounts after an adaptable time period.
	NIST SP 800-53

	AC-3
	Access Enforcement
	The System shall enforce assigned authorizations for controlling access to the system in accordance with applicable policy.  (Suggest to Delete)
	NIST SP 800-53

	AC-3sys1
	Access Enforcement
	The System shall support role-based access control (RBAC) policies for local access to system resources.

(Suggest to Delete)
	Joint FAA NOAA

	AC-3sys2
	Access Enforcement
	The System shall support attribute-based access control (ABAC) policies for remote access to system resources.  
	Joint FAA NOAA 

	AC-3NOAA
	Access Enforcement
	The System shall support WS-Federation for Authentication and Authorization to NextGen 4-D Weather Cube resources. 
	NOAA Requirement

	AC-3faa1
	Access Enforcement
	The System shall support access control using NAS Identity and Key Management Services.
	FAA NEISS

	AC-3faa2
	Access Enforcement
	The System shall be configured to support FAA Order 1370.96, ATO Access Control Policy.
	FAA Order

	AC-3faa1
	Access Enforcement
	The System shall be configured to support FAA Order 1370.92, Password and PIN Management. 
	FAA Order

	AC-3EN1
	Access Enforcement
	The System shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to explicitly authorized personnel.
	NIST SP 800-53

	AC-4 
	Information Flow Enforcement
	The System shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.
	NIST SP 800-53

	AC-4sys1
	Information Flow Enforcement
	The interconnected systems shall enforce ABAC using a system-wide policy.  
	Joint FAA NOAA 

	AC-4faa1
	Information Flow Enforcement
	The System shall support information flow enforcement using NAS Internal Policy Enforcement (IPE). 
	FAA NEISS

	AC-5 
	Separation of Duties
	The System shall enforce separation of duties through assigned access authorizations.
	NIST SP 800-53

	AC-6 
	Least Privilege
	The System shall enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.
	NIST SP 800-53

	AC-7 
	Unsuccessful Login Attempts
	The System shall enforce an adaptable limit of consecutive invalid access attempts by a user during an adaptable time period. The System shall automatically lock the account/node for an adaptable time period, and delay the next login prompt according to an adaptable delay algorithm when the maximum number of unsuccessful attempts is exceeded.
	NIST SP 800-53

	AC-8 
	System Use Notification
	The System shall display an organization-approved system use notification message before granting system access informing potential users.
	NIST SP 800-53

	AC-8faa1
	System Use Notification
	The System shall be configured to support FAA Order 1370.96, System Use Notification and Disclaimer
	FAA Order

	AC-12 
	Session Termination
	The System shall automatically terminate a remote session after an adaptable time period of inactivity.
	NIST SP 800-53

	AU-2
	Auditable Events
	The System shall generate audit records for an organization-defined set of auditable events.
	NIST SP 800-53

	AU-2sys1
	Auditable Events
	The System shall generate audit records for all authentication and access control failures.
	Joint FAA NOAA 

	AU-2faa1
	Auditable Events
	The System shall generate audit records to the NAS Incident Detection & Response system.
	FAA NEISS

	AU-2faa2
	Auditable Events
	The System shall generate audit records for those items identified in FAA Order 1370.15, Logical Access Control Policy.
	FAA Order

	AU-2faa3
	Auditable Events
	The System shall generate audit records in accordance with FAA Order 1370.101, ATO Security Incident Reporting and Response Policy.
	FAA Order

	AU-3
	Content of Audit Records
	The System shall produce audit records that contain sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events.
	NIST SP 800-53

	AU-3EN1
	Content of Audit Records
	The System shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.
	NIST SP 800-53

	AU-5
	Response to Audit Processing Failures
	The System shall alert appropriate organizational officials in the event of an audit processing failure and takes appropriate organization-defined actions. (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].
	NIST SP 800-53

	AU-6
	Audit Review, Analysis, and Reporting
	The information system integrates audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activity. 
	NIST SP 800-53

	AU-7EN1
	Audit Reduction and Report Generation
	The System shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.
	NIST SP 800-53

	AU-8
	Time Stamps
	The System shall provide time stamps for use in audit record generation.
	NIST SP 800-53

	AU-8sys1
	Time Stamps
	The System shall synchronize time using an authorized Network Time Server.
	Joint FAA NOAA

	AU-9
	Protection of Audit Information
	The System shall protect audit information and audit tools from unauthorized access, modification, and deletion.
	NIST SP 800-53

	IA-2
	User Identification and Authentication
	The System shall uniquely identify and authenticate users (or processes acting on behalf of users).
	NIST SP 800-53

	IA-2EN1
	User Identification and Authentication
	The System shall employ multifactor authentication for remote user access that is NIST Special Publication 800-63 compliant.
	NIST SP 800-53

	IA-3
	Device Identification and Authentication
	The System shall identify and authenticate specific devices before establishing a connection.
	NIST SP 800-53

	IA-3sys1
	Device Identification and Authentication
	The System shall support Device Identification and Authentication using the Lightweight Directory Access Protocol (LDAP) Version 3.
	Joint FAA NOAA 

	IA-3faa1
	Device Identification and Authentication
	The System shall support Device Identification and Authentication using NAS Identity and Key Management Services.
	NEISS

	IA-3sys2
	Device Identification and Authentication
	LDAP Certificate and CRL Repositories shall be shared among domains for the 4-D Weather Cube (e.g., between the FAA and NOAA).
	Joint FAA NOAA 

	IA-3sys4
	Device Identification and Authentication
	The System shall use Version 3 X.509 Certificates and Version 2 Certificate Revocation Lists. 
	Joint FAA NOAA 

	IA-3sys5
	Device Identification and Authentication
	The System shall support Device Identification and Authentication using SSL/TLS mutual authentication.  
	Joint FAA NOAA 

	IA-3sys6
	Device Identification and Authentication
	The System shall support Device Identification and Authentication using WS-Security and SAML tokens.  
	Joint FAA NOAA 

	IA-6
	Authenticator Feedback
	The System shall obscure feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.
	NIST SP 800-53

	IA-7
	Cryptographic Module Authentication
	The System shall employ authentication methods that meet the requirements of applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication to a cryptographic module.
	NIST SP 800-53

	SC-2
	Application Partitioning
	The System shall separate user functionality (including user interface services) from information system management functionality. 
	NIST SP 800-53

	SC-4
	Information Remnance
	The System shall prevent unauthorized and unintended information transfer via shared system resources.
	NIST SP 800-53

	SC-5
	Denial of Service Protection
	The System shall protect against or limit the effects of an organization-defined list of types of denial of service attacks.
	NIST SP 800-53

	SC-7
	Boundary Protection
	The System shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.
	NIST SP 800-53

	SC-7faa1
	Boundary Protection
	The System shall connect to any non-NAS network or non-NAS system thru a FTI NAA Enhanced Security gateway (NESG) service.
	FAA Order JO 1370.44

	SC-7faa2
	Boundary Protection
	The System shall protect access to the Internet in accordance with FAA Order 1370.83, Internet Access Points.   
	FAA Order

	SC-7faa
	Boundary Protection
	The System shall protect access to the Internet in accordance with FAA Order 1370.84, Internet Services 1370.83.
	FAA Order

	
	Boundary Protection
	The System Assets in the NAS shall not be addressable from any external environment, even via Network Address Translation (NAT)
	FAA Order JO 1370.44

	
	Boundary Protection
	The System externally facing servers that support common IP application layer protocols must be located in an NESG controlled Demilitarized Zone (DMZ).  These externally facing servers must also be physically separate assets from servers providing the same functions of NAS internal users.
	FAA Order JO 1370.44

	
	Boundary Protection
	The System must provide for data content and protocol checking functions within the NESG environment for all data communications between internal NAS assets and any non-NAS network or non-NAS information systems.
	FAA Order JO 1370.44

	
	Boundary Protection
	The System must use Certified and Accredited FTI services for all internal to the NAS intrafacility telecommunications and WAN requirements
	FAA Order JO 1370.44

	SC-7EN5
	Boundary Protection
	The System shall deny network traffic by default and allow network traffic by exception (i.e., deny all, permit by exception).
	NIST SP 800-53

	
	Boundary Protection
	Data communications between internal assets and the NESG environment must be made via an FTI firewall service configured to deny network traffic by default and allow network traffic by exception.
	FAA Order JO 1370.44

	SC-8
	Transmission Integrity
	The System shall protect the integrity of transmitted information.
	NIST SP 800-53

	SC-9
	Transmission Confidentiality
	The System shall protect the confidentiality of transmitted information. (Password encryption only for Low)
	NIST SP 800-53

	SC-10
	Network Disconnect
	The System shall terminate a network connection at the end of a session or after an adaptable time period of inactivity.
	NIST SP 800-53

	SC-13
	Use of Cryptography
	For information requiring cryptographic protection, the System shall implement cryptographic mechanisms that comply with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.
	NIST SP 800-53

	SC-13sys1
	Use of Cryptography
	For information requiring cryptographic protection, the System shall implement key lengths and cryptographic algorithm strength in accordance with NIST SP 800-53-57 Part 1.
	Joint FAA NOAA

	SC-13sys2
	Use of Cryptography
	For information requiring cryptographic protection, the System shall use FIPS 140-2 validated cryptographic modules. 
	Joint FAA NOAA 

	SC-14
	Public Access Protections
	The System shall protect the integrity and availability of publicly available information and applications.
	NIST SP 800-53

	SC-15
	Collaborative Computing
	The System shall prohibit remote activation of collaborative computing mechanisms and provides an explicit indication of use to the local users.
	NIST SP 800-53

	SC-20
	Secure Name / Address Resolution Service (Authoritative Source)
	The System shall provide a name/address resolution service that provides additional data origin and integrity artifacts along with the authoritative data it returns in response to resolution queries.
	NIST SP 800-53

	SC-23
	Session Authenticity
	The System shall provide mechanisms to protect the authenticity of communications sessions.
	NIST SP 800-53

	SI-3
	Malicious Code Protection
	The System shall implement malicious code protection.
	NIST SP 800-53

	SI-3EN2
	Malicious Code Protection
	The System shall automatically update malicious code protection mechanisms.
	NIST SP 800-53

	
	Malicious Code Protection
	The System shall be configured to detect and scan connected removable media for malicious software;
	FAA Order  1370.111



	SI-4EN4
	Information System Monitoring Tools and Techniques
	The System shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions.
	NIST SP 800-53

	SI-4EN5
	Information System Monitoring Tools and Techniques
	The System shall provide a real-time alert when any organization-defined indications of compromise or potential compromise occur. 
	NIST SP 800-53

	SI-8
	Spam Protection
	The System shall implement spam protection.
	NIST SP 800-53

	SI-10
	Information Accuracy, Completeness, Validity, and Authenticity
	The System shall check information for accuracy, completeness, validity, and authenticity.
	NIST SP 800-53

	SI-10faa1
	Information Accuracy, Completeness, Validity, and Authenticity
	The System shall operate with configuration managed software and metadata received from the NAS Certified Software Management system. 
	NEISS

	SI-10faa2
	Information Accuracy, Completeness, Validity, and Authenticity
	The System shall operate with configuration managed software and metadata managed in accordance with FAA Order 1370.98, NAS Data and Interface Equipment Used by Outside Interests.
	FAA Order

	SI-10faa3
	Information Accuracy, Completeness, Validity, and Authenticity
	The System shall operate with configuration managed software and metadata managed in accordance with FAA Order 1375.1C, Data Management.
	FAA Order

	SI-11
	Error handling
	The System shall identify and handle error conditions in an expeditious manner without providing information that could be exploited by adversaries.
	NIST SP 800-53

	SI-2
	Flaw Remediation
	Organization centrally manages the flaw remediation process and installs software updates automatically
	NIST SP 800-53

	SI-2
	Flaw Remediation
	Organization employs automated mechanisms to determine the state of information system components with regard to flaw remediation
	NIST SP 800-53

	SI-4
	Information System Monitoring
	Organization employs automated tools to support near real-time analysis of events
	NIST SP 800-53


