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1. Introduction to the Network-Enabled Verification Service (NEVS)
The purpose of this document is to provide a descriptive overview of the Network-Enabled Verification Service (NEVS) for the contract organization responsible for integrating the Next Generation Air Transportation System (NextGen) system components for the National Oceanic and Atmospheric Administration (NOAA).  This document is one of two documents provided specifically to support the integration of NEVS as a part of the NOAA NextGen 4-Dimensional Weather Data Cube (Cube) systems.  The other NEVS specific documents is the:  NEVS section of the Cube Data Dictionary.
1.1   Project Description
The NEVS will be an Information Technology (IT) solution for which the software is developed by NOAA as government furnished software.   NEVS is being developed to support the NextGen Program goals for implementation of a weather forecast verification capability as a part of the Cube.  NEVS will provide capabilities for weather forecast verification of a subset of the data made available in real time from the Cube.  NEVS will be implemented at the National Weather Service (NWS) as an operational system component of the Cube systems.

The term weather forecast verification is used within the Atmospheric Sciences community to describe the processes used for determination of the quality of the weather forecasts.  Weather forecast verification is computed by comparing official forecasts to the associated observational data using standard statistical techniques.  The results of these statistical computations and their trends over time provide measures of forecast quality.

Weather forecast verification of selected Aviation Services products and data in the Cube will be provided for the NOAA NextGen Program by NEVS.  Other NWS systems used for weather forecast verification may support goals of NextGen, and also contribute to verification of weather data and products made available in the Cube; however only NEVS will consume data and products from the Cube and verify these same data and products in near-real time.  Future NEVS capabilities will include interfaces to legacy NWS weather forecast verification systems to enable NEVS to convey the quality of additional Aviation Services products to users of the Cube.

NEVS will be a system of the System-of-Systems being developed for the NOAA NextGen Program.  NEVS will interface directly to the Cube for ingest and real-time processing of the data and products needed for determination of the quality of the weather forecasts available in the Cube.

The developers of the NEVS are contracted by the NOAA NextGen Program and are physically located in NOAA’s Office of Oceanic and Atmospheric Research (OAR), Global Systems Division (GSD), Forecast Impact and Quality Assessment (FIQA) section of the Aviation, Computing and Evaluation Branch located in Boulder, CO.

NEVS will be implemented in NWS operations as an automated service to support NWS forecasters and also to support requirements of the Federal Aviation Administration (FAA) for weather forecast product verification reporting.  NEVS will read and process selected weather information provided to the FAA via the Cube.  The principal role of NEVS for NextGen will be to provide weather forecast verification information in near real-time for a subset of the Aviation Services products and data provided to the FAA via the Cube.

To support the need for consistent and high quality weather information for the FAA operations, capabilities for a Single Authoritative Source (SAS) will be provided as a subset of the data made available in the Cube.   NEVS will provide objective results that can be used as a factor in determination of the data contents of the SAS.  NEVS is envisioned to contribute to the decision-making needed for the SAS; however it is not intended to directly classify data as part of the SAS.
1.2  Background
NWS forecasters provide an array of products and services to support Aviation Services needs of the Global Weather Enterprise.  These products are issued for both routine weather and for event driven weather events for which warnings are issued such as severe weather associated with thunderstorms and convection.  These NWS Aviation Services products are and will continue to be relied on by the FAA as one of the primary sets of weather information needed to support the operations of the National Airspace System (NAS).    

A primary driver for development of NEVS is to better serve the FAA and users of the data made available in the Cube.  It is essential that users of the data in the Cube understand the quality and uncertainty of the data they are applying to planning and operational decision-making for the NAS.  In addition to these needs, the FAA has established specific requirements for weather forecast verification which NEVS will support.

The International Civil Aviation Organization (ICAO), a body of the United Nations, establishes standards for global aviation transportation safety and the Aviation Services provided by the NWS in support of the FAA.  The FAA has established a formal process for management of the quality of these Aviation Services as a result of a formal audit conducted in 2007.  The ICAO ANNEX 3 recommended a Quality Management System (QMS) for Aviation Meteorological Services be established.  Working collaboratively with the NWS, the FAA has established a formal program for weather forecast verification documented in a Quality Manual signed in April of 2010.  This Quality Manual describes the operational Aviation weather products performance requirements and verification policy for the NWS and other organizations generating weather products used by the FAA.  The products for which weather forecast verification is required are specified in this Quality Manual.

To effectively serve in their mission, NWS forecasters critically need real-time feedback on the quality of these Aviation Services products provided to customers and partners.   Managers of these forecasters need to understand the quality of the products prepared at their offices in order to understand how effectively the NWS is meeting the needs of customers and partners.  This information on the quality of the products is also used to identify gaps and resources needed to enable the organization to continually strive to improve the quality of the forecasts.  Serving the needs of internal forecasters and managers involved in the provision of Aviation Services is a key driver for the development of NEVS.   

To provide this feedback to the NWS forecasters and managers and also to support the FAA requirements for QMS verification reporting, an operational system for weather forecast verification for NextGen is critically needed, and NEVS will serve this role.  NEVS will consume forecast and observational data that data providers have made available to the Cube via web services.  These observational data will be used for computation of the statistics for verification of the weather forecast products.  NEVS will make the verification results for these data and products available to external users and partners including the FAA, other federal government users of the Cube, and internally to the NWS forecasters and managers.

NEVS will be developed in three major phases, Phases 1, 2 and 3.  The first Phase is intended to provide the capabilities now available in a legacy system, namely the Real-Time Verification System (RTVS).  Each subsequent Phase of NEVS will build upon the initial weather verification capabilities and will be implemented in time frames that align with the NextGen Initial Operational Capability (IOC) in Fiscal Year (FY) 2014, the interim capabilities in FY 2017 and the Final Operational Capability (FOC) in FY 2022.

NEVS Phase 1 will provide weather verification capabilities now available in the legacy research system, the RTVS.  Phase 1 capabilities are for the verification of products which cover the contiguous U.S. (CONUS) domain.  Phase 1 capabilities will verify a subset of the official NWS products issued from the Aviation Weather Center (AWC).  NEVS will exclusively consume data from the Cube in Phase 1.  During NEVS Phase 1, capabilities for providing weather forecast verification results to the Cube via web services will be prototyped.  Also during Phase 1, capabilities for providing weather forecast verification results to the Advanced Weather Interactive Processing System (AWIPS) II via web services will be prototyped.

Phase 2 of NEVS will expand the weather verification capabilities to additional NWS products issued by the AWC and also will extend the domain over which products are verified to areas outside the contiguous U.S. (OCONUS), to include products generated at the Alaska Aviation Weather Unit (AAWU), the Center Weather Service Units (CWSUs), and the Weather Forecast Office (WFO) in Honolulu, HI.  In Phase 2, NEVS will continue to consume data from the Cube, and will provide capabilities to read verification data from two existing NWS verification systems through non-Cube interfaces.  During Phase 2, capabilities for providing weather forecast verification results to the Cube via web services will be implemented.  During Phase 2, capabilities for providing weather forecast verification results to AWIPS II via web services will be implemented.

Phase 3 of NEVS will extend the weather verification capabilities to additional NWS products issued by the AWC, CWSUs, the AAWU and the WFOs.  In Phase 3, new techniques for verification will be implemented, to include impact-based verification approaches, and to provide new user-relevant metrics.  Capabilities for providing weather forecast verification results to AWIPS II and the Cube will be expanded.  No new system interfaces are planned in Phase 3.

NEVS capabilities for weather forecast verification functionality now provided in the RTVS are being prototyped for the NOAA NextGen Program.  This prototyping is underway to demonstrate initial functionality for ingesting data via web services and also to provide verification results via web services.

1.3  Real-Time Verification System Capabilities 
The first phase of NEVS will provide functionality for verification of a sub-set of Aviation Services products issued by the AWC that are now verified by the RTVS.  Verification statistics are provided by RTVS for a variety of forecast and diagnostic products.  These products and the observational data to which they are compared are ingested into the RTVS as soon as they become available from the operational data feeds.  Processing, specifically designed for each meteorological product, creates appropriately stratified forecast and observation pairs that are stored in a relational database.  A web interface allows a user to create customized output in either graphical or tabular form for a number of standard verification measures.  
Today the RTVS is an automated, stand-alone system lacking backup capabilities and does not have interfaces to other NWS verification systems or AWIPS.   RTVS has supported NWS operations for several years, but has not been transitioned officially to the NWS as an operational system.

RTVS provides tools for four Aviation Services verification areas:  the Convective Statistical Tools, the Ceiling and Visibility Statistical Tools, the Icing Statistical Tools, and the Turbulence Statistical Tools.  A statistical record of the accuracy of national scale forecasts back to 1998 is available in RTVS.  This information on the RTVS is provided for information purposes.  The NEVS system will provide RTVS functionality however it will be completely re-architected.  The data ingest, processing and storage functionality for NEVS will be very different from that of the RTVS.

The latest version of the RTVS can be accessed at the following Uniform Resource Locator (URL):  

http://rtvs.noaa.gov/
1.4  Purpose of NEVS
NEVS business objectives are the following:

· Provide capabilities for weather forecast verification of official Aviation Services products required to support the FAA’s QMS verification reporting requirements.

· Provide innovative weather forecast verification capabilities needed to communicate aspects of the quality and uncertainty of selected data in the Cube using web services. 

· Provide real-time feedback on the quality of NWS Aviation Services products to NWS forecasters and managers via a web-based user interface.

· Provide impact-based verification results.

· Provide weather forecast verification results with user-relevant metrics.

· Provide objective weather forecast verification data to support the decision-making for the contents of the Cube’s SAS.

· Enable NOAA and the FAA to assess progress on meeting goals for government performance measures.

The NEVS business process is depicted in Figure 1 below.  This business process depicts the types of services which are provided by NEVS, how the data and functionality is provided, where NEVS will provide these business services, the users of NEVS, and why and when NEVS will be used.  The primary business processes for NEVS are to: use standard accepted verification concepts and metrics; process forecast and observational data needed for the production of weather forecast verification in real-time; provide access to verification information in near-real time; maintain services as a provider of historical weather forecast verification information; interface to other weather forecast verification data providers; and serve a variety of authorized users.

NEVS will provide information for decision-makers, managers, forecasters, and users of the Cube.  To serve this diverse user community, NEVS will provide access to information through the Cube via new innovative web services and also directly to users by using a more traditional web-based interface.  A long term historical performance record will be maintained to serve users.  To serve the needs of the FAA for verification reporting for QMS, the weather forecast verification reporting will be both automated and manually generated.  Authorized users may access verification information directly or through the Cube in near-real time to enable the users of the Cube to better understand the forecast quality, the variability in the forecasts, and the uncertainty of the forecasts.
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Figure 1.  NEVS Business Processes

1.5   Assumptions and Constraints
Assumptions:

· NEVS will serve internal NWS and external federal government users.

· NEVS software development for Phase 1 capabilities will be complete and ready for integration with the Cube near the time the Cube becomes an operational system at the NWS.

· NEVS System Acceptance Test for the GSD developed Phase 1 capabilities will be completed on the NEVS Prototype system at GSD prior to delivery to the Contractor.

· New extensions to Open Geospatial Consortium (OGC) web services standards will be established in order to adequately convey weather forecast verification data such as time series.

Constraints:

· NEVS will comply with all NextGen IT standards and architecture.

· NEVS will comply with Federal Security policies and standards for IT systems.

· NEVS will use web services extensions of OGC standards for provision of verification information.

  1.6   Interfaces to External Systems 

NEVS will be a subsystem and interface to the Cube System-of-Systems.  For the Phase 1 weather forecast verification capabilities, NEVS will have interfaces to Cube systems exclusively.  As the NEVS evolves in Phase 2, additional interfaces to existing legacy systems will be added external to the Cube.  As depicted in Figure 2, NEVS shall ingest data from the Cube as a consumer.  In Phase 2 NEVS will also serve as a provider of web services. 
Interfaces 
In NEVS Phase 1:  

· NEVS shall interface to the Cube to ingest forecast and observational data.

In NEVS Phase 2:

· NEVS shall interface to the Cube to ingest forecast and observational data and provide verification data back to the Cube.

· NEVS shall interface to AWIPS II via Data Delivery functionality through the Cube.

· AWIPS II is an NWS IT system managed by the Office of Science and Technology.

· NEVS shall interface to the Stats on Demand verification system through a direct, non-Cube interface.

· The Stats on Demand (SOD) verification system is an NWS IT system managed by the Office of Climate, Water and Weather Services.

· Data shall be transferred from the SOD to NEVS in one direction only.

· NEVS shall interface to the National Digital Forecast Database (NDFD) verification system through a direct, non-Cube interface.

· The NDFD verification system is an NWS system managed by the Office of Science and Technology.

· Data shall be transferred from the NDFD verification system to NEVS in one direction only.

In NEVS Phase 3:

· NEVS shall have interfaces to the same systems as during Phase 2.
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Figure 2.  NEVS Notional Architecture

1.7  NEVS Prototype

An initial prototype of NEVS is under development for the NOAA NextGen Program.  The data storage, processing, and hardware configurations of the most recent NEVS prototype as of September 2010, as well as estimated configurations of the NEVS at the NextGen IOC implementation, are described here.  The NEVS prototype demonstrated at the NextGen Net-Enabled Weather (NNEW) Program Capability Evaluation (CE) of September 2010 supported verification of convective weather products for the 2010 convective (summer) season. The configurations for the 2010 prototype are described below.

1.7.1  Data Storage

Storage information for raw and processed data supporting the NEVS prototype follows. Note that the datasets and verification metrics currently used may not reflect those implemented for Phase 1 of NEVS.

1.7.1.1  Raw Data

The table below represents the raw datasets ingested by NEVS to support the current prototype. The storage sizes provided are for uncompressed data, i.e., for the worst case scenario. The reduction of size using a standard compression utility such as gzip will depend upon the data packing strategies implemented for file output. File size may also be influenced by ‘noise’ introduced in the forecast or by the number of forecast weather events (e.g., a convective forecast on a day with a lot of convection will result in a larger file size).

Specifics on the total data requirements for NEVS are defined in the NEVS section of the Cube Data Dictionary.  The following table contains a description of the data ingest and processing for the NEVS prototype.

	Product
	Fields
	Average file count per day
	Total raw storage per day (all issuances and leads)

	HRRR
	VIL, Radar VIL, Echo Tops
	120
	34 GB

	CIWS
	Echo Tops, 1km resolution
	288
	0.25 GB

	
	Echo Tops forecast, 1km
	96
	0.75 GB

	
	VIL, 1km
	288
	0.75 GB

	
	VIL forecast
	96
	2.5 GB

	CoSPA
	Echo Tops, 1km
	288
	0.25 GB

	
	Echo Tops forecast, 1km
	96
	2.5 GB

	
	VIL, 1km
	288
	0.75

	
	VIL forecast
	96
	4.5 GB

	CCFP
	NA
	10
	<5 MB

	LAMP
	Thunderstorm probability, Categorical Thunderstorm
	332
	1.9 GB

	NCWD
	Convective Wx Detection Index
	285
	1.85 GB

	Total
	
	
	~50 GB


Note:  The use of Web Feature Service (WFS) for the CCFP will increase the total number of bytes, but it is still expected to be below 100 megabytes (MB) per day.
For the current convective season an online storage requirement of 9 terabytes (TB) Online Redundant Array of Independent Disks (RAID) is required. This is mounted by both the processing and integration layers to support real-time processing and potential reprocessing of raw data.
Note:  NEVS assumes a raw data format that can typically be handled by the NetCDF Common Data Model (CDM). Additional datasets will require additional hardware resources.

The above specification does not include long-term archive storage requirements for backup and potential restaging of data necessary for reanalysis or reprocessing of baselines.

1.7.1.1.2  Processed Data

Processed data for the 2010 CE was stored in a file-based database system (Tokyo Cabinet). The verification information stored for the CE was a small subset of the information that will ultimately be in NEVS.  The Phase 1 version of NEVS will exclusively use PostgreSQL for this intermediate data layer, eliminating the use of the file-based database system. 

1.7.1.2  Hardware Configuration

In order to support the nominal operating environment of a three-tiered architecture (processing, integration and presentation) the prototype system currently uses the following hardware configurations:

Processing Layer (data ingest, job control): 

Hardware:

· 1 x SUN: FIRE X2200 X64 AMD OPTERON 2.6GHZ DUAL CORE 2218, 4GB RAM, Linux-....; 

· OS: RED HAT (LINUX/DT+WS/STD/5.0) ENTERPRISE LINUX DESKTOP + WORKSTATION 5.0 STANDARD

· Local storage: 2 x SEAGATE (ST3250820NS) BARRACUDA ES 250.0GB 7.2K RPM 16MB CACHE SATA

· 3 x DELL: POWEREDGE 1950 - 2.50GHZ XEON L5420 1333MHZ FSB QUAD CORE, 16GB RAM, Linux-....; 

· OS: RED HAT (LINUX/DT+WS/STD/5.0) ENTERPRISE LINUX DESKTOP + WORKSTATION 5.0 STANDARD

· Local storage: 2 x SEAGATE (ST973402SS) SAVVIO 73.4GB 10K RPM 16MB CACHE SAS

Note:  Potentially an unlimited number of processing nodes can be added for real-time or later batch operation.
External Software Packages:

· Java v1.6

· PostgreSQL v8.1.21

· Unidata LDM v6.6.5

· Unidata Java NetCDF v4.1

· Beanstalk message queue v1.4.6

Integration Layer (Intermediate statistical analysis):

Hardware:

· 1x DELL: POWEREDGE 2970 - 2.4GHZ OPTERON DUAL CORE 2216, 8GB RAM, 

· OS: RED HAT (LINUX/DT+WS/STD/5.0) ENTERPRISE LINUX DESKTOP + WORKSTATION 5.0 STANDARD

· Local storage: 4 x SEAGATE (ST9146802SS) SAVVIO 146GB 10K RPM 8MB CACHE SAS

External Software Packages:

· Java v1.6

· PostgreSQL v8.1.21

· Unidata Java NetCDF v4.1

· Beanstalk message queue v1.4.6

· Tokyo Cabinet v0.9.5

Presentation Layer (User Interface (UI) Query Support):

Hardware:

· 2 x DELL: POWEREDGE 1950 - 2.50GHZ XEON L5420 1333MHZ FSB QUAD CORE, 8GB RAM load balanced servers located in GSD's DMZ;

· OS: RED HAT (LINUX/DT+WS/STD/5.0) ENTERPRISE LINUX DESKTOP + WORKSTATION 5.0 STANDARD

· Local storage: 2 x SEAGATE (ST973402SS) SAVVIO 73.4GB 10K RPM 16MB CACHE SAS

Software Packages:

· Java v1.6

· Apache v2.2;

· Tomcat v5.5;

· Unidata Java NetCDF v4.1;

· Google Web Toolkit v2.0

· Tokyo Cabinet v0.9.5

· PostgreSQL v8.1.21

· ncWMS v1.0RC2


Figure 3
 below provides a diagram of the physical layout and operating environment of the prototype NEVS system.
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 1.7.2  NEVS at IOC

This section outlines the projections to date of the NEVS at IOC implementation.   
Estimates of future needs are based upon the conceptual development and   
research done to date and will most likely be adjusted as development evolves.

1.7.2.1  Data Storage

1.7.2.1.1  Raw Data

The table below represents the daily storage amounts of the raw datasets currently ingested by the legacy system RTVS.  NEVS will ingest the IOC versions of these products, along with the high-resolution products included in previously in Section 1.7.1.1. It is expected that the horizontal resolution of GTG, CIP, and FIP products will increase from 20km to 13km by IOC, which will in turn affect file sizes. Note that these estimates correspond to compressed (gzipped) data. Further details on the products listed here can be found in the aforementioned NEVS Section of the Cube Data Dictionary.
	Product
	Average daily storage for raw data, gzipped, all issuances and leads

	CCFP
	2.1 MB

	C-SIGMETS
	0.7 MB

	NCWF
	3.5 MB

	CIP
	11 MB

	FIP
	6 MB

	AIRMETS
	1 MB

	GTG
	370 MB

	NCSIGMETS
	0.1 MB

	TAF
	2 MB

	PIREPS
	4.8 MB

	METARS
	4 MB

	NCWD
	13 MB

	Total
	418.2 MB


It is estimated that a minimum of 9 TB would be required for raw data storage to support NEVS processing. This would allow sufficient storage for short-term recovery (approximately 10 days’ worth for each product) but would not support long-term archival or staging necessary to reprocess baselines.

1.7.2.1.2  Processed Data

The current daily database storage amount for processed RTVS data is 60 MB. NEVS will have a different storage strategy and may store different processed information. The estimated storage amount to support NEVS intermediate data (integration) layer is a minimum of 2 TB (1 TB for the integration layer and 1 TB for replication to the presentation layer), with the capability to add storage as needed. This will include storage of verification information and long-term baselines for all IOC products. Storage may need to be extended later as baselines grow and new products are added.

1.7.2.2  NEVS Architecture

The NEVS hardware configuration for the current NEVS prototype is limited in both capacity and fault tolerance capabilities. It is proposed that an operational version of NEVS consider a Clustered Virtual Machine (VM) approach to allow for growth and greater reliability. 

In this approach, VM's could be configured for roles similar to those illustrated in the prototype, i.e. ingest, job control, processing and database. For example, a processing role VM could be a 4 core, 16 GB configuration while an ingest role VM would use fewer cores and less memory. The cluster itself could share expandable networked attach RAID storage allowing for flexible deployment of VM's onto available hardware in various operational modes. Specification of servers and RAID storage to support this concept is still to be determined. 


1.8 Policy

NEVS verification techniques must comply with NWS official policy for products and verification, as well as with the FAA’s QMS for operational Aviation Weather Products.  Policy for NWS Aviation Products is defined in the 10-8 series of instructional and procedural directives. Verification policy for NWS Aviation products is defined in NWS instructional and procedural directives in the 10-16 series documents.  All official human-generated NWS Aviation Products must be verified to comply with the QMS weather forecast verification policy.  New policy for new Aviation Services products and new verification concepts will be established as needed.

NEVS shall comply with standards required for a Qualified Internet Communications Provider (QICP) for its web-based user interface.  Certification for QICP is mandated by the FAA for any organization providing meteorological data to civil aviation users via the public Internet.  The QICP has established standards for data reliability, accessibility, and security.  There are recommended practices for QICP systems such as user authentication, and labeling of product status.   QICP policy and definitions for reliability, accessibility and security terms are defined in the FAA’s Advisory Circular 00-62.

1.9 Points of Contact
•      Jamie Vavra, NEVS Project Leader; Jamie.Vavra@noaa.gov
•      Jennifer Mahoney, Development project leader; Jennifer.Mahoney@noaa.gov

•      Melissa A. Petty, Deputy Development project leader; Melissa.A.Petty@noaa.gov
•      Cynthia Grzywinski, FAA QMS contact; Cynthia.Grzywinski@faa.gov

 1.10  Document References
	Document Title

	OAR-NWS Agreement for Real-Time Verification System (RTVS) Closure, signed by Dr. Rich Spinrad and Don Berchoff, OAR and NWS Transition Managers.  Available from:

http://www.nws.noaa.gov/mdl/RITT/


	FAA Quality Management System for Operational Aviation Weather Products:  Verification Quality Manual

Available upon request.

	FAA’s Advisory Circular 00-62 Quality Internet Communications Provider (QICP) requirements:

http://www.faa.gov/about/office_org/headquarters_offices/ato/service_units/operations/qicp/


	Operations and Services Improvement Process (OSIP)  Projects available at:

https://osip.nws.noaa.gov/osip/processDocsStatus.php
OSIP Project # 07-042 CONOPS for the Weather Information Database for the Next Generation Air Transportation System (NextGen) 

OSIP Project #05-069 Aviation - Real-Time Verification System (RTVS) 

OSIP Project #09-011 Network-Enabled Verification Service (NEVS) for Aviation Services

OSIP Project #10-015 NOAA NextGen 4-D Weather Data Cube

	NWS Instructional Directives, specifically the 10-16 series and 60-702 available from:

http://www.weather.gov/directive


	Next Generation Air Transportation System 

Weather Concept of Operations, Version 1.0

http://www.weather.gov/nextgen/nextgen_docs/Weather_ConOps.pdf


	Four-Dimensional Weather Functional Requirements for NextGen Air Traffic Management

Version 0.1

http://www.weather.gov/nextgen/nextgen_docs/4D_Weather_Funt_Reqs_V6_CSv2-2-1.pdf


	OAR’s NEVS Prototype web page:

http://esrl.noaa.gov/nevs/demo/



2.  Functional Requirements

2.1   Data Functional Requirements
NEVS shall ingest and process data and Aviation Services products from the Cube as a consumer of web services.  NEVS shall process data in real-time to compute weather forecast verification results in near-real time.  The specific details for the data, observations and products which NEVS will ingest from the Cube are specified in a separate document, the NEVS section of the Data Dictionary.  High level functional requirements for the data needed by NEVS are specified in the table below.
For the Phase 1 capabilities, NEVS shall ingest and process the Aviation Services Products and data now processed by the RTVS.  When extended, in Phases 2 and 3 NEVS shall ingest and process additional Aviation Services Products and data beyond those now processed by RTVS.  The Phases 2 and 3 capabilities for NEVS will be completely defined in separate documents however a few key requirements for those phases are included here to assist in the development of the NEVS design.
For Phase 1 capabilities, NEVS shall provide data as verification results as graphical depictions using a traditional web-based interface provided by a web portal.  During Phase 1, NEVS shall prototype providing verification results as a web service provider to the Cube and the Advanced Weather Interactive Processing System (AWIPS) II.

	Id.
Number
	NEVS Data Functional Requirements
	NEVS Phase


	2.1.1
	NEVS shall ingest data from the Cube in real time as a consumer of web services.
	Phase 1

	2.1.2
	NEVS shall ingest a subset of data and products available in the Cube as defined in the NEVS section of the Data Dictionary.
	Phase 1

	2.1.3
	NEVS shall maintain the historical performance record of verification for the following official Aviation Services products issued by the Aviation Weather Center (AWC):

· Significant Meteorological Information (SIGMET)

· Convective Significant Meteorological Information (C-SIGMET)

· Airmen’s Meteorological Information (AIRMET)

· Collaborative Convective Forecast Product (CCFP)
	Phase 1

	2.1.4
	NEVS shall maintain the historical performance record of verification for the following data and products:

· Current Icing Potential (CIP)

· Forecast Icing Potential (FIP)

· Graphical Turbulence Guidance (GTG)

· National Convective Weather Forecast (NCWF)

· North American Mesoscale Forecast System (NAM) Model visibility forecasts


	Phase 1

	2.1.5
	NEVS shall maintain the historical performance record of verification results for the following data and products:

· Consolidated Storm Prediction for Aviation (CoSPA) 

· Localized Aviation Meteorological Output Statistics (MOS) Product (LAMP) Thunderstorm Probabilities

· National Ceiling and Visibility Analysis (NCVA) 


	Phase 2

	2.1.6
	The historical performance record of verification results available from RTVS for the following official Aviation Services products issued by the Aviation Weather Center (AWC) shall be included in NEVS:

· Significant Meteorological Information (SIGMET)

· Convective Significant Meteorological Information (C-SIGMET)

· Airmen’s Meteorological Information (AIRMET)

· Collaborative Convective Forecast Product (CCFP)

Note:  The historical verification performance record for products which have changed over the period of record may not be appropriate for inclusion in NEVS. 
	Phase 1

	2.1.7
	The historical performance record of verification results available from RTVS for the following data and products shall be included in NEVS:

· Current Icing Potential (CIP)

· Forecast Icing Potential (FIP)

· Graphical Turbulence Guidance (GTG)

· National Convective Weather Forecast (NCWF)

· North American Mesoscale Forecast System (NAM) Model ceiling height and visibility forecasts

· Weather Research and Forecasting Rapid Refresh Model (WRFRR) ceiling height and visibility forecasts

Note:  The complete historical verification record for products which have changed over the period of record may not be appropriate for inclusion in NEVS.
	

	2.1.8
	NEVS shall ingest and process Airmen’s Meteorological Information (AIRMET) Sierra bulletins including Amendments and Corrections to verify Instrument Flight Rules (IFR) conditions forecast.
	Phase 1

	2.1.9
	NEVS shall maintain a historical performance verification record for any new data and products used in the verification processing.
	Phase 2

	2.1.10
	NEVS shall ingest and process AIRMET Tango bulletins including Amendments and Corrections to verify Turbulence forecasts.
	Phase 1

	2.1.11
	NEVS shall ingest and process AIRMET Zulu bulletins including Amendments and Corrections to verify Icing forecasts. 
	Phase 1

	2.1.12
	NEVS shall ingest and process Collaborative Convective Forecast Product (CCFP) including Prelim and Final versions to verify convection forecasts. 
	Phase 1

	2.1.13
	NEVS shall ingest and process Convective Significant Meteorological Information (SIGMET) bulletins including Specials and Outlooks to verify Coverage of Thunderstorms forecast.
	Phase 1

	2.1.14
	NEVS shall ingest and process SIGMET bulletins including Cancellations to verify Turbulence forecasts and Icing forecasts.
	Phase 1

	2.1.15
	NEVS shall ingest and process Current Icing Potential (CIP) to verify Icing forecasts.
	Phase 1

	2.1.16
	NEVS shall ingest and process Forecast Icing Potential (FIP) to verify Icing Severity forecasts.
	Phase 1

	2.1.17
	NEVS shall ingest and process Graphical Turbulence Guidance (GTG) to verify Turbulence forecasts.
	Phase 1

	2.1.18
	NEVS shall ingest and process Graphical Turbulence Nowcast (GTG-N) to verify Turbulence nowcasts.
	Phase 2

	2.1.19
	NEVS shall ingest and process National Convective Weather Forecast (NCWF) to verify convection forecasts.
	Phase 1

	2.1.20
	NEVS shall ingest and process Consolidated Storm Prediction for Aviation (CoSPA) to verify convection forecasts.
	Phase 2

	2.1.21
	NEVS shall ingest and process Localized Aviation Meteorological Output Statistics (MOS) Product (LAMP) Thunderstorm probability guidance to verify Thunderstorm probabilities forecast.
	Phase 2

	2.1.22
	NEVS shall ingest and process North American Mesoscale Forecast System (NAM) Model guidance to verify Visibility forecasts.
	Phase 1

	2.1.23
	NEVS shall ingest and process Weather Research and Forecasting Rapid Refresh Model (WRFRR) Ceiling Heights and Visibility guidance forecasts to verify Ceiling Heights and Visibility forecasts.
	Phase 1

	2.1.24
	NEVS shall ingest and process the Graphical Airman’s Meteorological Information Advisory (G-AIRMET) Sierra to verify IFR conditions for ceiling and visibility and mountain obscuration.
	Phase 2

	2.1.25
	NEVS shall ingest and process Graphical Airman’s Meteorological Information Advisory (G-AIRMET) Tango to verify turbulence, surface wind and low level wind shear potential.
	Phase 2

	2.1.26
	NEVS shall ingest and process Graphical Airman’s Meteorological Information Advisory (G-AIRMET) Zulu to verify Icing and freezing levels.
	Phase 2

	2.1.27
	NEVS shall ingest and process Pilot Reports (PIREPs) to verify Turbulence in GTG, SIGMET and AIRMET products, and to verify Icing in CIP, FIP, SIGMET and AIRMET products.
	Phase 1

	2.1.28
	NEVS shall ingest and process In Situ Eddy Dispersion Rate (EDR) from obtained Meteorological Data Collection and Reporting System (MDCRS) to verify Turbulence in GTG, GTG-N, SIGMET and AIRMET products.
	Phase 2

	2.1.29
	NEVS shall ingest and process Water Vapor Sensing System (WVSS) observations obtained from the Meteorological Data Collection and Reporting System (MDCRS) to verify Icing in CIP, FIP, SIGMET and AIRMET products.
	Phase 2

	2.1.30
	NEVS shall ingest and process Temperature and Wind observations obtained from the Meteorological Data Collection and Reporting System (MDCRS) to verify Icing forecasts in CIP, FIP, SIGMET and AIRMET products, and to verify wind and wind shear forecasts. 
	Phase 2

	2.1.31
	NEVS shall ingest and process Turbulence, icing, temperature, wind and moisture observations obtained from the Tropospheric Airborne Meteorological Data Reporting (TAMDAR) to verify Icing forecasts, to verify Wind and Wind Shear forecasts, and to verify Turbulence.
	Phase 2

	2.1.32
	NEVS shall ingest and process Aviation Routine Weather Report (METAR) including Special Weather Report (SPECI) and Corrections to verify Ceiling and Visibility forecasts in AIRMET Sierra products.
	Phase 1

	2.1.33
	NEVS shall ingest and process Corridor Integrated Weather System (CIWS) to verify convection forecast in CoSPA, NCWF and CCFP, to verify LAMP Thunderstorm probability forecasts, and to verify C-SIGMET products.
	Phase 2

	2.1.34
	NEVS shall ingest and process National Convective Weather Depiction (NCWD) to verify convection forecast in NCWF and CCFP products, and to verify C-SIGMET products.
	Phase 1

	2.1.35
	NEVS shall ingest and process Aircraft Reports (AIREPS) to verify Turbulence in the GTG, SIGMET and AIRMET products, and verify Icing in the CIP, FIP, SIGMET and AIRMET products.
	Phase 1

	2.1.36
	NEVS shall ingest and process the Terminal Aerodrome Forecast (TAF) product to verify the forecast lead time of ceiling heights and visibility.
	Phase 2

	2.1.37
	NEVS shall ingest and process the TAF product to verify the forecast lead time for winds speed and direction shifts and the onset of convection.
	Phase 2

	2.1.38
	NEVS shall ingest and process the NCVA product to verify the forecasts of ceiling height and visibility
	Phase 2

	2.1.39
	NEVS shall ingest and process the AWC issued SIGMET product to verify forecast visibility reduced by dust, visibility reduced by sand, and volcanic ash. 
	Phase 2

	2.1.40
	NEVS shall ingest and process the AWC issued AIRMET Sierra product to verify forecast mountain obscurations.
	Phase 2

	2.1.41
	NEVS shall ingest and process the AWC issued AIRMET Tango product to verify forecast surface wind speed and low level wind shear.
	Phase 2

	2.1.42
	NEVS shall ingest and process the AWC issued AIRMET Zulu to verify freezing levels.
	Phase 2

	2.1.43
	NEVS shall ingest and process the Short Range Ensemble Forecasts to verify forecasts of Wind Speed, Wind Shear, Visibility, Ceiling Heights, Icing, Turbulence and Convection.
	Phase 2

	2.1.44
	NEVS shall ingest and process alphanumeric data and products.
	Phase 1

	2.1.45
	NEVS shall ingest and process gridded data and products.
	Phase 1

	2.1.46
	NEVS shall ingest and process graphical data and products.
	Phase 2

	2.1.47
	NEVS shall ingest and process satellite imagery. 
	Phase 2

	2.1.48
	NEVS shall process gridded data from various spatial projections and resolutions to process the verification results.
	Phase 1

	2.1.49
	NEVS shall process verification results continuously.
	Phase 1

	2.1.50
	NEVS shall process verification results in near real-time as soon as the associated required observational data becomes available in the Cube. 
	Phase 1

	2.1.51
	NEVS shall process verification results and maintain and update the historical verification record for all required Aviation Services products and data continuously in near real-time. 
	Phase 1

	2.1.52
	NEVS shall provide verification results for all required Aviation Services products and data in near-real time and results shall be accessible by users. 
	Phase 1

	2.1.53
	NEVS shall make verification results available as statistical data for predefined spatial domains or locations and for user defined time periods.
	Phase 1

	2.1.54
	NEVS shall make verification results available for various spatial domains or locations and for user defined time periods.
	Phase 2

	2.1.55
	NEVS shall make verification results available in graphical displays including time series and scatter plots.
	Phase 1

	2.1.56
	NEVS shall make verification results available in graphical displays of statistical measures.
	Phase 1

	2.1.57
	NEVS shall provide capabilities for generation of traditional verification metrics including:

· Bias

· Probability of Detection (POD)

· False Alarm Ratio (FAR)

· Critical Success Index (CSI)
	Phase 1

	2.1.58
	NEVS shall provide capabilities for generation of traditional and new verification metrics such as:

· Lead Time of Detection (LTD)

· Lead Time to Event Onset (LTEO)

· Lead Time to Event Cessation (LTEC)

· Timing Error

· Location Error

· Percent Correct

· Correlation Coefficients

· Mean Error (ME)

· Mean Absolute Error (MAE) 

· Root Mean Square Error (RMSE)

· Reliability Diagrams

· Correspondence Ratio

· Ranked Probability Score (RPS)
	Phase 2

	2.1.59
	NEVS shall provide verification results as statistics at points.
	Phase 2

	2.1.60
	NEVS shall provide verification results as statistics over sectors.
	Phase 2

	2.1.61
	NEVS shall provide verification results as statistics over pre-defined Aviation-specific geographic regions.
	Phase 1

	2.1.62
	NEVS shall provide verification results using non-meteorological data such as air traffic data.
	Phase 2

	2.1.63
	NEVS shall made verification results available in graphical displays of statistical measures.
	Phase 1

	2.1.64
	NEVS shall maintain a historical verification performance record for any new data and products used in the verification processing in NEVS. 
	Phase 1

	2.1.65
	NEVS shall use data from a table of the Very High Frequency (VHF) Omni-directional Radio Range Stations (VOR) aviation data that shall be periodically updated as new versions of the file become available. 
	Phase 1

	2.1.66
	NEVS shall use elevation data for the VOR stations that shall be periodically updated as new versions of the file become available.
	Phase 1

	2.1.67
	NEVS shall use a METAR station list for the site identifiers, latitude, longitude and altitude that shall be periodically updated as new versions of the file become available. 
	Phase 1

	2.1.68
	NEVS shall use a static file for geographic display of the boundaries of the AWC polygons for the East, Central and West areas that shall be periodically updated as new versions of the file become available.
	Phase 1

	2.1.69
	NEVS shall use a file of vertices of polygons for aviation sectors for all altitude levels: low, intermediate, high and ultra-high that shall be periodically updated as new versions of the file become available.
	Phase 2

	2.1.70
	NEVS shall use a static file for depiction of the Aviation Jetways that shall be periodically updated as new versions of the file become available. 
	Phase 2

	2.1.71
	NEVS shall ingest and use an Aircraft Situation Display to Industry (ASDI) file that shall be updated in near-real time.
	Phase 2

	2.1.72
	NEVS shall ingest the operational Weather Impacted Traffic Index (WITI) product in near-real time.
	Phase 2

	2.1.73
	NEVS shall ingest Traffic Flow Management data in near-real time to obtain data on the capacity, demand and delays in the NAS such as the ATM Advisories.
	Phase 2

	2.1.74
	NEVS shall ingest Air Traffic Control System Command Center Advisories in near-real time to obtain the data for: Airspace Flow Program, Ground Stops, Ground Delay Programs, Route and other advisories.
	Phase 2

	2.1.75
	NEVS shall provide verification results as graphical depictions of forecast data compared to the corresponding observational data. 
	Phase 1

	2.1.76
	NEVS shall ingest and process the gridded Next Generation Weather Radar (NEXRAD) for verification of convection and warning Aviation products.
	Phase 2

	2.1.77
	NEVS shall ingest and process the observations available from Remote Automated Weather Stations (RAWS) for verification of routine and warning Aviation products. 
	Phase 2

	2.1.78
	NEVS shall ingest and process lightning observations for verification of warning Aviation products.
	Phase 2

	2.1.79
	NEVS shall ingest and process Turbulence, icing, temperature, wind and moisture observations obtained from the Airborne Meteorological Data Reporting (AMDAR) for verification of routine and warning Aviation products.
	Phase 2

	2.1.80
	NEVS shall ingest and process the gridded analyses from the Real-Time Mesoscale Analysis (RTMA) for verification of routine and warning Aviation products.
	Phase 2

	2.1.81
	NEVS shall ingest and process observational data from Radiosondes for verification of routine and warning Aviation products.
	Phase 2

	2.1.82
	NEVS shall ingest and process mesonet observations from the Meteorological Assimilation Data Ingest System (MADIS) for verification of routine and warning Aviation products.
	Phase 2

	2.1.83
	NEVS shall ingest and process one minute observations (OMO) available from the Automated Surface Observing System (ASOS) for verification of routine and warning Aviation products.
	Phase 2

	2.1.84
	NEVS shall verify all Aviation Services products issued for the CONUS:

· AIRMET

· SIGMET

· C-SIGMET

· Radiologic SIGMET

· Volcanic Ash SIGMET

· TAF Lead Time

· CCFP

· G-AIRMET

· Significant Weather High Level (Sig Wx High)

· Significant Weather Medium Level (Sig Wx Med)

· Significant Weather Low (Sig Wx Low)

· Airport Weather Warning (AWW)

· Meteorological Impact Statement (MIS)

· Area Forecast (FA), specifically the FAUS, FACA and FAGX
	Phase 2

	2.1.85
	NEVS shall ingest and process the Center Weather Advisory (CWA) product for verification of:

· Aviation Hazards

· Aviation Warnings
	Phase 2

	2.1.86
	NEVS shall ingest and process the World Area Forecast System (WAFS) gridded numerical forecast guidance for verification of:

· Upper level winds

· Upper level air temperature 

· Flight level and temperature of tropopause

· Direction speed and flight level of maximum wind

· Humidity at flight levels

· Geopotential altitude data for flight levels

· Icing  algorithm 

· Turbulence algorithm

· Convection
	Phase 2

	2.1.87
	NEVS shall verify all  Aviation Services products issued for the OCONUS:

· SIGMET

· AIRMET

· C-SIGMET

· Tropical Cyclone SIGMET

· Volcanic Ash Advisories (VAA), specifically the VAAS and VAS

· Tropical Cyclone Advisory (TCA)

· Radiologic SIGMETS

· FAs:  FACA, FAGX, FAHW, FAAK

· International Aviation Route Forecasts (ROFOR) (OAK-HI)

· Parameters forecast on Global Significant Weather Charts from AWC such as jet speed and location
	Phase 2

	2.1.88
	NEVS shall verify all official NWS Aviation Services products.
	Phase 3

	2.1.89
	NEVS shall verify numerical and statistical guidance and automated products used in the NWS forecast process for Aviation Services products:

· FIP

· CIP

· GTG

· CoSPA

· LAMP

· GMOS

· SREF

· Satellite derived forecast imagery

· Geostationary Operational Environmental Satellite (GOES) R Icing product

· Very Short Range Ensemble Forecast (VSREF)

· WRFRR

· Global Forecast System (GFS)

· Icing Algorithm (NCAR developed)

· WAFC International products including:

· Gridded global icing

· Gridded turbulence

· Gridded global convection
	Phase 3

	2.1.90
	NEVS shall verify all NWS official products required to support QMS requirements as listed in Appendix A.
	Phase 3

	2.1.91
	NEVS shall provide capabilities to address all RTVS deficiencies as documented in the NEVS OSIP ConOPS.
	Phase 2

	2.1.92
	NEVS shall verify all new Aviation Services products after a decision is made to operationally implement the experimental product.
	Phase 3

	2.1.93
	NEVS shall compute verification for Aviation Services products using persistence in addition to the most recent forecast. 
	Phase 3

	2.1.94
	NEVS shall compute the verification for Aviation Services products and display results compared to available climate normals for:

· Surface Wind Speed

· Upper Level Wind Speed

· Surface Visibility

· Convection

· Ceiling Heights

· Turbulence

· Icing

· Temperature

· Moisture (specific humidity)
	Phase 3

	2.1.95
	NEVS shall provide verification results that depict the spatial and temporal errors in the gridded forecasts.
	Phase 3

	2.1.96
	NEVS shall provide capabilities for computation of the degree of correlation between verification skill and mean climate patterns. 
	Phase 3

	2.1.97
	NEVS shall ingest and process observations from the unmanned aerial vehicles (UAVs) for use in product verification.
	Phase 3

	2.1.98
	NEVS shall ingest and process observations obtained from dropsondes for use in product verification.
	Phase 3

	
	NEVS shall provide verification of the following weather parameters:

· Turbulence severity (Phase 1)

· Icing severity (Phase 1)

· Ceiling Height (Phase 1)

· Convection (Phase 1)

· Visibility (Phase 1)

· Wind at surface (Phase 2)

· Wind vertical profile and shear (Phase 2)

· Height of reflectivity echo tops (Phase 2)

· Volcanic ash (Phase 2)

· Mountain obscuration (Phase 2)

· Freezing level height (Phase 2)

· Radiation release (Phase 3)

· Height of cloud tops (Phase 3)

· Tropopause height (Phase 3)


	Phases 1 - 3


 2.2   System Functional Requirements

NEVS shall be implemented as an automated system ingesting and processing data continuously.  NEVS shall be available for use during planned maintenance periods and fully functional except during exceptional equipment or software failures.  NEVS shall recover from any unexpected software or system failure encountered.  The system shall provide results to users continuously as requested and for scheduled automated reporting.  NEVS shall comply with all Cube data standards and formats.
	Id.
Number
	NEVS System Functional Requirements
	NEVS Phase


	
	Business Process
	

	2.2.1
	NEVS shall be a component of the NextGen systems of systems for the Cube. 
	Phase 1

	2.2.2
	NEVS shall provide verification services to the NWS and the FAA. 
	Phase 1

	2.2.3
	NEVS shall provide capabilities for all the RTVS weather forecast verification functionality. 
	Phase 1

	2.2.4
	NEVS shall provide data to the Cube using web services.
	Phase 2

	
	System Interfaces
	

	2.2.5
	NEVS shall have an interface to the Cube systems. 
	Phase 1

	2.2.6
	NEVS shall interface to other NWS verification systems.
	Phase 2

	
	System Modes and States
	

	2.2.7
	NEVS shall run in operational and backup mode
	Phase 1

	2.2.8
	NEVS data ingest and processing on the operational system shall be mirrored on the backup system.
	Phase 1

	2.2.9
	NEVS data storage shall be mirrored on the backup system.
	Phase 1

	2.2.10
	NEVS data dissemination shall be mirrored on the backup system.
	Phase 2

	2.2.11
	NEVS shall have a system maintenance mode that allows continuous data ingest and processing to proceed on the primary and backup systems without interruption.
	Phase 1

	2.2.12
	NEVS system backup components shall be physically located with those of the 4-D Weather Cube IT infrastructure.  
	Phase 1

	2.2.13
	NEVS shall have backup capabilities for data ingest which mirror the primary data ingest.
	Phase 1

	2.2.14
	NEVS shall have system backup hardware components for operational use during failover.
	Phase 2

	2.2.15
	NEVS primary system components shall be physically located with those of the 4-D Weather Cube IT infrastructure.
	Phase 1

	
	Major System Capabilities
	

	2.2.16
	NEVS shall ingest forecasts required for verification processes from the Cube using Cube services. 
	Phase 1

	2.2.17
	NEVS shall ingest observations and analyses required for verification processes from the Cube. 
	Phase 1

	2.2.18
	NEVS shall store verification information required to maintain a historical record of product quality. 
	Phase 1

	2.2.19
	NEVS shall provide a web user interface to visualize verification results.
	Phase 1

	2.2.20
	NEVS shall provide verification results to the Cube using web services. 
	Phase 2

	2.2.21
	NEVS shall ingest Aviation specific information required from the Cube.
	Phase 2

	
	Major System Conditions and Constraints
	

	2.2.22
	NEVS software shall be delivered in stages with Phase 1-3 using software releases.
	Phase 1

	2.2.23
	NEVS capabilities for verification shall be extended incrementally. 
	Phase 1

	2.2.24
	All forecast data required for verification processing in NEVS shall be provided by the Cube. 
	Phase 1

	2.2.25
	All observational data required for verification processing in NEVS shall be provided by the Cube. 
	Phase 1

	2.2.26
	All subscriptions for verification data from NEVS will be managed by the Cube.
	Phase 1

	2.2.27
	All subscription requests from the Cube for NEVS verification results shall be sent from the Cube to NEVS.
	Phase 1

	
	User Characteristics
	

	2.2.28
	NEVS shall provide verification results for a variety of authorized users. 
	Phase 1

	2.2.29
	NEVS shall provide access to verification users with a valid user login and access password. 
	Phase 1

	2.2.30
	NEVS shall provide remote access to verification results. 
	Phase 1

	2.2.31
	NEVS shall provide access to verification results for a minimum of 100 simultaneous users. 
	Phase 1

	2.2.32
	NEVS shall be able to distinguish user types.
	Phase 1

	2.2.33
	NEVS shall have configurable permission settings
	Phase 1

	
	Assumptions and Dependencies
	

	2.2.34
	NEVS shall provide weather forecast verification functionality when the Cube is available and providing access to data.
	Phase 1

	2.2.35
	NEVS shall provide verification data to AWIPS II.
	Phase 2

	2.2.36
	NEVS shall ingest, process and provide verification results using verification data from Stats on Demand.
	Phase 2

	2.2.37
	NEVS shall provide verification information to the Stats on Demand.
	Phase 2

	2.2.38
	NEVS shall ingest verification data from the National Digital Forecast Database (NDFD) verification system.
	Phase 2

	2.2.39
	NEVS shall provide verification reports as described in the FAA’s Quality Manual for the Quality Management System (QMS).
	Phase 1

	
	Operational Scenarios
	

	2.2.40
	NEVS shall provide capabilities for automated reporting of verification results for NWS Aviation Services Products in the Cube. 
	Phase 1

	2.2.41
	NEVS shall provide capabilities for automated reporting of verification results for selected data in the Cube.    
	Phase 1

	2.2.42
	NEVS shall provide capabilities for interactive selection of verification results from a web based interface.
	Phase 1

	2.2.43
	NEVS shall provide verification reporting to support the manual determination of the SAS contents. 
	Phase 1

	2.2.44
	NEVS shall provide verification capabilities for a continuous historical record of product and data performance.
	Phase 1

	2.2.45
	NEVS shall provide verification capabilities to support establishment of a performance baseline for new and existing products.
	Phase 1

	2.2.46
	NEVS shall provide verification reporting to support performance management of NWS products.
	Phase 1

	2.2.47
	NEVS shall provide web services for system to system exchange of data with authorized systems.
	Phase 2

	2.2.48
	NEVS shall provide web services for delivery of verification results.
	Phase 2

	
	Construction
	

	2.2.49
	NEVS shall be installed in a facility that enables system hardware component maintenance on an as needed basis.
	Phase 1

	2.2.50
	NEVS shall be installed in a facility that provides backup power capabilities.
	Phase 1

	2.2.51
	NEVS shall be installed in a facility that is environmentally controlled.
	Phase 1

	2.2.52
	NEVS shall be installed in a facility that enables periodic archival of data and software.
	Phase 1

	2.2.53
	NEVS shall be installed in a facility that enables preventative maintenance.
	Phase 1

	2.2.54
	NEVS shall be installed in a physical location that provides environmental and physical controls.
	Phase 1

	
	Durability
	

	2.2.55
	The facility where NEVS hardware is located shall comply with all Occupational Safety and Health Administration (OSHA) standards for electronic equipment and systems.
	Phase 1

	2.2.56
	NEVS shall be designed so that it can remain fully operational for a minimum of a 15 year lifecycle.
	Phase 1

	2.2.57
	NEVS performance shall be monitored and performance exceptions shall be logged.
	Phase 1

	
	Adaptability
	

	2.2.58
	NEVS hardware shall be extendable to meet anticipated growth in NEVS software capabilities out until 2022.
	Phase 1

	2.2.59
	NEVS hardware shall be refreshed on a scheduled basis every three years:

· To maintain system operations.

· To improve the system performance.

· To enable the system functionality to be extended. 
· To enable the data processing for the system to be extended.

· To expand to interface with other verification systems.


	Phase 2

	2.2.60
	NEVS shall process additional datasets as each subsequent major software release is implemented.
	Phase 2

	2.2.61
	NEVS shall have connectivity to the communications systems for AWIPS II Data Delivery.
	Phase 2

	2.2.62
	NEVS shall be interfaced with external verification systems for data exchange.
	Phase 2

	2.2.63
	NEVS shall access aviation flight data from the FAA via the Cube in near real-time.
	Phase 2

	
	Environmental Conditions
	

	2.2.64
	NEVS hardware shall be maintained in a temperature controlled environment:
· Temperature range between 10 degrees Celsius (C) and 35 degrees C.
	Phase 1

	2.2.65
	NEVS hardware shall be maintained in a humidity controlled environment:
· Humidity range between 30-80%
	Phase 1

	2.2.66
	NEVS hardware shall be maintained in an environment with an elevation of up to 3000 meters above Mean Sea Level.
	Phase 1

	
	System Capabilities and Performance Characteristics
	

	2.2.67
	NEVS shall have system backup hardware components for operational use during failover.
	Phase 1

	2.2.68
	NEVS primary system components shall be physically located with the centralized hardware subsystems of the Cube infrastructure.
	Phase 1

	2.2.69
	NEVS system backup components shall be physically located with the centralized backup hardware subsystems of the Cube infrastructure.
	Phase 1

	2.2.70
	NEVS shall have backup capabilities for data ingest which mirror the primary data ingest.
	Phase 1

	
	Information Management
	

	2.2.71
	Subscriptions to NEVS verification data provided via web services shall be processed by the Cube. 
	Phase 2

	2.2.72
	NEVS shall process subscriber requests for verification results from the Cube.
	Phase 2

	2.2.73
	NEVS shall process Ad hoc requests for specified verification results from the Cube.
	Phase 2

	2.2.74
	NEVS metadata shall be discoverable in the Cube.
	Phase 2

	2.2.75
	NEVS metadata shall be provided for verification results.
	Phase 2

	2.2.76
	Requests to NEVS for verification data shall be logged. 
	Phase 2

	2.2.77
	NEVS shall provide a graphical user interface for management of QMS verification reporting.
	Phase 1

	2.2.78
	NEVS shall provide access control for the graphical user interface for QMS verification reporting.
	Phase 1

	2.2.79
	After satisfying original QMS query, subsequent resubmission of that query shall be satisfied within one minute for a minimum of 15 days.
	Phase 1

	2.2.80
	NEVS shall provide verification results using web services for AWIPS II.
	Phase 2

	2.2.81
	NEVS shall publish verification results using web services for the Cube.
	Phase 2

	2.2.82
	NEVS shall ingest verification data from the Stats on Demand verification system.
	Phase 2

	2.2.83
	NEVS shall provide verification data to the Stats on Demand verification system.
	Phase 2

	2.2.84
	NEVS shall ingest data from the National Digital Forecast Database verification system.
	Phase 2

	2.2.85
	NEVS shall provide a storage system for data management that is extensible.
	Phase 1

	2.2.86
	NEVS shall process data, forecasts, and observations in real-time. 
	Phase 1

	2.2.87
	NEVS verification results shall be made accessible within 15 minutes from the processing of the observational data required to verify the associated forecast.
	Phase 1

	2.2.88
	NEVS shall provide a help desk function with web-based tools for users to interactively report on software defects.
	Phase 1

	2.2.89
	NEVS shall provide a help desk function for users to interactively report on software enhancements and new functionality needed.
	Phase 1

	2.2.90
	NEVS shall conform to World Wide Web Consortium (W3C) standards for HyperText Markup Language (HTML), XML and HyperText Transfer Protocol (HTTP) and HyperText Transfer Protocol Secure (HTTPS).
	Phase 1

	
	System Human Factors
	

	2.2.91
	NEVS shall provide gross error checks and logging of erroneous data occurrences for:

· quality control of observational data processed for verification of forecasts

· quality control of forecasts processed for verification 
	Phase 1

	2.2.92
	NEVS shall provide continuous monitoring and error handling for notification of any interruption in observational and forecast data ingest and processing. 
	Phase 1

	2.2.93
	NEVS shall provide error handling for exceptions occurring from user interface menu option selection interactions. 
	Phase 1

	2.2.94
	NEVS shall provide error handling for exceptions occurring in verification processing. 
	Phase 1

	2.2.95
	NEVS shall provide a user interface with a consistent presentation display for the various verification options.  
	Phase 1

	2.2.96
	NEVS shall provide visual notifications to users to acknowledge execution of requests that are not provided immediately. 
	Phase 1

	2.2.97
	NEVS shall provide a user interface with color schemes designed to accommodate use by color blind individuals.
	Phase 1

	2.2.98
	NEVS shall provide capabilities for use by visually impaired individuals and meet NOAA standards for Section 508 compliance.
	Phase 1

	
	System Maintainability
	

	2.2.99
	NEVS system shall be maintained and monitored 24 hours a day and 7 days per week. 
	Phase 1

	2.2.100
	NEVS maximum downtime shall be 24 hours for each unplanned event. 
	Phase 1

	2.2.101
	NEVS mean time between software maintenance releases shall be 6 months. 
	Phase 1

	2.2.102
	NEVS shall have a mean time to repair of 8 hours for unplanned maintenance.
	Phase 1

	2.2.103
	NEVS system maintenance reaction time shall be less than 1 hour after a critical defect which compromises essential operational functionality is identified. 
	Phase 1

	2.2.104
	NEVS system preventive software maintenance shall be performed on average every 6 months.
	Phase 1

	2.2.105
	NEVS shall provide capabilities for system monitoring to report metrics on system performance and record the peak and average Central Processing Unit (CPU) utilization per 24 hour period.
	Phase 1

	2.2.106
	NEVS shall provide metrics and record the number of data and products processed for verification per 24 hour period.
	Phase 1

	
	System Reliability
	

	2.2.107
	NEVS shall provide a failure on demand rate for user requests for services of greater than 0.001 (1 in 1000 requests will fail). 
	Phase 1

	2.2.108
	NEVS shall provide a failure occurrence rate of unexplained behavior (e.g., hanging software) greater than 0.02. (This shall be less than 2 occurrences of unexplained behavior per 100 days).  
	Phase 1

	2.2.109
	NEVS shall provide a Mean time to Failure rate of less than 100 days. (1 failure or fewer each 100 days) 
	Phase 1

	2.2.110
	 NEVS shall provide availability greater than 0.99 for unplanned outages. (The system shall be available to users 99% of the time, or shall be in failure mode no more than 1% of the time)
	Phase 1

	2.2.111
	NEVS connectivity to the data provided by the Cube system shall have an availability greater than 0.999. (The Cube system shall be available to NEVS for access to the required data 99.9% of the time)
	Phase 1

	
	Policy and Regulation
	

	2.2.112
	NEVS shall comply with the federal government policy for IT systems, and conform to guidelines and policies enacted  at the federal, agency, and line office levels such as:

· Federal Information Security Management Act of 2002 (FISMA)

· FISMA 2010 requirements for continuous monitoring of security.

· Federal Information Processing Standard (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems.
	Phase 1

	2.2.113
	NEVS shall comply with NWS policy for Aviation Services products documented in NWS I 10-803, 10-811 and 10-813.
	Phase 1

	2.2.114
	NEVS shall comply with NWS Verification Policy documented in the NWS I 10-1601.
	Phase 1

	2.2.115
	NEVS shall comply with FAA QMS policy for verification reporting to meet ICAO requirements. 
	Phase 1

	2.2.116
	NEVS shall comply with NextGen standards for data exchange as a consumer and provider. 
	Phase 1

	2.2.117
	NEVS shall comply with NOAA guidance for Section 508 and be accessible to Federal employees with disabilities.
	Phase 1

	
	System Life Cycle Sustainment
	

	2.2.118
	NEVS shall log data processing  execution for critical functionality to support quality reporting:

· Data ingest of required observational data for verification.

· Data ingest of required forecast products for verification.

· High-level execution steps of verification processing.
	Phase 1

	2.2.119
	NEVS shall centrally manage auditing, and limit access to audit logs to authorized security personnel.
	Phase 1

	2.2.120
	 NEVS shall log verification reporting for QMS to support quality assurance. 
	Phase 1

	2.2.121
	NEVS shall log verification results subscriptions. 
	Phase 1

	2.2.122
	NEVS shall provide auditing of the following events on a daily basis:

· Account logon events

· Account management events

· Directory service access events

· Object access failures

· Policy change failures

· Privilege use failures

· System events
	Phase 1 

	2.2.123
	NEVS shall audit the following events:

· User events

· Successful and failed authentication attempts

· File access

· Account changes

· Security policy changes

· Use of system privileges

· Time and nature of the event

· User id associated with the event
	Phase 1

	2.2.124
	NEVS audit records shall provide:

· Type of event

· Date and time (expressed in Coordinated Universal Time) of event

· Location of event

· Source of event

· Outcome of event

· User associated with event

· Process associated with event

· Success or failure

· Filenames

· Event description

· Access control or flow control rules invoked
	Phase 1

	2.2.125
	NEVS auditing capability shall provide a real-time alert to system custodians in the event of audit processing failures due to:

· Software or hardware errors

· Failures in the audit capturing mechanisms

· Audit storage capacity being reached or exceeded.
	Phase 1

	2.2.126
	When required to maintain auditing data storage levels below 75% capacity, NEVS auditing capability shall take the following actions:

· Overwrite oldest audit records

· Stop generating audit records
	Phase 1

	2.2.127
	NEVS auditing capability must protect against and individual falsely denying having performed the following action:

· Creating information
	Phase 1

	
	User Documentation
	

	2.2.128
	Training for NEVS shall be provided on the NOAA Commerce Learning Center.
	Phase 1

	2.2.129
	System documentation for NEVS shall be provided to the Maintenance Organization.
	Phase 1

	2.2.130
	Software documentation for the NEVS shall be provided to the Maintenance Organization for each NEVS software release.
	Phase 1

	2.2.131
	NEVS shall provide web-based documentation via the help desk functionality for frequently asked questions.
	Phase 1

	
	Software Quality Attributes
	

	2.2.132
	NEVS developers shall test and document the software and system tests conducted throughout the project lifecycle for:

· Unit testing

· Integration testing

· System testing
	Phase 1

	2.2.133
	NEVS developers shall provide documentation to support the NEVS User Acceptance testing. 
	Phase 1

	2.2.134
	A change management process shall be established for NEVS requirement changes. 
	Phase 1

	2.2.135
	NEVS software shall be under configuration management throughout the development and testing phases.
	Phase 1

	2.2.136
	NEVS developers shall follow the following Institute of Electrical and Electronics Engineers (IEEE) standards for software development, configuration, quality management and testing:

· 1220 Application and Management of the Systems Engineering Process

· 12207 Systems and Software Engineering – Software Life Cycle Process 

· 828 Standard for Software Configuration Management Plans

· 730 Standard for Software Quality Assurance Plans


	Phase 1

	2.2.137
	NEVS shall perform quality control of all data processed for verification of Aviation Services Products and selected data in the Cube.
	Phase 1

	2.2.138
	Procedures for identification, evaluation, and reporting of erroneous data occurrences shall be implemented for data quality control in NEVS. 
	Phase 1

	2.2.139
	NEVS will provide logging of data processing to enable traceability of erroneous data. 
	Phase 1

	2.2.140
	Critical software defects identified during integration testing shall be resolved prior to the start of the NEVS Factory Acceptance Test. 
	Phase 1

	2.2.141
	NEVS shall maintain data integrity for the observations and forecast data processed.
	Phase 1

	2.2.142
	NEVS shall provide data integrity checks and flag data that are outside the range of expected values. 
	Phase 1

	2.2.143
	NEVS shall provide data format checks and flag data that are improperly formatted. 
	Phase 1

	2.2.144
	NEVS shall maintain a record of all flagged data, products and observations.
	Phase 1

	2.2.145
	NEVS shall not use observations, data or forecasts that have been flagged as suspect in the automated verification process. 
	Phase 1

	2.2.146
	NEVS shall maintain a list of known suspect data sources for which the observational data should not be used in the verification process.
	Phase 1

	2.2.147
	NEVS shall provide an interactive graphical user interface option for user selection for either the inclusion or the exclusion of flagged observations, products and data to be used in the computation of the verification results.
	Phase 2

	
	Data Storage
	

	2.2.148
	NEVS shall provide a historical archive of verification results.
	Phase 1

	2.2.149
	NEVS shall store results from QMS verification queries. 
	Phase 1

	2.2.150
	NEVS shall maintain a permanent record of all flagged observations, products and data. 
	Phase 1

	2.2.151
	NEVS shall store security audit records for a minimum of 90 days. 
	Phase 1

	2.2.152
	NEVS audit record storage shall be configured to minimize the likelihood of storage capacity being exceeded.
	Phase 1

	2.2.153
	NEVS auditing capability must provide a warning when the allocated audit record storage volume reaches 75% of maximum audit record storage capacity.
	Phase 1

	
	Data Distribution
	

	2.2.154
	NEVS shall provide verification results to the Cube using web services. 
	Phase 2

	2.2.155
	NEVS shall provide verification results to AWIPS II via Data Delivery using web services. 
	Phase 2

	2.2.156
	NEVS shall provide selected verification data to the SOD verification system. 
	Phase 2

	2.2.157
	NEVS shall provide audit records on hardware-enforced, write once media. 
	Phase 1

	2.2.158
	NEVS shall generate audit records for retention of perimeter device electronic files for up to one year.
	Phase 1

	
	System Interfaces
	

	2.2.159
	 NEVS shall interface to the Stats on Demand verification to provide selected verification data.
	Phase 2

	2.2.160
	NEVS shall interface to the Stats on Demand verification system to access performance statistics for the Terminal Aerodrome Forecast (TAF) product. 
	Phase 2

	2.2.161
	NEVS shall interface to the National Digital Forecast Database (NDFD) to access performance statistics of gridded NDFD forecast data. 
	Phase 1

	2.2.162
	NEVS shall interface to the NextGen Cube systems. 
	Phase 1

	2.2.163
	NEVS shall consume data and products from the Cube.
	Phase 1

	2.2.164
	NEVS shall publish verification results via web services:

1. Web mapping

2. Web coverage

3. Web feature 

using extensions of Open Geospatial Consortium (OGC) standards.
	Phase 2

	2.2.165
	NEVS shall provide verification data to AWIPS II sites via Data Delivery capabilities.
	Phase 2

	2.2.166
	NEVS verification results shall be provided to AWIPS II via a non-SBN data ingest through the AWIPS WAN. 
	Phase 2

	2.2.167
	NEVS verification results shall be pulled to AWIPS II via the 4-D Weather Data Cube web services: 

1. Web mapping

2. Web coverage

3. Web feature 

using extensions of Open Geospatial Consortium (OGC) standards.


	Phase 2

	2.2.168
	NEVS verification results shall be displayable in the AWIPS II Common AWIPS Visualization Environment (CAVE). 
	Phase 2

	2.2.169
	NEVS verification results shall be delivered to AWIPS II using the following delivery paradigms:

1. Subscription delivery

2. Ad-Hoc

3. Occasional
	Phase 2

	
	User Interfaces
	

	2.2.170
	NEVS shall provide a graphical user interface for user log in.
	Phase 1

	2.2.171
	NEVS shall use the NOAA directory services and Lightweight Directory Access Protocol (LDAP) directory for account names and passwords for NOAA user access.
	Phase 1

	2.2.172
	NEVS shall provide single sign on capabilities for NOAA users.
	Phase 1

	2.2.173
	NEVS shall provide a graphical user interface for display of verification results.
	Phase 1

	2.2.174
	NEVS shall provide graphical user interfaces for user selection of desired product verification.
	Phase 1

	2.2.175
	NEVS shall provide graphical user interfaces for help desk functions.
	Phase 1

	2.2.176
	NEVS shall provide a central main page with access to:

· Users Manual

· FAQ for NEVS

· Glossary for definition of verification terms

· NEVS Help Desk

· Software Defect Reporting

· NEVS Software Change Tracking

· NEVS Verification Applications

· Verification period of record available for each product verified by NEVS

· Flagged Data and Observations

· QMS Menu 
	Phase 1

	2.2.177
	NEVS shall provide user configurable verification queries which are saved and can be modified for:

· User selectable periods including monthly, seasonal, quarterly, and annual periods.

· User selectable parameters.

· Sharing queries with other users. 

· Saving queries under a specific user identifier.
	Phase 1

	2.2.178
	NEVS user interface shall be flexible and extensible.
	Phase 1

	2.2.179
	The NEVS user interface shall provide a separate menu for QMS verification result report generation. 
	Phase 1

	2.2.180
	The NEVS user interface shall provide user access to view the quality controlled flagged products, observations and data. 
	Phase 1

	2.2.181
	NEVS shall provide capabilities for generation of user selectable automated reports as:

· Comma Separated Values (CSV)

· Graphical images as files in Portable Network Graphics (PNG) format
	Phase 1

	2.2.182
	NEVS shall provide capabilities for generation of user selectable verification reports as:

· CSV

· PNG format
	Phase 1

	2.2.183
	NEVS shall provide capabilities for generation of reports of flagged verification data, products and observations for user selectable periods of time.
	Phase 2

	
	Software Interfaces
	

	2.2.184
	NEVS verification results for the NWS Aviation Services Products shall be made available for display in the AWIPS II Common AWIPS Visualization Environment (CAVE). 
	Phase 2

	2.2.185
	NEVS verification results shall be delivered to AWIPS II using the following delivery paradigms:

1. Subscription delivery

2. Ad-Hoc

3. Occasional
	Phase 2

	2.2.186
	NEVS shall interface to a NEVS Service Adaptor for access to all required decoded data from the Cube.
	Phase 1

	
	Communications Interfaces
	

	2.2.187
	NEVS shall interface to the 4-Dimensional Weather Data Cube.
	Phase 1

	2.2.188
	NEVS shall interface to NOAA users via the private Internet, with no public access
	Phase 1

	2.2.189
	NEVS communication interface to other verification systems shall be via OPSNet. 
	Phase 1


 2.3  Decoder Requirements

These NEVS decoding requirements pertain to the feature-based observational data provided in Pilot Reports (PIREPs), and two AWC issued products: the Airmen’s Meteorological Information (AIRMET), and the Significant Meteorological Information (SIGMET). 

Aircraft Reports (PIREPs)
Aircraft reports, specifically PIREPS and AIREPS, are reports of actual weather conditions encountered by aircraft while in flight. The information is typically transmitted by radio to a ground station. 

The geospatial information in an aircraft report represents the phenomenon at a specific latitude and longitude; however the report may have vertical depth (occurrence over a range of flight levels).

A raw PIREP is transmitted in a prescribed format. Required elements for all PIREPs are: message type, location, time, altitude/flight level, type of aircraft, and at least one other element to describe the reported phenomena. The other elements will be omitted when no data is reported with them.

More detailed descriptions of the elements of the raw report can be found in Advisory Circular, AC 00-45G, Change 1 (the most recent version as of the creation of this document), found at the FAA Advisory Circular searchable repository. Section 3.2 provides information on the raw PIREP attributes.

Examples of Raw Text PIREP

BKF UA /OV DEN180010 /TM 1330 /FL155 /TP A306 /SK OVC-TOP085/OVC155

BJC UA /OV DEN270010 /TM 1513 /FL105 /TP C750 /SK OVC065-TOPUNKN /TA M05 /IC LGT RIME 075-105

E190 IND UA /OV VHP180010/TM 1250/FL300/TP E190/TB LGT-MOD

Decoded Fields

The fields required by NEVS to be extracted in the decoding process, should they be available in the raw report, are described below. 
PIREPs

	Field (Cardinality in [], if not 1)
	Description
	Field Type
	Units

	Message Type
	Urgent (UUA) or Routine (UA)
	string
	

	Report Type
	PIREP or AIREP
	string
	

	Receipt Time
	Time when the report was received
	string
	ISO8601 date/time

	Observation Time
	Time when the weather/condition was experienced 
	string
	ISO8601 date/time

	Aircraft Type
	Type of aircraft
	string
	

	Latitude
	Latitude of PIREP location
	float
	decimal degrees

	Longitude
	Longitude of PIREP location
	float
	decimal degrees

	Altitude/Flight Level
	Altitude of aircraft in ft MSL (mean sea-level) 
	integer
	ft above MSL (mean sea-level)

	Sky Condition [2]
	Cloud cover. Up to two levels of cloud types can be reported. Clear | Thin Scattered |Scattered | Scattered to Broken |Thin Broken | Broken | Broken to Overcast | Thin Overcast | Overcast | Obscured | Clear above | Not Reported


	string
	

	Cloud Base [2]
	Height of cloud base. Up to two levels can be reported
	integer
	ft MSL (mean sea-level)

	Cloud Top [2]
	Height of cloud top. Up to two levels can be reported
	integer
	ft MSL (mean sea-level)

	Turbulence Type [2]
	Turbulence type. Up to two levels of turbulence data can be reported. Possible values are CAT | CHOP | LLWS (low-level wind shear) | MTN WAVE
	string
	

	Turbulence Intensity [2]
	Turbulence intensity. Up to two levels of turbulence data can be reported. The allowed values are: Neg | Smooth-Light | Light | Light-Moderate | Moderate | Moderate-Severe | Severe | Severe-Extreme | Extreme
	string
	

	Turbulence Base Flight Level  [2]
	Base flight level of Turbulence report. Up to two levels of turbulence data can be reported.
	integer
	ft MSL (mean sea-level)

	Turbulence Top Flight Level  [2]
	Top flight level of Turbulence report. Up to two levels of turbulence data can be reported.
	integer
	ft MSL (mean sea-level)

	Turbulence Duration [2]
	Turbulence duration. Up to two levels of turbulence data can be reported. None | Occasional | Intermittent | Continuous
	string
	

	Icing Type [2]
	Icing type. Up to two levels of icing data can be reported. None | Rime | Clear | Mixed
	string
	

	Icing Intensity [2]
	Icing intensity. Up to two levels of icing data can be reported.  Possible values are None | Trace | Trace-Light, Light, Light-Moderate, Moderate, Moderate-Severe, Severe
	string
	

	Icing Base Flight Level [2]
	Base flight level for icing report. Up to two levels of icing data can be reported.
	integer
	ft MSL (mean sea-level)

	Icing Top Flight Level [2]
	Top flight level for icing report. Up to two levels of icing data can be reported.
	integer
	ft MSL (mean sea-level)

	Flight Visibility
	Visibility
	integer
	statute mi

	Flight Weather Type
	NOT REPORTED | VFR/GOOD/UNLIMITED |CLEAR/CLEAR ABOVE  |SMOKE |HAZE |DUST/ASH |TORNADO |SAND |VIRGA |LIGHTNING/THUNDERSTORM |FUNNEL |IFR/OBSCURED |FOG/GROUND FOG |FREEZING FOG |DRIZZLE |FREEZING DRIZZLE |RAIN |FREEZING RAIN |SNOW |GRAUPEL |RAIN SHOWER |SNOW SHOWER |HAIL
	string
	

	Air Temperature
	Air Temperature
	float
	Degrees Celsius

	Wind Direction
	Wind direction. The direction from where the wind is blowing.
	integer
	degrees

	Wind speed
	Wind speed
	integer
	kts

	QC Flags
	Any QC flags specific to the decoder, reflecting assumptions made on the data
	string
	

	Raw Report Text
	Raw Aircraft Report in text
	string
	


AIRMETs and SIGMETs

AIRMETs and SIGMETs are forecast products containing a concise description of the occurrence or expected occurrence of specified en route weather phenomena which may affect the safety of aircraft operations. AIRMETs represent phenomena that are expected to occur at intensities lower than those that require the issuance of a SIGMET.

The geospatial information of AIRMETs and SIGMETs is in the form of a set of polygons representing the geographic regions over which phenomena are expected to occur. The coordinates of the polygons are specified in terms of VOR station identifiers.

An AIRMET may be issued when a particular weather phenomenon is occurring or is expected to occur, over an area of at least 3000 miles. There are three types of AIRMETS: 

· Turbulence ("TANGO"), which describes moderate turbulence, sustained surface winds of 30 knots or greater and non-convective low-level wind shear 

· Icing ("ZULU"), which describes moderate icing and provides freezing level heights 

· Ceiling and Visibility ("SIERRA"), which describes IFR conditions and/or extensive mountain obscurations. 

Criteria contributing to the issuance of an AIRMET are 

· Ceiling less than 1,000 feet and/or visibility less than 3 statute miles (IFR) 

· Widespread mountain obscuration (MTN OBSCN) 

· Moderate turbulence (MOD TURB) 

· Moderate icing (MOD ICE) 

· Non-convective low-level wind shear potential below 2,000 feet AGL (LLWS POTENTIAL). 

AIRMETS are issued on a scheduled basis, with Corrections and Amendments issued on an unscheduled basis as needed.

The original (raw) AIRMET message includes the following information as appropriate: 

· Reference to appropriate active SIGMETs affecting the area at the time of AIRMET issuance (e.g., SEE SIGMET BRAVO SERIES). 

· Beginning time of the AIRMET phenomenon if different from the AIRMET beginning valid time. 

· AIRMET name (SIERRA, TANGO or ZULU), update number, weather phenomenon, and ending valid time (Note: the AIRMET number is reset to one (1) after 0000 UTC each day). 

· Location of phenomenon using VORs 

· Description of phenomenon for the AIRMET issuance. 

· Vertical extent (bases and tops), as appropriate. 

· Ending time of phenomenon if different from the AIRMET ending time. 

· Remarks concerning the continuance of the phenomenon during the six (6) hours following the AIRMET ending time. 

More detailed information about the attributes and properties of AIRMETs can be found in Advisory Circular, AC 00-45G, Change 1, found at the FAA Advisory Circular searchable repository. AIRMETs information can be found in section 6.2.

Example of Raw Text AIRMET

WAUS41 KKCI 081445 

BOSZ WA 081445 

AIRMET ZULU UPDT 2 FOR ICE AND FRZLVL VALID UNTIL 082100 

AIRMET ICE...OH 

FROM FWA TO HNN TO CVG TO FWA 

MOD ICE BTN 120 AND FL190. CONDS DVLPG 18-21Z. CONDS CONTG BYD 

21Z THRU 03Z. 

OTLK VALID 2100-0300Z...ICE PA OH LE WV VA 

BOUNDED BY 70WSW YYZ-30SE ERI-30NNE EKN-20E 

PSK-HMV-HNN-CVG-FWA-DXO-70WSW YYZ 

MOD ICE BTN 120 AND FL190. CONDS CONTG THRU 03Z. 

FRZLVL...RANGING FROM SFC-070 ACRS AREA 

 MULT FRZLVL 020-070 BOUNDED BY 150ENE ACK-200SE ACK-160SE SIE- 

 20N CYN-40SE HTO-150ENE ACK 

 SFC ALG 20SW DXO-30SSE HNK-90NE ACK-150ENE ACK 

 040 ALG 20S FWA-20NNW APE-20W AIR-40SE EKN-30W SBY-130SE SIE- 

 200SE ACK

Decoded Fields

Following are the fields required by NEVS to be decoded from the raw forecast. Note however, not all fields will always be reported. 

AIRMETs

	Field Name
	Description
	Field Type
	Units

	Report Type
	Update, Correction, Amendment
	String
	

	Originating Center
	The three-letter originating code
	String
	

	AIRMET name
	Sierra (IFR), Tango (Turbulence), Zulu (Icing)
	String
	

	Update number
	Update Number
	Integer
	

	Valid Period Start
	The start time of when the report is valid
	string
	ISO8601 date/time

	Valid Period End
	The end time of when the report is valid
	string
	ISO8601 date/time

	Time Received
	Time the report was received
	String 
	ISO8601 date/time

	Minimum Base Altitude
	Minimum base altitude provided
	integer
	ft MSL (mean sea-level)

	Maximum Base Altitude
	Maximum base altitude provided
	integer
	ft MSL (mean sea-level)

	Minimum Top Altitude
	Minimum top altitude provided
	integer
	ft MSL (mean sea-level)

	Maximum Top Altitude
	Maximum top altitude provided
	integer
	ft MSL (mean sea-level)

	Number of vertices
	Number of vertices for AIRMET polygon
	Integer 
	

	Latitude [n]
	Latitude of each vertex of AIRMET polygon
	float
	(decimal) degrees

	Longitude [n]
	Longitude of each vertex of AIRMET polygon
	float
	(decimal) degrees

	Weather intensity
	None |Trace or Light |Light to Moderate |Moderate 
	String
	

	Weather Type
	Rime | Rime/Mixed |Mixed |Clear |Clear Air Turbulence |Turbulence | Low Level Wind Shear
	String
	

	Weather Frequency
	Occasional | Isolated | Intermittent |Continuous |Localized |Missing | Unknown
	String
	

	QC Flags
	Any QC flags specific to the decoder, reflecting assumptions made on the data
	string
	

	Raw Report Text
	Raw AIRMET text
	String
	


SIGMETs

There are two types of SIGMETs: Convective and Non-convective.  

A Non-convective SIGMET may be issued in the Contiguous U.S. when any of the following conditions are affecting or, in the judgment of the forecaster, are expected to affect an area of at least 3,000 square miles or an area judged to have a significant impact on the safety of aircraft operations. 

· Severe or greater Turbulence (SEV TURB) 

· Severe Icing (SEV ICE) 

· Widespread Dust storm (WDSPR DS) 

· Widespread Sandstorm (WDSPR SS) 

· Volcanic Ash (VA) 

NEVS will require fields pertaining to Icing and Turbulence phenomena.

A Non-convective SIGMET is an unscheduled product issued any time conditions reaching SIGMET criteria are occurring or expected to occur within a 4-hour period. A SIGMET can have a valid period up to, but not exceeding, four (4) hours. SIGMETs for continuing phenomena will be reissued at least every 4 hours as long as SIGMET conditions continue to occur in the area for responsibility.

A routine Convective SIGMET will be issued based upon criteria pertaining to the occurrence of thunderstorms.  

A special Convective SIGMET may be issued based upon criteria pertaining to the occurrence of more severe convective weather such as tornadoes, hail, and low-level wind shear, or rapidly changing conditions.
Convective SIGMETs are issued on a regular basis, hourly at 55 minutes past the hour, and are valid for 2 hours or until superseded by the next issuance.

Attributes of raw SIGMETs include:

· series name and number 

· valid beginning and ending time (UTC) 

· list of states affected by the phenomena 

· location of phenomena delineated by high-altitude VOR coordinates covering the affected area during the SIGMET valid time 

· phenomena description 

· vertical extent (base and top), if appropriate 

· movement, if appropriate 

· intensity change 

· Indication of potential changes of conditions 

· Remarks

Each Convective SIGMET also includes a 2- to 6-hour outlook at the end of the bulletin. The content and order of each bulletin is as follows:

· Beginning and ending valid times

· Location of expected Convective SIGMET Outlook issuances delineated by high-altitude VOR coordinates for the outlook valid time.

· Discussion of forecast 

More detailed information about the attributes and properties of SIGMETs can be found in Advisory Circular, AC 00-45G, Change 1, found at the FAA Advisory Circular searchable repository. SIGMETs information can be found in section 6.1.

Example of Raw Text SIGMET

Non-Convective

BOSO WS 150156

SIGMET OSCAR 2 VALID UNTIL 150556

NY PA OH LE WV MI

FROM 30NE BUF TO 20NNE EMI TO 40ENE ROD TO 30NE DXO TO 30NE BUF

OCNL SEV TURB BTN FL290 AND FL400. RPTD BY ACFT. CONDS CONTG BYD 0556Z.

Convective

WSUS32 KKCI 081755 

SIGC  

CONVECTIVE SIGMET 22C 

VALID UNTIL 1955Z 

AR 

FROM 30SSW ARG-20N LIT 

LINE EMBD TS 20 NM WIDE MOV FROM 22040KT. TOPS TO FL390. 

OUTLOOK VALID 081955-082355 

FROM 30N STL-30WSW BWG-30S VUZ-70SE LEV-110S LCH-50ESE ACT-50SE 

ICT-30N STL 

WST ISSUANCES EXPD. REFER TO MOST RECENT ACUS01 KWNS FROM THE 

STORM PREDICTION CENTER FOR SYNOPSIS AND METEOROLOGICAL DETAILS.

Decoded Fields

Following are the decoded fields required by NEVS. Not all fields will always be reported.

Non-Convective SIGMETs

	Field Name
	Description
	Field Type
	Units

	Report Type
	Original, Correction, Cancel
	String
	

	Originating Center
	The three-letter originating code
	String
	

	Series Designator
	Unique series identifier. NOVEMBER, OSCAR, PAPA, QUEBEC, ROMEO, UNIFORM, VICTOR, WHISKEY, XRAY, and YANKEE
	String
	

	Issuance number
	Issuance Number
	Integer
	

	Valid Period Start
	The start time of when the report is valid
	string
	ISO8601 date/time

	Valid Period End
	The end time of when the report is valid
	string
	ISO8601 date/time

	Time Received
	Time the report was received
	String 
	ISO8601 date/time

	SIGMET Movement
	Movement direction of the SIGMET phenomenon
	integer
	degrees

	SIGMET speed
	Movement speed of the SIGMET phenomenon
	integer
	kt

	Number of vertices
	Number of vertices for SIGMET polygon
	Integer 
	

	Latitude [n]
	Latitude of each vertex of SIGMET polygon
	float
	(decimal) degrees

	Longitude [n]
	Longitude of each vertex of SIGMET polygon
	float
	(decimal) degrees

	Weather intensity
	None Reported | Moderate-Severe| Severe| Severe to Extreme | Extreme
	String
	

	Weather Type
	Rime | Rime/Mixed |Mixed |Clear |Clear Air Turbulence |Turbulence | Low Level Wind Shear
	String
	

	Weather Frequency
	Occasional | Isolated | Intermittent |Continuous |Localized |Missing | Unknown
	String
	

	Minimum Base Altitude
	Minimum base altitude provided
	integer
	ft MSL (mean sea-level)

	Maximum Base Altitude
	Maximum base altitude provided
	integer
	ft MSL (mean sea-level)

	Minimum Top Altitude
	Minimum top altitude provided
	integer
	ft MSL (mean sea-level)

	Maximum Top Altitude
	Maximum top altitude provided
	integer
	ft MSL (mean sea-level)

	QC Flags
	Any QC flags specific to the decoder, reflecting assumptions made on the data
	string
	

	Raw Report Text
	Raw SIGMET text
	String
	


Convective SIGMETs

	Field Name
	Description
	Field Type
	Units

	Report Type
	Original, Special, Correction
	String
	

	Originating Center
	Region issuing Convective SIGMET. East, West, Central.
	String
	

	Issuance Number
	Issuance Number
	Integer
	

	Valid Period Start
	The start time of when the report is valid
	string
	ISO8601 date/time

	Valid Period End
	The end time for when the report is valid
	string
	ISO8601 date/time

	Time Received
	Time report was received
	String 
	ISO8601 date/time

	Number of vertices
	Number of vertices for C-SIGMET polygon
	Integer 
	

	Latitude [n]
	Latitude of each vertex of C-SIGMET polygon
	float
	(decimal) degrees

	Longitude [n]
	Longitude of each vertex of C-SIGMET polygon
	float
	(decimal) degrees

	Severe Thunderstorm
	Severe Thunderstorms? TRUE or FALSE
	Boolean
	

	Embedded Thunderstorm
	Embedded Thunderstorms? TRUE or FALSE
	Boolean
	

	Shape
	Shape of affected region. None | Isolated |Line |Area
	String
	

	Intensity Trend
	Intensity trend of Thunderstorms. Diminishing |Ending |Intensifying |Developing | No or little change
	String
	

	Storm Height
	Storm Height
	Float
	Meters

	Thunderstorm Height indicator
	Thunderstorm Height Indicator. Tops to | Tops Above | Missing
	String
	

	C-SIGMET Movement
	Movement direction of the C-SIGMET phenomenon
	integer
	degrees

	C-SIGMET speed
	Movement speed of the C-SIGMET phenomenon
	integer
	kt

	Thunderstorm Line Width
	Line Width of Thunderstorms
	Float
	km

	Cell Diameter
	Cell Diameter of Isolated Thunderstorm
	Float
	km

	Hail Size
	Size of Hail
	Float
	mm

	Wind Gust
	Wind gusting to
	Float 
	Meter/second

	Tornado
	Tornadoes forecast? TRUE | FALSE
	Boolean
	

	Outlook Valid Period Start
	Start time of outlook valid period
	String
	ISO8601 date/time

	Outlook Valid Period End
	End time of outlook valid period
	String
	ISO8601 date/time

	Number of outlook areas
	Number of areas for the outlook
	Integer
	

	Number of Outlook Vertices
	Number of vertices for each outlook area
	Integer
	

	Outlook area Latitude [m]
	Latitude for each vertex of outlook area polygon
	Float
	Degrees

	Outlook area longitude [m]
	Longitude for each vertex of outlook area polygon
	Float
	Degrees

	QC Flags
	Any QC flags specific to the decoder, reflecting assumptions made on the data
	string
	

	Raw Report Text
	Raw C-SIGMET text
	String
	


Examples of XML Output

Examples of decoded output of these products in XML format can be found at the Text Data Server at the ADDS Experimental web site, located at http://weather.aero/tools/dataservices/textdataserver. While ADDS output is not in WXXM, and is not an exact match to the fields listed in this document, it serves as a good example of the raw reports translated into markup.

PIREPs

<AircraftReport>

<receipt_time>2011-03-23T15:23:23Z</receipt_time>

<observation_time>2011-03-23T15:23:00Z</observation_time>

<aircraft_ref>KLM641</aircraft_ref>

<latitude>54.0167</latitude>

<longitude>-18.6667</longitude>

<altitude_ft_msl>38000</altitude_ft_msl>

<temp_c>-65</temp_c>

<wind_dir_degrees>179</wind_dir_degrees>

<wind_speed_kt>18</wind_speed_kt>

<report_type>AIREP</report_type>

<raw_text>

ARP KLM641 5401N01840W 1523 F380 MS65 179/18 KT PHBQA QXT AOE 231523 F06A

</raw_text>

</AircraftReport>

<AircraftReport>

<receipt_time>2011-03-23T15:24:17Z</receipt_time>

<observation_time>2011-03-23T15:22:00Z</observation_time>

<aircraft_ref>M20P</aircraft_ref>

<latitude>32.6161</latitude>

<longitude>-85.4336</longitude>

<altitude_ft_msl>7500</altitude_ft_msl>

<sky_condition sky_cover="BKN" cloud_top_ft_msl="7000"/>

<report_type>PIREP</report_type>

<raw_text>

AUO UA /OV AUO /TM 1522 /FL075 /TP M20P /SK BKN-TOP070

</raw_text>

</AircraftReport>

AIRMETs

<AIRSIGMET>

<raw_text>

WAUS41 KKCI 230845 BOSZ WA 230845 AIRMET ZULU UPDT 1 FOR ICE AND FRZLVL VALID UNTIL 231500 AIRMET ICE...NY NJ PA LE WV MD DC DE VA NC AND CSTL WTRS FROM 40NNW ERI TO 20WNW HAR TO 20SE SIE TO 80SSW ACK TO 190SSE ACK TO 160SE SIE TO 190ESE ECG TO 150SE ECG TO 100E ORF TO 30ENE ECG TO 40SE LYH TO 40ESE EKN TO 20SSW EWC TO 40NNW ERI MOD ICE BTN FRZLVL AND FL220. FRZLVL 060-100. CONDS CONTG BYD 15Z ENDG 18-21Z. OTLK VALID 1500-2100Z AREA 1...ICE NJ PA OH LE WV MD DC DE VA AND CSTL WTRS BOUNDED BY 20ESE JHW-40SSW SAX-50SSE JFK-SIE-40SE DCA-40SSW PSK-HMV-HNN-30E CVG-50ESE DXO-20ESE JHW MOD ICE BTN 100 AND FL230. CONDS CONTG THRU 21Z. AREA 2...ICE NH VT MA RI CT NY LO NJ PA OH LE AND CSTL WTRS BOUNDED BY 70SW YOW-20NE BOS-130E ACK-200SE ACK-190SSE ACK-30NNW CYN-20ESE JHW-DXO-YYZ-70SW YOW MOD ICE BTN FRZLVL AND FL200. FRZLVL SFC-040. CONDS CONTG THRU 21Z. FRZLVL...RANGING FROM SFC-110 ACRS AREA MULT FRZLVL BLW 080 BOUNDED BY 40W YYZ-20SSE HNK-30W SAX- 30ESE SLT-DXO-40W YYZ MULT FRZLVL 020-100 BOUNDED BY DXO-30ESE SLT-30W SAX-20SSE HNK-50SSE HTO-160ESE ACK-200SE ACK-150SE SIE-90SE SIE-20SE EMI-30ESE JST-40ESE CLE-30NE FWA-DXO SFC ALG DXO-60SW HNK-20SSE BDL-80SE BGR-90SSW YSJ 040 ALG 40SW DXO-30SSW ERI-40W PSB-20SW HAR-210SSE HTO 080 ALG 30S FWA-30NW AIR-120E ORF

</raw_text>

<valid_time_from>2011-03-23T08:45:00Z</valid_time_from>

<valid_time_to>2011-03-23T14:44:59Z</valid_time_to>

<altitude min_ft_msl="6000" max_ft_msl="22000"/>

<hazard type="ICE" severity="MOD"/>

<airsigmet_type>AIRMET</airsigmet_type>

<area num_points="14">

<point>

<longitude>-80.6458</longitude>

<latitude>42.6336</latitude>

</point>

<point>

<longitude>-77.423</longitude>

<latitude>40.3565</latitude>

</point>

<point>

<longitude>-74.4982</longitude>

<latitude>38.8646</latitude>

</point>

<point>

<longitude>-70.6946</longitude>

<latitude>40.0498</latitude>

</point>

<point>

<longitude>-68.4876</longitude>

<latitude>38.3481</latitude>

</point>

<point>

<longitude>-72.4398</longitude>

<latitude>37.1957</latitude>

</point>

<point>

<longitude>-72.6138</longitude>

<latitude>34.9867</latitude>

</point>

<point>

<longitude>-74.0384</longitude>

<latitude>34.4649</latitude>

</point>

<point>

<longitude>-74.1224</longitude>

<latitude>36.8719</latitude>

</point>

<point>

<longitude>-75.6023</longitude>

<latitude>36.4411</latitude>

</point>

<point>

<longitude>-78.6431</longitude>

<latitude>36.7785</latitude>

</point>

<point>

<longitude>-79.3135</longitude>

<latitude>38.663</latitude>

</point>

<point>

<longitude>-80.3773</longitude>

<latitude>40.5228</latitude>

</point>

<point>

<longitude>-80.6458</longitude>

<latitude>42.6336</latitude>

</point>

</area>

</AIRSIGMET>

SIGMETs

Non-Convective

<AIRSIGMET>

<raw_text>

WSUS05 KKCI 212211 SLCY WS 212211 SIGMET YANKEE 2 VALID UNTIL 220211 SIGMET  UT CO AZ NM FROM CHE TO DEN TO TBE TO 50W INK TO ELP TO 50S TUS TO INW TO CHE OCNL SEV TURB BLW FL180. DUE TO STG LOW LVL WNDS. RPTD BY ACFT. CONDS CONTG BYD 0211Z.

</raw_text>

<valid_time_from>2011-03-21T22:11:00Z</valid_time_from>

<valid_time_to>2011-03-22T02:03:59Z</valid_time_to>

<altitude min_ft_msl="0" max_ft_msl="18000"/>

<hazard type="TURB" severity="MOD-SEV"/>

<airsigmet_type>SIGMET</airsigmet_type>

<area num_points="8">

<point>

<longitude>-107.31</longitude>

<latitude>40.52</latitude>

</point>

<point>

<longitude>-104.66</longitude>

<latitude>39.81</latitude>

</point>

<point>

<longitude>-103.6</longitude>

<latitude>37.27</latitude>

</point>

<point>

<longitude>-104.2237</longitude>

<latitude>31.8662</latitude>

</point>

<point>

<longitude>-106.28</longitude>

<latitude>31.82</latitude>

</point>

<point>

<longitude>-110.92</longitude>

<latitude>31.2646</latitude>

</point>

<point>

<longitude>-110.8</longitude>

<latitude>35.06</latitude>

</point>

<point>

<longitude>-107.31</longitude>

<latitude>40.52</latitude>

</point>

</area>

</AIRSIGMET>

Convective

<AIRSIGMET>

<raw_text>

WSUS31 KKCI 231355 SIGE  CONVECTIVE SIGMET 7E VALID UNTIL 1555Z OH KY FROM 40E CVG-40NW LOZ LINE TS 25 NM WIDE MOV FROM 26045KT. TOPS TO FL350. OUTLOOK VALID 231555-231955 FROM 30W GIJ-30WSW ERI-JST-40SW PSK-30WNW ODF-30ESE MSL-30W GIJ WST ISSUANCES EXPD. REFER TO MOST RECENT ACUS01 KWNS FROM STORM PREDICTION CENTER FOR SYNOPSIS AND METEOROLOGICAL DETAILS.

</raw_text>

<valid_time_from>2011-03-23T13:55:00Z</valid_time_from>

<valid_time_to>2011-03-23T14:54:59Z</valid_time_to>

<altitude max_ft_msl="35000"/>

<movement_dir_degrees>260</movement_dir_degrees>

<movement_speed_kt>45</movement_speed_kt>

<hazard type="CONVECTIVE" severity="LT-MOD"/>

<airsigmet_type>SIGMET</airsigmet_type>

<area num_points="5">

<point>

<longitude>-84.0884</longitude>

<latitude>39.1027</latitude>

</point>

<point>

<longitude>-84.9514</longitude>

<latitude>37.5844</latitude>

</point>

<point>

<longitude>-84.4741</longitude>

<latitude>37.4123</latitude>

</point>

<point>

<longitude>-83.601</longitude>

<latitude>38.9306</latitude>

</point>

<point>

<longitude>-84.0884</longitude>

<latitude>39.1027</latitude>

</point>

</area>

</AIRSIGMET>

2.4   Security Functional Requirements
The E- Government Act of 2002, Public Law 107-347, better known as Federal Information Management Security Act (FISMA), requires that all federal Information Technology (IT) systems undergo Authorization and Accreditation (A&A) processes to ensure systems have appropriate security controls for the purpose of adequately protecting government information and information systems.  The Department of Commerce (DOC) has adopted the National Institute of Standards and Technology (NIST) 800-37 Risk Management Framework for the A&A of all systems at the DOC and business units serving under DOC.  

The NOAA Information Technology Security Program Risk Management Framework, in compliance with DOC policies, provides a security framework for which all NWS systems must comply for ensuring systems have appropriate and adequate security controls.  Systems that have undergone A&A process will receive an Approval to Operate (ATO) from the designated approving authority.  An ATO is received when the Authorizing Official (AO) has confidence that minimum security controls are effectively operated for the intended purpose and risk are adequately mitigated.    

The NOAA A&A process is documented within the NOAA Information Technology Security Program Risk Management Framework.  This document is based on the NIST 800-37 Rev1, Guide for Applying Risk Management Framework for Federal Information Systems; and is compliant with all Department of Commerce directives and orders.  

The NextGen Cube is a large complex System of Systems that will interconnect with both internal and external network resources and systems.  Also, there will be a collection of systems that will perform similar business processes and will be under the same direct management.  These systems will be within the same system boundary.  NEVS will be a component of the Cube systems for NextGen and will have shared Security Functional Requirements. 

Each system within the Cube must ensure that all security functional requirements have been implemented within their own system.  However, the Cube security controls that are either planned or implemented may be inheritable.  The system security plan shall describe how each of the inherited security controls are applicable to their system.  If the controls are not applicable, there shall be system specific controls that would ensure security functional requirements are adequately mitigated.  

External to the NextGen Cube system boundary is the interface point between systems where responsibility and business rules change.  Any client software, agent, service adapter installed on a legacy system utilized to communicate or interface with the Cube shall be part of the system boundary of that legacy system.  Anything on a legacy system (a legacy system is an existing data provider to which the Cube will interface) to be owned and maintained by their legacy system owner. However, patches and upgrades will be defined and distributed by the Cube owner.  Memorandum of Understanding and Service Level Agreements shall be used to enforce all communication and service level requirements.
Assumptions:

The Cube is a Systems of Systems which implies that there are internal and external systems operating in a dynamic Net-Centric ecosystem.  Systems within this ecosystem may have different life cycles which impact other systems and/or subsystems.  Due to this complex environment, assumptions must be made.  Assumptions for each specific requirement in section 2.4 are included in the right most column of the System Security Requirement table below.   The assumptions are the following:

1. Not all the system design technical requirements are fully delineated for the Cube.

Where the system design technical requirements are not yet fully delineated, a notional architecture will be used.

2. The Cube will support Net-Centric Architecture – users who have a business requirement for data should have the data discoverable and accessible.

3. The Cube will provide core Cube services – this is the common framework which all Cube subsystems will use.  Some of the core Cube services are security controls that can be utilized as a common security controls for Cube subsystems and systems.  A NEVS system specific control will be a control that is exclusively in place for NEVS.  A hybrid security control is a control that will utilize a combination of system specific and common controls.

4. Identification, Authentication, and Authorization will operate as a web service.  This is a common security control that is defined by the Cube. In order to support this requirement, Trust Policies must be established between partnering agencies and senior management buy-in must be established.  

The Technology will be based on Organization for the Advancement of Structured Information Standards (OASIS) open standards for web services as listed below:

WS-Federation

WS-Trust


WS-Security

eXtensible Access Control Markup Language (XACML)

	Id.
Number
	Security Functional Requirements 
	NEVS Phase
	Assumption

	2.4.1
	Account Management

The System shall automatically terminate temporary and emergency accounts after an adaptable time period for each type of account.  The System shall automatically disable inactive accounts after an adaptable time period.
Hybrid requirement for:

Cube (Cube Security Service)

NOAA (Identity Management System/LDAP)

NEVS (Policy) 
	Phase 1
	1,2,3,4

	2.4.2
	Access Enforcement

The System shall support Web Services Federation for Authentication and Authorization to NextGen 4-D Weather Cube resources. The System shall support attribute-based access control (ABAC) policies for remote access to system resources.  The System shall restrict access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to explicitly authorized personnel.
Hybrid requirement for:

Cube Common Security Control (Cube Security Service)

NOAA (Identity Management System/LDAP)

NEVS (Policy) 
	Phase 1
	4

	2.4.3
	Information Flow Enforcement

The System shall enforce assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy.  The interconnected systems shall enforce ABAC using a system-wide policy.  
Hybrid requirement for:

Cube Common Security Control (XML Gateway) 

OPSnet (Firewall) 

NEVS (Interconnections) 
	Phase 1
	1

	2.4.4
	Separation of Duties

The System shall enforce separation of duties through assigned access authorizations.
Hybrid requirement for:

Cube Common Security Control (Cube Security Service)

NOAA (Identity Management System/LDAP)

NEVS (Policy) 
	Phase 1
	4

	2.4.5
	Unsuccessful Login Attempts

The System shall enforce an adaptable limit of consecutive invalid access attempts by a user during an adaptable time period. The System shall automatically lock the account/node for an adaptable time period, and delay the next login prompt according to an adaptable delay algorithm when the maximum number of unsuccessful attempts is exceeded.
Hybrid requirement for:

Cube Common Security Control (Cube Security Service)

NOAA (Identity Management System/LDAP)


	Phase 1
	3,4

	2.4.6
	System Use Notification

The System shall display an organization-approved system use notification message before granting system access informing potential users.

Requirement for:

NEVS
	Phase 1
	1,3

	2.4.7
	Session Termination

The System shall automatically terminate a remote session after an adaptable time period of inactivity.
Hybrid requirement for:

Cube Common Security Control (Cube Security Service) 

NEVS (Policy) 

	Phase 1
	1,3

	2.4.8
	Auditable Events

The System shall generate audit records for an organization-defined set of auditable events. The System shall generate audit records for all authentication and access control failures.
Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Policy) 
	Phase 1
	1,3

	2.4.9
	Content of Audit Records

The System shall produce audit records that contain sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events.

The System shall provide the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.
Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.10
	Response to Audit Records

The System shall alert appropriate organizational officials in the event of an audit processing failure and takes appropriate organization-defined actions. (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)].

Hybrid requirement for:

Cube Common Security Control  (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.11
	Audit Review, Analysis, and Reporting

The information system integrates audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activity.

Hybrid requirement for:

Cube Common Security Control  (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.12
	Audit Reduction and Report Generation

The System shall provide the capability to automatically process audit records for events of interest based upon selectable, event criteria.
Hybrid requirement for:

Cube Common Security Control  (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.13
	Time Stamps

The System shall provide time stamps for use in audit record generation.

The System shall synchronize time using an authorized Network Time Server.
Requirement for:

Cube Common Security Control
	Phase 1
	1,3

	2.4.14
	Protection of Audit Information

The System shall protect audit information and audit tools from unauthorized access, modification, and deletion.

Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.15
	User Identification and Authentication 

The System shall uniquely identify and authenticate users (or processes acting on behalf of users). The System shall employ multifactor authentication for remote user access that is NIST Special Publication 800-63 compliant.
Hybrid requirement for:

Cube Common Security Control 

NOAA (Identity Management System/LDAP)

NEVS (Policy) 
	Phase 1
	1,3

	2.4.16
	Device Identification and Authentication

The System shall identify and authenticate specific devices before establishing a connection. The System shall support Device Identification and Authentication using the Lightweight Directory Access Protocol (LDAP) Version 3. LDAP Certificate and CRL Repositories shall be shared among domains for the 4-D Weather Cube (e.g., between the FAA and NOAA). The System shall use Version 3 X.509 Certificates and Version 2 Certificate Revocation Lists.  The System shall support Device Identification and Authentication using SSL/TLS mutual authentication.  The System shall support Device Identification and Authentication using WS-Security and SAML tokens.  

Hybrid requirement for:

Cube Common Security Control (XML Gateway and Cube Security Service)

OPSnet
	Phase 1
	1,3

	2.4.17
	Authentication Feedback

The System shall obscure feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.

Hybrid requirement for:

Cube Common Security Control (XML Gateway and Cube Security Service)

NOAA (Identity Management System/LDAP)
	Phase 1
	1,3

	2.4.18
	Cryptographic Module Authentication

The System shall employ authentication methods that meet the requirements of applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance for authentication to a cryptographic module.  All cryptographic modules shall be 140-2 compliant.

Hybrid requirement for:

Cube Common Security Control 
	Phase 1
	1, 3

	2.4.19
	Application Partitioning 

The System shall separate user functionality (including user interface services) from information system management functionality.
Hybrid requirement for:

Cube 

NEVS (Presentation Layer, Business Logic, Database)
	Phase 1
	1,3

	2.4.20
	Information Remanence

The System shall prevent unauthorized and unintended information transfer via shared system resources.

Hybrid requirement for:

Cube  

NOAA (Identity Management System/LDAP)

NEVS (Policy, Well-formed Transactions, Schema Validation)
	Phase 1
	1,3

	2.4.21
	Denial of Service Protection

The System shall protect against or limit the effects of an organization-defined list of types of denial of service attacks.

Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.22
	Boundary Protection

The System shall monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.

The System shall deny network traffic by default and allow network traffic by exception (i.e., deny all, permit by exception).
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.23
	Transmission Integrity

The System shall protect the integrity of transmitted information.
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.24
	Transmission Confidentiality

The System shall protect the confidentiality of transmitted information. (Password encryption only for Low)
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.25
	Network Disconnect

The System shall terminate a network connection at the end of a session or after an adaptable time period of inactivity.
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.26
	Use of Cryptography

For information requiring cryptographic protection, the System shall use FIPS 140-2 validated cryptographic modules.
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.27
	Session Authenticity

The System shall provide mechanisms to protect the authenticity of communications sessions.
Hybrid requirement for:

Cube Common Security Control 

OPSnet
	Phase 1
	1,3

	2.4.28
	Malicious Code Protection

The System shall implement malicious code protection.  Any identified form of malicious acts shall be reported into the centrally managed flaw remediation process and implements protective measures. 
Hybrid requirement for:

Cube Common Security Control (XML Gateway)

OPSnet
NEVS (Policy, Well formed Transactions, Schema Validation)
	Phase 1
	1,3

	2.4.29
	Information System Monitoring Tools and Techniques

The System shall monitor inbound and outbound communications for unusual or unauthorized activities or conditions.  The System shall provide a real-time alert when any organization-defined indications of compromise or potential compromise occur.
Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Policy)
	Phase 1
	1,3

	2.4.30
	Spam Protection

The System shall implement spam protection.
Hybrid requirement for:

Cube Common Security Control 
	Phase 1
	1,3

	2.4.31
	Information Accuracy, Completeness, Validity, and Authenticity

The System shall check information for accuracy, completeness, validity, and authenticity.
Hybrid requirement for:

Cube Common Security Control (XML Gateway)

OPSnet
NEVS (Policy, Well formed Transactions, Schema Validation)
	Phase 1
	1,3

	2.4.32
	Error handling

The System shall identify and handle error conditions in an expeditious manner without providing information that could be exploited by adversaries.
Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Audit Logs)
	Phase 1
	1.3

	2.4.33
	Flaw Remediation

The System shall centrally manage the flaw remediation process and installs software updates automatically.  Software updates shall be from a trusted source and shall be authorized prior to deployment.  The system shall have automated mechanisms/tools to determine the state of information system components with regard to flaw remediation.  These automated tools shall support near real-time analysis of events.

Hybrid requirement for:

Cube Common Security Control (Central Audit and Monitoring Capabilities)

NEVS (Policy, Well formed Transactions, Schema Validation).
	Phase 1
	1,3


Appendix A-Glossary
	Acronym
	Description

	AAWU
	Alaska Aviation Weather Unit, Anchorage, AK

	A&A
	Assessment and Authorization

	ACARS
	Aircraft Communications, Addressing and Reporting System

	AIREP
	Aircraft Report

	AIRMET
	Airmen’s Meteorological Information

	AMDAR
	Aircraft Meteorological Data Relay

	ATM
	Air Traffic Management

	AO
	Authorizing Official

	ARTCC
	Air Route Traffic Control Center 

	ASDI
	Aircraft Situation Display to Industry

	ATO
	Authority to Operate

	ASOS
	Automated Surface Observing System

	AWC
	Aviation Weather Center, Kansas City, MO

	AWRP
	Aviation Weather Research Program

	AWIPS
	Advanced Weather Interactive Processing System

	AWTT
	Aviation Weather Technology Transfer

	AWW
	Airport Weather Warning

	C
	Celsius

	CAVE
	Common AWIPS Visualization Environment 

	CCFP
	Collaborative Convective Forecast Product

	CIP
	Current Icing Potential

	CONUS
	Contiguous United States

	CoSPA
	Collaborative Storm Prediction for Aviation

	CPU
	Central Processing Unit

	C-SIGMET
	Convective Significant Meteorological Information

	CSI
	Critical Success Index

	CSV
	Comma Separated Values

	Cube
	4-Dimensional Weather Data Cube

	CWSU
	Center Weather Service Unit

	DOC
	Department of Commerce

	DoD
	Department of Defense

	EDR
	Eddy Dissipation Rate

	ESRL
	Earth System Research Laboratory

	FA
	Area Forecast

	FAA
	Federal Aviation Administration

	FAR
	False Alarm Ratio

	FAQ
	Frequently Asked Questions

	FIP
	Forecast Icing Potential

	FIPS
	Federal Information Processing Standards

	FIQA
	Forecast Impact and Quality Assessment

	FISMA
	Federal Information Security Management Act

	G-AIRMET
	Graphical Airmen’s Meteorological Information

	GEOS
	Geostationary Operational Environmental Satellite

	GFS
	Global Forecast System

	GMOS
	Gridded MOS

	GTG
	Graphical Turbulence Guidance 

	GTG2
	Graphical Turbulence Guidance 2 

	GSD
	Global Services Division

	GUI
	Graphical User Interface

	HTML
	HyperText Markup Language

	HTTP
	HyperText Transfer Protocol

	HTTPS
	HyperText Transfer Protocol Secure

	ICAO
	International Civil Aviation Organization

	IEEE
	Institute of Electrical and Electronics Engineers

	IFPS
	Interactive Forecast Preparation System

	IFR
	Instrument Flight Rules

	ISO
	International Organization for Standardization

	IT
	Information Technology

	JPDO
	Joint Planning and Development Office

	LAMP
	Localized Aviation Model Output Statistics (MOS) Program 

	LDAP
	Lightweight Directory Access Protocol

	LTD
	Lead Time to Detection

	LTEC
	Lead Time to Event Cessation

	LTEO
	Lead Time to Event Onset

	MADIS
	Meteorological Assimilation Data Ingest System

	MDL
	Meteorological Development Laboratory

	MDCRS
	Meteorological Data, Collection and Reporting System

	ME
	Mean Error

	METAR
	Aviation Routine Weather Report 

	MIS
	Meteorological Impact Statement

	MOS
	Meteorological Output Statistics

	NAM
	North American Mesoscale Forecast System Model

	NAS
	National Air Space System

	NCEP
	National Centers for Environmental Prediction

	NCVA
	National Ceiling and Visibility Analysis

	NCWD
	National Convective Weather Depiction (Forecast)

	NDFD
	National Digital Forecast Database

	NDGD
	National Digital Guidance Database

	NextGen
	Next Generation Air Transportation System

	NEVS
	Network-Enabled Verification Service

	NIST
	National Institute of Standards and Technology

	NEXRAD
	Next Generation Weather Radar

	NOAAPort
	National Oceanic and Atmospheric Administration Port Satellite Broadcast System

	OAR
	Office of Oceanic and Atmospheric Research

	OASIS
	Organization for the Advancement of Structured Information Standards

	OCONUS
	Outside of the Contiguous United States

	OGC
	Open Geospatial Consortium

	OMO 
	One Minute Observations

	OPSNet
	Operations Network

	OSHA
	Occupational Safety and Health Administration 

	PIREP
	Pilot Report

	PNG
	Portable Network Graphics

	POD
	Probability of Detection

	QICP
	Qualified Internet Communications Providers 

	QMS 
	FAA’s Quality Management System

	RAWS
	Remote Automated Weather Stations

	RITT
	Research and Innovation Transition Team

	RMSE
	Root Mean Square Error

	ROFOR
	International Aviation Route Forecasts

	RPS
	Ranked Probability Score

	RTMA
	Real-Time Mesoscale Analysis

	RTVS
	Real- Time Verification System

	SAML
	Security Assertion Markup Language

	SARPS
	Standards and Recommended Practices

	SAS
	Single Authoritative Source

	SBN
	Satellite Broadcast System for AWIPS

	SIGMET
	Significant Meteorological Information

	SOA
	Service-Oriented Architecture

	SOD
	Stats on Demand

	SPECI
	Special Weather Report

	SREF
	Short Range Ensemble Forecasts

	SSL
	Security Sockets Layer

	TAF
	Terminal Aerodrome Forecast

	TAMDAR
	Tropospheric Airborne Meteorological Data Reporting

	TCA
	Tropical Cyclone Advisory

	TLS
	Transport Layer Security

	TMU
	Traffic Management Unit

	VAA
	Volcanic Ash Advisory

	VHF
	Very High Frequency

	VSREF
	Very Short Range Ensemble Forecast

	VOR
	Very High Frequency Omni-directional Radio Range Stations

	WAFS
	World Area Forecast System

	WAN
	Wide Area Network

	W3C
	World Wide Web Consortium

	WCS
	Web Coverage Service

	WFS
	Web Feature Service

	WITI
	Weather Impacted Traffic Index

	WMS
	Web Mapping Service

	WMO
	World Meteorological Organization

	WS
	Web Services

	WVSS
	Water Vapor Sensing System

	XACML
	eXtensible Access Control Markup Language

	XML
	Extensible Markup Language


  








































Figure 3 NEVS Physical Layout and Operating Environment





Data Providers


 4D Wx Data Cube


 Other verification systems








Users


 QMS Analyst


 Forecasters and Managers


 Users of Cube








Access


 Web User Interface


 Web Services 





Services


 Historical Performance Record


 QMS Reporting


Real-time feedback








Production


 Process Forecast  and Observation 


 Compute Verification Results


 Update Verification Records 








Concepts


 Accepted Verification Methodologies


 Metrics & Diagnostics




















NEVS Business 


Process



































PAGE  
2

[image: image1.png]


[image: image5.png]


[image: image6.png]


[image: image7.png]


[image: image8.png]Cube Data
Consumers
SAS
Determination
Process

Verification
data

External
Verification
Systems

Legend

External Interface
NEVS Interface




