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FROM:

    W/OPS2 – Neal Dipasquale  

SUBJECT:

   Operational Test and Evaluation (OT&E) for the



                  Automated Surface Observing System (ASOS) 



   Acquisition Control Unit (ACU) Version (V) 3.05 Software with 



   Data Collection Platform (DCP) V2.0 Erasable Programmable 



   Read Only Memory (EPROM) 

Attached, for your information, is the official subject OT&E plan.  

The ASOS ACU V3.05 Software with DCP V2.0 OT&E Plan was coordinated through the 

NWS regional headquarters, FAA, U.S. Air Force (USAF), and U.S. Navy. The official plan is 

posted at:

               http://www.weather.gov/ops2/ops24/documents/asos_v3.htm
A Test Review Group (TRG), as constituted in the OT&E plan and chaired by the Test Director, will oversee the conduct of the OT&E, adjudicate and prioritize for fixing any reported problems, as well as judge the overall performance of the system under test.  Prior to the official start of OT&E, an OT&E “kick off” meeting will be conducted with the TRG to ensure all prerequisites are met and all participants are ready to begin. 
The OT&E will commence upon successful completion of the System Test (ST) and approval by the TRG. The designated NWS, FAA, and U.S. Navy focal points will coordinate reporting of problems for their respective sites. The OT&E is scheduled to last through the spring and possibly into the summer of 2012 at 43 operational ASOS sites. These sites were selected to validate the new software with a wide variety of communication configurations, hardware configurations, climatic regions, and represent each of the Government agencies supporting ASOS, in conjunction with ASOS ACU V3.05 and DCP V2.0 EPROMs.  Evaluation of ASOS performance at the OT&E sites will be performed in accordance with the methodology presented in the OT&E plan and will continue after a site’s installation is complete until all meteorological events required for successful completion of the testing have occurred and been evaluated. At the end of the OT&E, the Test Director will present to the ASOS Test Review Board (ATRB) the test results along with the Test Review Group’s (TRG) OT&E recommendation for review and approval. The ATRB will vote on whether OT&E was successful. The Chair, ATRB will inform the Chair, ASOS Configuration Control Board (ACCB) of the ATRB’s decision. The ACCB will use the results of the OT&E as input to its decision for national deployment of ASOS ACU V3.05 software and DCP 2.0 EPROMS at all operational ASOS sites.

If you have any questions or comments, please contact the Test Director:

Joseph Fiore 

Test and Evaluation Branch (OPS24)

e-mail (joseph.fiore@noaa.gov)or telephone: 301-713-0326 x119
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Executive Summary TC "Executive Summary" \f C \l "1" 
This document describes the Operational Test & Evaluation (OT&E) for the Automated Surface Observing System (ASOS) using the Acquisition Control Unit (ACU) software Version (V) 3.05 and Data Collection Platform (DCP) firmware V2.0 Erasable Programmable Read Only Memory chips (EPROMs). The purpose of the OT&E is to confirm the ASOS software is acceptable for operational use at ASOS locations under the auspices of the National Oceanic and Atmospheric Administration (NOAA) National Weather Service (NWS), the Federal Aviation Administration (FAA), Department of Defense (DOD) U.S. Air Force (USAF), and DOD U.S. Navy.  

The NOAA NWS Office of Operational Systems (OOS), Field Systems Operations Center (FSOC), Test & Evaluation Branch (OPS24) is responsible for planning, conducting, and reporting of the OT&E. The OT&E for the V3.05 will commence upon approval of the ASOS Test Review Board (ATRB). If the OT&E is successful, the OT&E test director will recommend to the ATRB that the V3.05 be installed as the new baseline operational software load on ASOS.
Before the start of the OT&E, an OT&E Test Readiness Review (TRR) meeting will be conducted by OPS24 with the ATRB to confirm the prerequisites for OT&E, including an approved OT&E plan, as well as a successful conclusion of a System Test (ST). The ATRB will vote whether to approve commencement of the OT&E.  The OT&E will commence immediately after the OT&E Test Review Group (TRG) “kick-off”/TRR meeting to verify all pre-requisites for the OT&E are met and all participants are ready to begin. The OT&E is scheduled to last through the spring and possibly the summer months of 2012 at the 43 operational ASOS sites selected to validate the many changes in V3.05 with a wide variety of communication configurations, hardware configurations, climatic regions, and represent each of the Government agencies supporting ASOS.  The OT&E will be conducted in two phases. Phase 1 is scheduled to take place starting October 3, 2011 and will take place at 17 service level D and O sites. Phase 2 is scheduled to take place at 26 service level A, B, and C sites after the FAA training of Air Traffic Controllers (ATC) and Observers (OBS) is complete. Evaluation of ASOS performance at the OT&E sites will be performed in accordance with the methodology presented in this plan and will continue after a site’s installation is complete until all meteorological events required for successful completion of the testing have occurred and been evaluated.
V3.05 operates on the single board computer processor developed by Synergy Microsystems, Inc.  V3.05 supports the All Weather Precipitation Accumulation Gauge (AWPAG) developed by Ott Hydrometrie of Germany, the dew point temperature sensor (Vaisala DTS1), the Ice Free Wind (IFW) sensor (Vaisala 425), and the new replacement ceilometer (Vaisala CL31).  All four new sensors (AWPAG, DTS1, IFW, and CL31) can interface to the new processor using software V3.05. 

The new V3.05 software load  TC \l1 "1.0  Introductionprovides some 58 new functionalities to ASOS, and includes 24 operational fixes to the current operational baseline V2.79D.  The new capabilities will help ASOS to meet the encoding requirements for METAR / SPECI reports as outlined in the Federal Meteorological Handbook No. 1 (FMH-1), improve quality control logic for automated data, improve information provided in log files, add the reporting of ice accretion amounts, add the Ice Free Wind (IFW) Sensor Quality Control (QC) algorithm, and provide support for the FAA’s Weather Systems Processor (WSP) program.  Some of these capabilities were available in the past as part of a unique software load installed at specific sites. Now they are included in the ASOS baseline software and will be included in all future baseline software releases. V3.05 is planned to be the last major operational software load to be fielded for the existing Synergy Microsystems processor board.
During OT&E, the V3.05 software will be installed by the local ASOS Electronics Technician (ET) using a draft NWS Engineering Modification Note (Mod Note)80G, and then evaluated by local users during operations through the spring and possible into the summer of 2012. Since all OT&E sites are operational, testing will be limited to monitoring V3.05 performance during service operations as well as reporting and documenting problems found.  The ET’s will be asked to complete an on-line questionnaire about the initial issuance of the V3.05 software and the ease of installation. 

For OT&E sites with NWS staff, problems found will be identified, documented, and reported on Test Trouble Report (TTR) forms.  The NWS site focal point will pass all reported problems and TTRs to the NWS regional focal points. The designated U.S. Navy focal point will coordinate all reported problems for the U.S. Navy sites. The reported problems from the NWS regional focal points and U.S. Navy focal points will be forwarded to the OT&E test director who will enter them into the Test Track Pro database. All reported problems will be discussed during the weekly TRG meetings and adjudicated accordingly. 

The OT&E Test Director will manage the OT&E with input from the TRG. This oversight group will consist of a representative from each of the four Government agencies, NWS regional headquarters, and OT&E site focal points. The TRG will meet weekly for the duration of the OT&E to review the status of the test and to review, adjudicate, and prioritize fixing of reported problems found during the OT&E (i.e., TTRs).  TTRs created during the OT&E will be tracked and archived using the TestTrack Pro database.  Each TTR will be classified with a specific priority for fixing and impact to service operations. If no critical problems are found or left unresolved, the OT&E results and TRG’s recommendation will be presented by the Test Director to the ATRB for a decision whether the OT&E can be declared successful. The ATRB will notify the ASOS Configuration Control Board (ACCB) of its decision.  The ACCB will use the ATRB’s decision as input into whether to implement the Request for Change (RC) for the national deployment of ASOS V3.05 software.
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	Office of Operational Systems
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Office of Operational Systems, Maintenance Branch

Office of Operational Systems, Observing Systems Branch 

Office of Operational Systems, Software Branch
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	Office of Operational Systems, Test & Evaluation Branch
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OT&E
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	Test Trouble Report
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VDU
	United States Air Force
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	Weather Forecast Office
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	National Weather Service Headquarters

	WSP
	Weather Systems Processor


1. Introduction TC "1. Introduction" \f C\l "1" 
This plan describes the Operational Test and Evaluation (OT&E) of the Automated Surface Observing System (ASOS) Software Version 3.05, herein referred to as OT&E.  The objectives, methods, management, resource requirements, and schedule for OT&E are presented.

The National Weather Service Headquarters (WSH) Office of Operational Systems (OOS), Field Systems Operations Center (FSOC), Test and Evaluation Branch (OPS24) will conduct an OT&E of the ASOS Acquisition Control Unit (ACU) software Version (V) 3.05, dated 08/31/11, and Data Collection Platform (DCP) V2.0 Erasable Programmable Read Only Memory (EPROMs) to verify the system requirements have been met and V3.05 is ready for national deployment in support of NWS operations. This new software version is based on the V2.79D software load for the ACU single-board processor.  It will replace earlier software versions for all operational ASOS systems. V3.05 supports the existing ASOS sensor suite, including the following newer ASOS sensors:  All Weather Precipitation Accumulation Gauge (Ott AWPAG); the Dew-point Temperature Sensor (Vaisala DTS1); the Ice-Free Wind (Vaisala 425 IFW) sensor; and the replacement ceilometer (Vaisala CL31). It also includes the display of visibility in metric units for international sites to support the U.S. Air Force operations. In addition, the new load  TC \l1 "1.0  Introductionprovides some 58 new functionalities to ASOS and includes 24 operational fixes to the current operational baseline V2.79D.
1.1 Test Plan Organization TC "1.1 Test Plan Organization" \f C \l "2" 
This OT&E Plan is comprised of six sections:

· Section 1 describes the purpose, test objectives and evaluation criteria, test strategy, prerequisites, assumptions, and risks for the OT&E.

· Section 2 describes the Software Build V3.05 content. 

· Section 3 discusses the management of the OT&E including the roles and responsibilities of the personnel participating in the OT&E.

· Section 4 provides details on the conduct of the OT&E including; pre-OT&E activities, resource requirements, Test Review Group (TRG) “kick-off” meeting, evaluation and problem reporting, test schedule, and post OT&E activities. 

· Section 5 explains how the test conclusions and final recommendations of the OT&E will be presented.

· Section 6 states the requirement for the OT&E final report.  

Included in the OT&E test plan are four Appendices:

· Appendix A - OT&E Site Characteristics.

· Appendix B - Test Trouble Report (TTR) Form. 

· Appendix C – Test Review Group (TRG) Members.

· Appendix D – Test Personnel

· Appendix E – Lost Password Flowchart

1.2 Purpose TC "1.2 Purpose" \f C \l "2" 
The purpose of the OT&E is to validate ASOS ACU software version V3.05 and DCP V2.0 EPROMs in an operational environment at ASOS sites representing a large variety of communication and climate regimes.  OT&E considers all aspects of life cycle management of the system including: installation, documentation, performance, training, reliability, communications, information technology security, logistics, and maintenance support. OT&E verifies system performance, operational effectiveness, operational suitability, sustainability, and security; and provides essential information to support decisions.  
The V3.05 OT&E will specifically: 

· verify the instructions provided for installation are complete, accurate and enable site personnel to efficiently install the software 

· verify the new software load does not negatively affect operational systems
· verify the new security features function as designed

· verify new meteorological algorithms function properly

· verify the new software interfaces properly with all systems interfaced to ASOS
The results of OT&E will inform the ASOS System Owner on the readiness of the system for use in support of NWS, FAA, USAF, and U.S. Navy operations.
1.3 Test Strategy TC "1.4 Test Strategy" \f C \l "2" 
ASOS Software Version 3.05 has undergone extensive testing both during development and during a System Test (ST) conducted at WSH, Silver Spring, MD and at the NWS Sterling Field Support Center (SFSC) in Sterling, VA. The ST was undertaken to verify the V3.05 software is fully functional, reliable, and ready for use at operational ASOS sites.  Information on the ST is available at:


http://www.weather.gov/ops2/ops24/documents/asos_v3.htm
The OT&E will be managed by the OT&E Test Director with input from the TRG, comprised of Weather Service Headquarters personnel, Regional ASOS Program Managers, an FAA focal point, a U.S. Navy focal point, and an NWS Employees Organization (NWSEO) representative.  The TRG will hold weekly meetings while field tests are ongoing.

The OT&E will be conducted at43sites selected to include a variety of hardware and communication interfaces, ASOS hardware and serial configurations, climatic regions, and the participation of the NWS, the FAA, and the U.S. Navy.  Table 1 in Appendix A, provides details on operational requirements, communication interfaces, users, etc., for the participating sites.

The OT&E will be conducted in two phases. Phase 1 is scheduled to take place starting October 3, 2011, and will take place at 17 service level D and O sites (no observer augmentation). Phase 2 is scheduled to take place at 26 service level A, B, and C sites (observer augmented) after the FAA training of Air Traffic Controllers (ATC) and Observers (OBS) is complete.
OT&E will begin with a Test Readiness Review (TRR), on September 29, 2011 to verify the test prerequisites have been met.  At the recommendation of the TRG, the software will be deployed to the Phase 1 ASOS field sites listed in Appendix A. A more detailed list of OT&E sites characteristics is available at: http://www.weather.gov/ops2/ops24/documents/asos_v3.htm
Upon direction of the OT&E test director (See Section 3.2), the ASOS ET, from the WFO or office that is responsible for installation, will first install ASOS ACU V3.05 firmware and the DCP V2.0 EPROMs (at sites with V2.79W or lower) following the draft NWS Mod Note 80G (NOTE: The DCP V2.0 EPROMs will be initial issued from the NWS Maintenance Branch (OPS12) and will be shipped from the NLSC). The ET will annotate the NWS Mod Note 80G with any recommended changes during the installation of the ASOS software. (NOTE:  The ET will retain the previous version of ASOS software and DCP EPROMs during the OT&E in the event the site needs to revert back to this version as the operational version.)  Once a decision has been made to proceed to OT&E Phase 2 (after FAA training), site personnel (ET’s) at the remaining Phase 2 sites will then install the software as directed by the OT&E Director.  

For sites with NWS staff, problems found will be identified, documented, and reported on TTR forms (See Appendix B).  The designated U.S. Navy and FAA focal points will coordinate reporting of problems for their respective sites. All reported problems will be passed to the OT&E Test Director by the NWS, FAA, and U.S. Navy focal points. All reported problems will be discussed during the weekly TRG meetings and adjudicated.

A wrap-up meeting will be held in the late spring or summer of 2012 following the conclusion of field tests, to review test activities and to recommend whether the software should be deployed nationally. The OT&E Test Director will present OT&E test results and recommendation from the TRG to the ATRB for a decision whether the OT&E was successful (See Section 3, Test Management). If at the conclusion of the OT&E, the test is deemed successful, the ASOS ACU V3.05 firmware and DCP V2.0 EPROMs will remain in the ASOS test sites as the operational software. If the OT&E is unsuccessful, the ETs will be instructed to revert back to the previous ASOS operational software.
1.4 Test Objectives and Evaluation Criteria
The OT&E test objectives are to validate:

A. Installation instructions for V3.05ACU software/DCP V2.0 EPROMS.
Evaluation Criterion:  The NWS Engineering Modification Notes (Mod Notes) must be complete and accurate, providing all information required for successful installation. (NOTE: NWS Mod Note 80G will be used to install the ASOS ACU firmware V3.05 and DCP V2.0 EPROMs upgrades). An overall “Satisfactory” rating must be obtained from the collection of completed on-line questionnaires for the questions pertaining to this test objective.

B. ASOS ACU V3.05 firmware and DCP V2.0 EPROMS do not negatively affect ASOS operational systems.
Evaluation Criterion:  All methods of ASOS communications are still functional, METARS/SPECIs continue to be transmitted correctly, OID interfaces for all screens and user levels are still functional, including the collection of SYSLOGS in case there is a problem. An overall “Satisfactory” rating must be obtained from the collection of completed on-line questionnaires for the questions pertaining to this test objective. Comments will be forwarded to W/OPS24.
C. New security upgrades: 5 new security RCs’ function as designed. See the ASOS Software                 Release Note for V3.05 for more detail (link in section 2.0).  
Evaluation Criterion: Upon installation of V3.05 firmware at each site, the sites will use the current passwords (must be entered in CAPS once V3.05 is installed) for 60 days. After 60 days, OPS12 will dial into each OT&E site using a script file and change the passwords for the system manager (SYS), technician (TEC), remote access (RAC), and critical regional password (CRIT- for station elevation changes when required) to the 1st new 12 character password from the password table for each region. OPS12 will continue this process every 60 days from that point on. The Standard Operating Procedure (SOP) “Operating Procedures For ASOS Password Management” is available at: http://www.weather.gov/ops2/ops24/documents/asos_v3.htm). The password changes for the observer (OBS) and air traffic controller (ATC) will occur during Phase 2 of the OT&E. The new passwords will be taken from an encrypted password table provided by SFSC. The 5 new security upgrades will need at least two sixty day cycles to test password expiration. Near the end of the first 60 day cycle, verify that OPS12 can dial into each Phase 1 site and change the passwords for the four user groups (TEC, SYS, RAC and CRIT). This will occur prior to the 60 day expiration for the passwords and at approximately 50-60 day intervals after that. Validate the audit log (AUDLOG) contains correct information about password changes. See section 4.5.1.8 for more details.
D. ASOS ACU V3.05 firmware and DCP V2.0 EPROMS interface properly with all systems interfaced to ASOS.

Evaluation Criterion: The ASOS software under test must interface properly with all communication configurations including dial-up, GTA, ADAS/FTI, WSP, ATIS, RVR, and AWIPS/AFOS.

E.  Meteorological Requirement: Ice Accretion Algorithm.
Evaluation Criterion: NWS staff at Weather Service Headquarters (WSH) will analyze cases of ice accretion for freezing rain events that occur at OT&E sites during the cold season (November 2011-April 2012). See section 4.5.1.1 for more detail.
F.  Meteorological Requirement: Ice Free Wind (IFW) Sensor Quality Control (QC) Algorithm 

Evaluation Criterion: NWS staff at WSH will analyze cases or events when the IFW Sensor QC Algorithm is “tripped” due to birds or other objects that pass through the sensors sample volume and contaminate the data. See section 4.5.1.2 for more detail.
G.  Meteorological Requirement: Validation of Precipitation Accumulation.
Evaluation Criterion: NWS staff at WSH will analyze cases or events when conditions are right for potential false precipitation accumulation from the AWPAG or Tipping Bucket. See section 4.5.1.3 for more details.   
H.  Meteorological Requirement: Change Thunderstorm Reporting Threshold for Specials 

Evaluation Criterion: NWS staff at WSH will analyze cases of thunderstorms from sites with stand alone lightning sensors to make sure SPECI’s are generated when the thunderstorm changes from in the vicinity (“VCTS”) to activity at the site (“TS”) and when the thunderstorm changes from activity at the site (“TS”) to in the vicinity (“VCTS”). Chosen sites where the observer edits TS and VCTS will also be evaluated. See section 4.5.1.4 for more detail.
I. Meteorological Requirement: Sky Condition Algorithm in IFR Conditions.

Evaluation Criterion: NWS staff at WSH will analyze cases of sky condition from the OT&E sites during Instrument Flight Rule (IFR) (ceiling <1000FT) conditions to verify that the sky condition algorithm is working properly. See section 4.5.1.5 for more detail.
J.  Evaluation of New Capabilities.
Evaluation Criterion:  The OT&E sites or a subset of OT&E sites, and NWS staff at WSH will validate a selected set of New Capabilities as they naturally occur in an operational environment. See section 4.5.1.6 for more detail.
K.  Evaluation of Operational Trouble Report (OTR) Fixes.
Evaluation Criterion: The OT&E sites or a subset of OT&E sites, and NWS staff at WSH will validate a selected set of OTR fixes as they naturally occur in an operational environment. See section 4.5.1.7 for more detail.
L. Evaluation of Reverting Back to Previous Software Version.

Evaluation Criterion:  During the OT&E, one OT&E site will be chosen at random to revert back to the previous load of ASOS software (V2.79Y) to verify that the older version V2.79Y can be loaded and that the AOMC can download the correct passwords from the previous version of software.
1.5 Prerequisites, Assumptions, and Risks TC "1.5 Prerequisites, Assumptions, and Risks" \f C \l "2" 
This section describes the actions required before the OT&E, the assumptions and limitations, and a description of the risks associated with performing the OT&E.

1.5.1 Prerequisites TC "1.5.1 Prerequisites" \f C \l "3" 
Before proceeding with the OT&E, the following prerequisites include: (Note: The NWS organization responsible for completion of each pre-requisite is denoted in parentheses)

a. Draft NWS Mod Note 80G is available to the NWS ET responsible for each OT&E site. (W/OPS12).
b. A Maintenance Note describing new maintenance procedures for the Adaptive Baseline Frequency (ABF) for the freezing rain sensor is available to the NWS ET responsible for each OT&E site. (W/OPS12).

c. The ASOS Security Standard Operating Procedure (SOP) is finalized and approved (W/OPS22).

d. ASOS ACU firmware V3.05 is delivered via secure website to the ET’s responsible for installing the software. (W/OPS12 and W/OPS24) 

e. ASOS DCP V2.0 EPROMS for the OT&E sites are in stock at NLSC. (W/OPS12)

f. A Public Information Statement (PNS) will be sent out by the Office of Climate, Water, and Weather Services (OCWWS) through the Automated Weather Observing System (AWIPS) prior to the switch to the v3.05 software build. (W/OS5, W/OS7, W/OPS22, W/OPS24)
g. The OT&E plan is signed by the Office of Operational Systems, Director, Field Systems Operations Center, after review and comment by the NWS ASOS Regional Focal Points, the FAA focal points, the U.S. Navy focal points, the U.S. Air Force focal points, and WSH (W/OPS24).
h. An OT&E TRR/OT&E “kick-off” meeting has been conducted by OPS24 to confirm with the ATRB and TRG that V3.05 is ready to begin the OT&E. (W/OPS24)

i. A Notice to Airmen (NOTAM) is issued before the OT&E sites (with no augmentation) install V3.05 firmware or 2.0 DCP EPROMS (see section 4.5.1.9 for more details). 

j. Phase 2: The FAA will ensure that the CWO’s are trained in the changes (New Capabilities, and Fixes) in v3.05 firmware.

1.5.2 Assumptions and Limitations TC "1.5.2 Assumptions and Limitations" \f C \l "3" 
It is required that the prerequisites in Section 1.5.1 are met prior to initiation of the OT&E.  A limitation of the OT&E is the sites are operational and, since user input is dependent on weather, some user functions may not be exercised during the evaluation period. All screens and user functions, however, were validated during the ST. 

Another limitation is the ASOS firmware will be delivered to the OT&E sites only through a secure website from the Maintenance Branch (OPS12). Access to this website will be available only to personnel at the OT&E sites that are authorized to download the V3.05 firmware and Mod Note 80G. This is necessary to reduce the risk of non-OT&E sites inadvertently downloading V3.05 at operational ASOS sites.  

1.5.3 Operational Risk TC "1.5.3 Risks" \f C \l "3" 
There is some risk that the V3.05 software will have performance shortcomings or unforeseen problems that were undetected in previous tests. If a problem occurs with the V3.05 ACU software and V2.0 DCP EPROMS, the ET’s at the OT&E sites will retain the previous version of ASOS ACU software and previous EPROMS (if needed). If there is a critical problem with V3.05, the ET’s at the OT&E sites will re-install the previous version of ACU software and previous version of DCP EPROMS; except sites that revert back to V2.79Y ACU software; who will continue to use V2.0 DCP EPROMS that support the CL31 ceilometers. Close coordination with the AOMC will be required to ensure site files are returned to the previous version for compatibility with the older load. During ST, three Test Trouble Reports (TTR’s) were written against the ice accretion remarks. These TTR’s occur only for trace ice accretion remarks (I1000, I1///). These TTR’s were deemed not critical by the ST TRG and ASOS system owner, and they will be tracked as “Watch Items” and monitored closely during OT&E.
2. Software Build V3.05 Content
The V3.05 software contains 58 new functions and 24 fixes. These new functions and fixes were partially provided in the interim loads which this load will replace. Details on the 58 new functions and 24 fixes are provided in the ASOS Software Release Note for V3.05, available on-line through the following URL: http://www.weather.gov/ops2/ops24/documents/asos_v3.htm
The ASOS ACU V3.05 software successfully completed an extensive formal System Test (ST) interfaced to the ASOS test systems (ST0, ST1, and ST2) at SFSC, Sterling, VA, and test system SP1 at WSH. The ST was completed on September 23, 2011. The ST also included the NWS Training Center (NWSTC) in Kansas City, Mo., the FAA Technical Center (FAATC) in Atlantic City, NJ, and the National Climatic Data Center (NCDC) in Asheville, NC.

3. Test Management TC "3. Test Management" \f C \l "1" 
Overall management of the OT&E is the responsibility of the Test Director: 

Joseph Fiore  

Test and Evaluation Branch (OPS24)

Phone: 301-713-0326 x119
Cell: 703-328-0746

Fax: 301-713-0912

joseph.fiore@noaa.gov
3.1 TRG and ATRB TC "3.1 Test Review Group" \f C \l "2" 
The TRG will provide input to the conduct of OT&E. The TRG is comprised of subject matter experts (see Appendix C) selected from WSH, NWS Regional Headquarters, the FAA, the U.S. Navy, the ASOS Information Systems Security Official (ISSO), and the NWS Employee Organization (NWSEO) and is chaired by the ASOS Lead from the Software Branch (OPS23). The OT&E Test Director will present the recommendations of the TRG to the ATRB. The ATRB will vote on whether to authorize installation of the software at the OT&E sites. The OT&E Test Director will present the recommendations of the ATRB to the ACCB. After consulting with the ACCB, the ACCB chairman will authorize installation/testing of the new software at the OT&E sites, and may suspend testing at any time, should the performance of the software be found unacceptable.  If OT&E testing is suspended, the TRG (with concurrence from the ATRB) will authorize the resumption of testing when the appropriate corrective actions have been taken. The TRG may recommend additional regression tests prior to the resumption of the OT&E.

The TRG will meet weekly during the conduct of the OT&E. The TRG may also meet irregularly or on an emergency basis, if required by the chair, TRG.  The TRG meetings will be conducted via teleconference calls and will be coordinated by the Test Director.

Meetings of the TRG are conducted to review, clarify, validate, and classify problems documented by the TTRs.  Each problem will be evaluated to determine the priority for fixing and its operational impact. The TRG will work to resolve deficiencies and other test-related issues. TTRs created during the OT&E will be tracked and archived using the TestTrack Pro database.  Each TTR will be classified with a specific priority for fixing and impact to service operations. The TTRs may be assigned numerical scores to indicate the severity of the defect (i.e., the Impact and the Priority).  A 5-point grading system is typically used with 1 being the most severe and 5 being the least severe.
A typical assignment scheme for Impact follows:


1. Prevents successful observation; no workaround.

ACTION: The TRG will recommend the immediate suspension of the OT&E. The software will be turned over to the developer to resolve the problem. The OT&E may be resumed at the recommendation of the TRG after an appropriate fix or workaround has been developed. The Test Team may develop new Test Case Procedures and/or repeat selected Test Case Procedures using the test ASOS systems at WSH and SFSC to fully evaluate the proposed solutions.

2. Prevents successful observation; reasonable workaround.

ACTION: The TRG may recommend continuing the OT&E with an approved workaround in place until an appropriate fix is developed. If a fix becomes available during the OT&E, the TRG may recommend the immediate implementation of the fix. The Test Team may develop new Test Case Procedures and/or repeat selected Test Case Procedures using the test ASOS systems at WSH and SFSC to fully evaluate the fix.

3. Less critical degradation of data.

ACTION: The OT&E may continue at the discretion of the TRG. An approved workaround may be authorized until the problem is fixed, but is not mandatory. Routine deficiencies are documented and prioritized by the proper authority for future fixes.

4. Degradation of system capabilities - No data affected

ACTION: The TRG may recommend that the OT&E continues. The Test Team may develop new Test Case Procedures and/or repeat selected Test Case Procedures in an attempt to reproduce the problem on the test ASOS systems at WSH and SFSC. Any further observations are documented and submitted to the TRG for review.

5. Minimal to no impact - Nice to have

ACTION: The TRG forwards the recommended change to the System Owner (the ACCB chairman) for consideration under the Configuration Management process.

6. Undetermined - The impact has not been determined.

ACTION: None

The Priority addresses how the problem is to be solved. A typical assignment scheme for the Priority follows:

Priority 1 – Needs immediate emergency fix.

ACTION: All appropriate resources are directed to resolve the problem as soon as possible.

Priority 2 – Includes in next maintenance release.

ACTION: The available resources are directed to resolve the problem.

Priority 3 – Includes in future maintenance release.

ACTION: Resources are directed to resolve the problem as allowed.

Priority 4 – Includes in next major build.

ACTION: The item is deferred to the next major release.

Priority 5 – Includes in future major release.

ACTION: The item is deferred to future system improvements.

Priority 6 – Undetermined: The Priority has not yet been assigned.

ACTION: None.
If no critical problems are found or left unresolved, the Test Director will present the TRG’s recommendation to the ACCB for a decision as to whether the OT&E can be declared successful. 

3.2 Test Personnel and Responsibilities

Test personnel are identified in Appendix D.  The following are descriptions of each test personnel role and responsibilities: TC "3.2 Test Personnel and Responsibilities" \f C \l "2" 
Test Review Group Chair (W/OPS23) - The ASOS Lead from the Software Branch (OPS23) will chair the TRG. The Chair convenes the meetings of the TRG.  The Chair works with the TRG to ensure that tests are conducted efficiently and works to resolve any issues that may arise during the conduct of the OT&E.  

The Test Review Group Chair is not a voting member of the TRG unless there is a tie. The TRG Chair casts the deciding vote in the event of a tie.

Test Director (W/OPS24) - The Test Director will ensure that tests are performed as described in this OT&E Plan. In addition, the Test Director will:

· Collect and present TTRs to the TRG for classification, and ensure that all TTRs documented and classified during the OT&E are forwarded to the ACCB for resolution.

· Enter all TTRs into the TestTrack Pro database.  

· Prepare status reports summarizing TTRs, operational issues, and test completions. Status reports will be distributed to the members of the TRG prior to the weekly meetings.  

Following the completion of the OT&E, the Test Director will coordinate a wrap-up meeting to brief the TRG on the status of the tests conducted, summarize the TTRs submitted, and report any other test related issues. The Test Director will submit the TRG recommendation to the ACCB and ensure that the results of the OT&E are properly documented in an OT&E Report.  

The Test Director is a voting member of the TRG

NWS Regional Headquarters ASOS Focal Points – The NWS Regional Headquarters ASOS Focal Points provide liaison between WFOs and WSH.  NWS Regional Headquarters Focal Points will participate in meetings of the TRG, coordinate issues, forward TTRs generated at the OT&E sites to the Test Director and work to resolve any problems discovered during tests.  

The Regional Focal Points are voting members of the TRG.
FAA Focal Point - The FAA Focal Point serves as a single point of contact for notification of progress for notification for FAA sites staff, and training of FAA users.
The FAA Focal Point is a voting member of the TRG

U.S. Navy Focal Point - The U.S. Navy Focal Point serves as a single point of contact for notification of U.S. Navy site staff, training of U.S. Navy users, collection of trouble reports from the U.S. Navy sites, and forwarding of trouble reports to the Test Director.    

The U.S. Navy Focal Point is a voting member of the TRG.

OT&E Site Focal Points – For sites with NWS staff, the NWS OT&E Site Focal Points, the Electronic System Analyst (ESA) or the Electronic Technician (ET) are responsible for coordinating site performance monitoring, for documenting problems on TTR forms (Appendix B), and for forwarding the TTRs to the NWS Regional Headquarters Focal Point who will forward the TTRs to the Test Director.  

The OT&E Site Focal Points are not members of the TRG.

NWS Employees Organization (NWSEO) Representative - The NWSEO focal point represents the NWS employee in matters related to work environment.  

The NWSEO Representative is a voting member of the TRG.

NWS  ASOS Information System Security Officer (ISSO) Focal Point -  The ISSO for ASOS is designated with W/OPS22, the Observing Systems Branch.  The ISSO will participate in the TRG to evaluate the effect of the change on the security impact on the NWS information systems. The OT&E Director may solicit support from the ISSO, or other designated authority, as required to meet the technical objectives of the OT&E.

The ISSO, or other designated authority, is a voting member of the TRG.
NWS  Evaluation Data Analysis Team: -  A team of subject matter experts from WSH will analyze high resolution ASOS data (12 Hour Archive, 5 MIN OBS, OBS (METAR/SPECI), IFW5SEC data, IFWWT data, SYSLOGS, AUDLOGS (requires System Manager password to download), EDITLOGS) from selected OT&E sites during the OT&E, to validate that the meteorological requirements (see section 4.5.1) and other new capabilities are implemented correctly. WSH staff would like the OT&E sites to let them know (via e-mail if possible) when a freezing rain case is occurring or when freezing rain is forecast to occur. WSH staff would also like the OT&E sites to notify them (via e-mail if possible) when bird activity is high at their site. This will allow team members to concentrate on analyzing data from the specific date or time that a case/event is occurring. OPS24 will be responsible for downloading the high resolution ASOS data from all the OT&E sites three times a day. OPS24 will lead the overall management of the data analysis, and other team members from WSH will assist in the review of cases/events.  
The NWS Evaluation Data Analysis Team are not members of the TRG.

4. Test Conduct TC "4. Test Conduct" \f C \l "1" 
This section describes the:

· pre-installation activities

· resource requirements 

· Test Readiness Review 

· installation, evaluation/problem reporting 

· OT&E schedule

· help resources

· post-OT&E activities. 

4.1 Pre-Installation Activities

The following is a list of specific pre-OT&E activities for sites depending on which Government agency is participating in the OT&E.

For sites with NWS staff, the NWS Site Focal Point will:

· Brief users on the OT&E plan.

· Provide users with a copy of the latest V3.05 Release Notes. 

· Ensure the ETs have access to the secure website (from OPS12) that contains draft NWS Mod Note 80G, and ASOS ACU V3.05 firmware, and ensure that the ET’s copies of the DCP V2.0 EPROMs (from OPS12).

·  Coordinate with their respective NWS regional focal points during the OT&E if any problems are found during the OT&E.

· Ask site ET’s to complete the on-line questionnaires either during the OT&E, or at the completion of the OT&E.
For sites with U.S. Navy staff, the Navy Site Focal Point will:

· Brief users on the OT&E plan.

· Provide users with a copy or the latest V3.05 Release Notes.

· Ensure the ETs have access to the secure website (from OPS12) that contains draft NWS Mod Note 80G, and ASOS ACU V3.05 firmware, and ensure that the ET’s copies of the DCP V2.0 EPROMs (from OPS12).
· Coordinate with the SPAWARSYSCEN Charleston, SC if problems are found during the OT&E.

· Ask site ET’s to complete the on-line questionnaires either during the OT&E, or at the completion of the OT&E.
4.2 Resource Requirements TC "4.2 Resource Requirements" \f C \l "2" 
Before OT&E activities can begin at a given site, the following resources must be in place:

Resource Requirements

	Resource
	Description

	Hardware
	For OT&E: DCP V2.0 EPROMS for sites with V2.79W or earlier: initial issued by OPS12, shipped from NLSC.

	Documentation
	a. OT&E Plan 

b. Draft Mod Note 80G provided via a secure website with access strictly limited to only those authorized to download Mod Note 80G.
c. TTR forms – Appendix B 

d. OT&E Questionnaire – on-line via Survey Monkey

e. Spreadsheet with detailed information about the OT&E sites.
f. V3.05 Release Notes

g. SOP  “Operating Procedures For ASOS Password Management”
h. TIN “Technical Implementation Notice” written by OPS24/OPS22

	Software
	For OT&E: ASOS ACU V3.05 firmware provided on a secure website with access strictly limited only to those authorized to download V3.05 firmware.


4.3 TRG “Kick-Off”/TRR OT&E Meeting

The TRG Chair will conduct a TRG “kick-off”/TRR OT&E meeting with the TRG and the ATRB.  The “kick-off” meeting is held to determine if the prerequisites (Section 1.5.1) for the ASOS Software Version 3.05 OT&E have been met and all OT&E resources are in place. The ATRB and TRG will decide when to commence the OT&E. 

4.4 Installation TC "4.4 Test Readiness Review" \f C \l "2" 
Upon direction of the OT&E test director (See Section 3.2), the ASOS ET, from the WFO or office that is responsible for installation, will first install ASOS ACU V3.05 firmware and the DCP V2.0 EPROM following the draft NWS Mod Note 80G. (NOTE:  The ASOS V3.05 firmware and NWS Mod Note 80G will be available only through a secure website from the NWS Maintenance Branch (OPS12). Access to this website will be available only to personnel at the OT&E sites that are authorized to download the V3.05 firmware and Mod Note 80G). The DCP V2.0 EPROMs will be initial issued by OPS12, and shipped from the National Logistics Support Center (NLSC). The ET will annotate the NWS Mod Note 80G with any recommended changes during the installation of the ASOS software. (NOTE:  The ET will retain the previous version of ASOS software and DCP EPROMs during the OT&E in the event the site needs to revert back to this version as the operational version.) 
The ET will complete the OT&E on-line questionnaire (via Survey Monkey - link in section 4.5.2) at the end of the installation and, provide the annotations to Mod Note 80G to the NWS Test Site Focal Point, U.S. Navy Focal Point, or FAA Focal Point. The NWS Test Site Focal Point, U.S. Navy Focal Point, or FAA Focal Point will forward the annotations to Mod Note 80G to the appropriate NWS Regional Focal Point for forwarding to the Test Director. The Test Director will provide the annotations to Mod Note 80G to NWS OPS12 for incorporation into the final revision.  The Test Director will collate all completed questionnaires for use in the test report.

4.5 Evaluation and Problem Reporting TC "4.5 OAT Tests" \f C \l "2" 
The OT&E will last into the spring or summer months of 2011-2012 during regular service operations. A decision on when to end the OT&E will be made by the chairman of the ACCB. During the evaluation period, users will document and report any problems noted, as described in the following section. 

4.5.1 Evaluation

Since all OT&E sites are operational, the evaluation at the sites will consist of review of displays and keyboard commands during routine operations when time permits. NWS staff at WSH will perform a more detailed evaluation of meteorological requirements and selected new capabilities and selected OTR fixes in V3.05. A more detailed description of the test objectives and evaluation criteria from selected parts of section 1.4 are described below. 

4.5.1.1 Meteorological Requirement: Ice Accretion Algorithm.

Evaluation Criterion:  WSH staff would like to obtain 5-10 cases of ice accretion; unless otherwise instructed by the TRG; to validate and confirm the ice accretion algorithm is functioning properly. This test objective will not be validated until the cold season commences.  In addition, the WSH staff would like the OT&E sites to let them know (via e-mail if possible) when a freezing rain case is occurring or when freezing rain is forecast to occur. WSH may not be able to obtain 10 cases of ice accretion if the winter of 2011-2012 is mild.  If not enough cases are obtained during the winter of 2011-2012, the decision to determine whether the ice accretion algorithm is functioning properly will be addressed by the ACCB with input from the ATRB and TRG.  
4.5.1.2 Meteorological Requirement: Ice Free Wind (IFW) Sensor QC Algorithm.

Evaluation Criterion:  The WSH staff would like the OT&E sites to let them know (via e-mail if possible) when bird activity is high at their site. WSH will then analyze the wind data from those sites that experience high bird activity to validate and confirm the IFW Sensor QC Algorithm is functioning properly. The goal of the staff at WSH will be to analyze 5-10 cases; unless otherwise instructed by the TRG; to validate the IFW Sensor QC Algorithm. If not enough cases are obtained during the OT&E, the decision to determine if the IFW Sensor QC Algorithm is functioning properly will be addressed by the ACCB with input from the ATRB and TRG.
4.5.1.3 Meteorological Requirement: Validation of Precipitation Accumulation

Evaluation Criterion:  This algorithm is also known as the “false tip” algorithm. WSH with the help of the OT&E sites, or a subset of OT&E sites (if possible), will look for conditions that might cause a false tip or false increase in precipitation accumulation to occur. Then the WSH staff will analyze the 12 hour archive from the sites that have a potential to report False Precipitation Accumulation to see if the False Precipitation in the 12 hour archive is bracketed (i.e. [0.01] ) and that bracketed data does NOT get added to any precipitation accumulation values; hourly precipitation (Prrrr), 3 hourly, 6 hourly (6rrrr), daily total precipitation (7rrrr), Daily summary total precipitation, Monthly Summary total precipitation,  Daily Summary Message (DSM), or Monthly Summary Message (MSM). The goal of the staff at WSH will be to analyze 5-10 cases; unless otherwise instructed by the TRG; to validate the Validation of Precipitation Accumulation Algorithm. If not enough cases are obtained during the OT&E, the decision to determine if the Validation of Precipitation Accumulation Algorithm is functioning properly will be addressed by the ACCB with input from the ATRB and TRG.     
4.5.1.4 Meteorological Requirement: Change Thunderstorm Reporting Threshold for                       Specials.

Evaluation Criterion: The WSH staff, in conjunction with OT&E sites that have a stand-alone lighting sensor, and selected sites that are connected to the FAA’s ALDARS system (or sites that edit TS or VCTS), will analyze SPECI Observations during thunderstorms to make sure that SPECI’s are generated when a thunderstorm (TS) begins or ends at a site (within 5NM), or a thunderstorm in the vicinity (VCTS) begins or ends (6NM to 10NM) at a site, or changes from VCTS to TS and vice versa. The goal of the staff at WSH will be to analyze 5-10 cases; unless otherwise instructed by the TRG; to validate the Change to Thunderstorm Reporting. If not enough cases are obtained during the OT&E, the decision to determine if the Change to Thunderstorm Reporting is functioning properly will be addressed by the ACCB with input from the ATRB and TRG.     
4.5.1.5 Meteorological Requirement: Sky Condition Algorithm in IFR Conditions.

Evaluation Criterion: The staff at WSH will analyze 5-10 cases of sky condition; unless otherwise instructed by the TRG; from the OT&E sites in Instrument Flight Rule (IFR) conditions (ceilings < 1000FT) to validate the sky condition algorithm. WSH staff will analyze the raw ceilometer data in the 12 hour archive, and use it to determine if the sky condition in METARs and SPECI’s is correct.
4.5.1.6 Evaluation of New Capabilities.

Evaluation Criterion:  The OT&E sites or a subset of OT&E sites will validate the following selected list of New Capabilities in V3.05 as least one time as they naturally occur in an operational environment. 
Generate Specials for Begin/End/Change Intensity of Ice Pellets – SPECI’s will be generated for observer edited Ice Pellets for beginning, ending, or change of intensity.
Displaying and Voicing of all Values of Density Altitude – ASOS will now also voice and display density altitude values below 1000 feet.
Separate Report Processing for Each Sensor – When multiple sensors (ceilometer or visibility) are configured, report processing can now be turned off or on for each sensor.  
Report Multiple “FEW” Layers in Sky Field – ASOS now allows multiple cloud layers to be reported as FEW.
QC Error Message for Dew Point with Missing Ambient Temperature – The Observer can no longer enter a dew point temperature without a valid ambient temperature. 
Revise VDU Display Format for Temp/Dew – Temperatures are now displayed to the nearest tenth of a degree Celsius, and to the nearest whole degree Fahrenheit. 

Display Last Transmitted METAR/SPECI Report – The OID and VDU will now display the last transmitted METAR/SPECI report along with the current pending METAR/SPECI report.
Manual Entry of “000” in Sky Field – 000 (total obscuration) will now be allowed to be edited in the sky field.
Cursor Control During Correction Edit – Allows observer quicker control of the cursor during the edit process,
Connect WSP and Report 10sec Winds – Allows for connection to the FAA’s WSP program to transmit 2 minute average wind speed (updated every ten seconds), magnetic wind direction, and wind gust information.
Prevent Use of Sensor Data when Report Processing is Off – When report processing is off, the sensor data will not be used in any algorithms that compute parameters for reporting weather conditions.
 Add “LST” Label to the Date Field on Physical and OID Screens – To avoid confusion, “LST” will be entered next to the time in the date/time field on the OID screen and on the Physicals page.
Increase Local Ports to Support Testing – increase the number of local sensor ports on the ACU from three to six.
Provide Technician Authorization to Set DSM/MSM Transmit Times – Now the technician (in addition to the system manager) can change the DSM/MSM transmit times.
Generate GTA Radio Tone at TECH Level – Now the technician (in addition to the system manager) can generate the GTA tone.
Auto Enable/Disable of Freezing Rain Sensor – Allows the freezing rain sensor to be turned on or off remotely by downloading its configuration file stored in its AOMC file.
Expand Operation Periods for Freezing Rain Sensor – Expands the date/time periods for turning on/off the freezing rain sensor from six to nine periods.
Move Pressure Sensors to Bottom of Report Processing Page – To avoid accidental turning off of the pressure sensors, the pressure sensors have been moved to the bottom of the Report Processing page, and a confirmation question is asked to ensure that this is the intent of the operator.
Store Software Versions for ASOS Operations and Monitoring Center (AOMC) Uploads - Automatically store the ASOS software version numbers for the ACU, Data

Collection Package (DCP), and PSOS during AOMC uploads.
Evaluation Criterion:  The staff at WSH will validate the following selected list of New Capabilities at least one time as they naturally occur in an operational environment.   

Transmit Specials at Anytime – Allows for SPECI’s to be generated during the METAR edit time.

Include Temp/Dew Remark in All OBS – The “T-group” will now be included in all Observations (METARS and SPECIS).

Change Daily Summary Product Sky Cover Labels – Sky cover labels in the Daily Summary Product will now be reported in OKTAS.

Software Support for Additional ASOSs – An ASOS site that is not required to have a present weather sensor configured will have an “A01” encoded in the remarks section of the METAR. An ASOS that is required to have a present weather sensor configured will be encoded with an “A02” in the remarks section of the METAR.
Remove Additive Data from Specials Transmitted During Hourly Edit - Only the hourly precipitation remark (Pxxxx group) will be encoded in SPECI reports.
Change Order of Encoded Remarks for Beginning/Ending Times of Thunderstorms – The thunderstorm begin/end times will now be encoded after the precipitation remark to comply with FMH-1.
Do Not Compute Minutes of Sunshine for Latitudes Greater than 60 – ASOS will no longer compute minutes of sunshine for sites with latitudes greater than 60 degrees.
Increase the Size of the Cloud Statistic Archive – the cloud archive is increased from 24 hours to 48 hours (96 values). 
Store Data that Causes a Data Quality Error in Brackets – All sensor data received that causes a data quality error and all sensor data received when report processing is turned off will be displayed with brackets in the 12 hour archive. 
4.5.1.7 A Selected Set of OTR Fixes.

Evaluation Criterion: The OT&E sites or a subset of OT&E sites will validate the following selected list of OTR fixes in V3.05 at least one time as they naturally occur in an operational environment.
OTR 1013 – Missing Edit Log Entry for Manual Special Reports – when using GENOB-SPEC-EDIT-EXIT the manually generated SPECI is not recorded in the EDIT LOG.
OTR 1021 – Missing Edit Log Entries – when a manually entered value in a SPECI or a METAR is removed using the <remove> or <space bar> the EDIT LOG does not reflect the change. 
OTR 1022 – ASOS Automatically Deletes PL from Present Weather – an augmented value of PL in the Present Weather Field was automatically deleted from the Present Weather Field and the SPECI.
OTR 1033 – ARCH2 Function Not Archiving Requested 5-Minute Observations – The user requested 2 hour archive was producing the incorrect 2 hour period. 
OTR 1041 – Pressure Parameters Reported Using Only One Pressure Sensor – Pressure was still reported with only one pressure sensor reporting.
OTR 1047 – Incorrect Function Present Weather – if an observer removed UP from the present weather field, the present weather field was not changed from automated to manual.  
Evaluation Criterion: The staff at WSH will validate the following selected list of OTR fixes in V3.05 at least one time as they naturally occur in an operational environment.

OTR 1001 – If Present Weather Field is in Manual Mode when Freezing Rain Ends and Field is Reset, ASOS will carry Freezing Rain when None Exists. 
OTR 1002 – Edit Log Contains Date Time without any Log Entry – Downloading the EDIT LOG using Direct Command Mode (DCM) contain date entries without any description of the edit.

OTR 1004 – Peak Wind Remark Not Encoded During transmission of Observation.  
OTR 1054 – Rounding Negative Temperatures – Negative temperatures for the 24 hour temperature were being rounded down (-1.5 was rounded to -2.0) Now they are rounded up (-1.5 is rounded to -1.0).
OTR 1074 – ASOS ACU Processor Status Nomenclature – the ACU Processor Status used the terms WARM and COLD. This was confusing, so it was changed to SOFT or HARD to reflect what the DCP Processor Status terms.  
4.5.1.8 Five new security upgrades for password management and new audit log functions as designed.
Evaluation Criterion:  The OT&E will be performed in two phases, Phase 1 at 17 service level D and O sites, Phase 2 at 26 service level A, B, C, and D sites. 

Phase I
SFSC will prepare password tables following the guidance in the SOP. The passwords will be created using a password generator program. There will be 5 passwords created for each user group (TEC, SYS, RAC, and CRIT) and each region will have their own set of unique passwords. There will be 1 table for the technician (TEC), 1 for the system manager (SYS), 1 for the remote access code (RAC), and 1 for the critical regional password (CRIT). 

The password tables will be encrypted using McAfee Endpoint Encryption Software and sent via email to the Regional ASOS Focal Points (not Pacific Region for Phase 1), OPS12, NCDC (RAC only), and the AOMC. The tables should be stored in a locked cabinet or safe. The NWS Regional ASOS Focal Points will be responsible for disseminating passwords to necessary users at the OT&E field offices. 
If the user cannot remember the password and can’t get access to the password table, they will follow a process (see Appendix E for a flowchart of this process): First they will call their local NWS Focal Point for the password. If their local NWS Focal Point is unavailable, they will contact the NWS Regional ASOS Focal Point for the password. If the NWS Regional Focal Point is unavailable, they will contact the AOMC for the password. Before AOMC gives the caller the password, AOMC will ask the caller if they have first tried to contact their local NWS focal point or NWS Regional Focal Point. Then they will ask the employee to provide their PIN (6 digit following guidelines in the SOP) to validate that they are authorized to receive the passwords. AOMC will then provide the user with the password over the phone (see Appendix E).
The NWS Regional ASOS Focal Point will give the SFSC a list of POC of individuals who would need PINS (TEC and SYS) to access the passwords if forgotten. SFSC will generate PINS using a number generator program. A PIN table will be created containing the OT&E field site POC and their PINS. This PIN table will be encrypted and sent back to the NWS Regional ASOS Focal Point, AOMC, and ISSO (OPS22). The encrypted PIN tables will be decrypted by the AOMC, ISSO, and NWS Regional Focal Points using a password provided by SFSC via email that will decrypt the PIN tables. The NWS Regional ASOS Focal Point will be responsible for disseminating PINS to necessary users at the OT&E field offices. 
A password test for a compromised password will be performed during the OT&E during normal business hours and on a weekend. During normal business hours the site will contact the System Manager (SYS) for their site, and the SYS will contact the NWS Regional Focal Point. The NWS Regional Focal Point will inform (email) AOMC, OPS12, SFSC, OPS24 that an employee has left the NWS or is a security risk: thus the passwords will need to be changed for the entire region. OPS12 will then change the passwords (using their script file) for the entire region. During a weekend, the site will contact the SYS, and the SYS will contact the AOMC directly. The AOMC will then change the password only for that particular ASOS site. At the start of the next business day OPS12 will use their script file to dial into all the OT&E sites in the particular region and change all the passwords to the same password AOMC used for the site that was changed over the weekend. A test for a “breached” system; multiple attempts to dial into a site; will also be tested during OT&E. The NWS Regional Focal Point will let OPS22 (Joe Facundo/Jim McNitt) know via email that there was an attempted breach of the ASOS system in question. OPS22 will let SFSC know that an attempted breach of the system has occurred. SFSC will then search the ASOS log files to find certain SYSLOG messages that correspond to an attempted breach. Once SFSC confirms that there was an attempted breach, SFSC will let OPS12 and AOMC know that the password(s) for all sites in that region need to be changed. OPS12 will then dial into all the ASOS sites in the region where the attempted breached occurred and change all the passwords in that particular region using the script file and passwords from the password table supplied by SFSC. The 5 new security upgrades for password management will need at least two sixty day cycles to test password expiration.
Phase 2
Phase 2 will be similar to Phase 1. Phase 2 sites are Service Level A, B, and C sites (observer augmentation). Phase 2 will also incorporate the NWS and FAA sites for new users (OBS and ATC), and NWSTC. More details to follow at a later date.  The 5 new security upgrades for password management will need at least two sixty day cycles to test password expiration.
4.5.1.9 Request for NOTAM Requirement 
Evaluation Criterion:  NWS Instruction 10-1305; Surface Observing Program (Land) Observational Quality Control http://www.weather.gov/ops2/ops24/documents/asos_v3.htm states the requirement for NOTAM reporting for ASOS and the WFO’s responsibility to notify the FAA of the need for NOTAM issuances and cancellations. The request for NOTAM will be divided into the two phases of the OT&E. For the first phase of the OT&E (at unstaffed sites), the Meteorologist in Charge (MIC) or designee at the WFO responsible for QC of the ASOS site will be responsible for notifying the FAA of the request for NOTAM. The MIC or designee will also be responsible for notifying the FAA when the NOTAM is no longer needed (when the firmware is installed and the ASOS is up and running). During the second phase of the OT&E (at staffed sites), the FAA will provide the NWS procedures for NOTAM.  
4.5.2 Problem Reporting and OT&E Questionnaire

For the U.S. Navy sites, the users will report problems to the Site Focal Point on TTR forms (Appendix B), who will then forward the completed forms to the U.S. Navy Focal Point.  The U.S. Navy Focal Point will submit the problems on TTR forms to the Test Director. 

For NWS and FAA sites, users will report problems to the NWS Site Focal Point on TTR forms, who will then forward the completed forms to the NWS regional focal points, who will forward the completed forms to the Test Director.

The Test Director will enter all received TTRs into the Test Track Pro database for retention.  The Test Director will present all received TTRs to the TRG at its weekly meetings for review and adjudication. 

Either during the OT&E or at the conclusion of the OT&E, the ETs, site focal points, and observers (if possible in Phase 2 coordinated by the FAA with the Contract Weather Observers (CWO’s)), will be asked to fill out a short survey on the quality of the OT&E and the quality of the V3.05 firmware. This will be done by using an on-line form using Survey Monkey: http://www.surveymonkey.com/s/G5GQXPV
4.6 OT&E Schedule TC "4.7 Schedule" \f C \l "2" 
The OT&E will be conducted in two phases. Phase 1 will take place at 17 service level D and O sites (sites with no observer augmentation) starting in October2011. During Phase 2, the OT&E will be expanded to include 26 service level A, B, C (sites with observer augmentation) sites and will start after the FAA training of Air Traffic Controllers (ATC) and Observers (OBS) is complete. The OT&E will continue into the spring or perhaps summer of 2011-2012 until enough cases are obtained for the evaluation of meteorological requirements, or until the ACCB decides that the OT&E is successful. The schedule is contingent on the completion of the ST. Any critical problems deemed by the TRG, ATRB, and ACCB will require a fix.  A follow-on OT&E would be required to validate critical fixes.

4.7 Help During the OT&E TC "4.8 Help during the OAT" \f C \l "2" 
Normal questions regarding the performance of the ASOS during the OT&E should be directed to the AOMC.  Specific questions regarding the new capabilities and fixes during the OT&E should be directed to the Test Director:

Joseph Fiore  

Test and Evaluation Branch (OPS24)

Phone: 301-713-0326 x119

Cell: 703-328-0746

Fax: 301-713-0912 

joseph.fiore@noaa.gov
4.8 Post-OT&E Activities TC "4.9 Post-OAT Activities" \f C \l "2" 
Unless a decision to the contrary is made by the ACCB, ASOS V3.05 software and ASOS DCP V2.0 EPROMS will remain in place following the successful conclusion of the OT&E. The Test Director will collate all received questionnaires; ensures NWS OPS12 receives all annotated draft NWS Mod Notes, and prepares the final list of TTRs documented during the OT&E with the TRG assigned priority and impact values.  

5. Conclusions and Final Recommendation TC "4.9.2 Final Recommendation" \f C \l "3" 
The TRG Chair will convene a wrap-up meeting at the end of the evaluation period.  The Test Director will review and present to the TRG the activities conducted to date, including a summary of TTRs documented and prioritized, and any other test findings. The TRG Chair will ensure that all Impact 1 and 2 TTRs are closed, and that all operationally acceptable workarounds that were adjudicated have been properly documented. 
The TRG will review the information presented and recommend whether the OT&E is successful. The TRG will vote to recommend the national deployment of the ASOS V3.05 software to the ATRB. The recommendation will be a simple majority vote.  Dissenting opinions will be recorded and noted on the Test Report. The OT&E Test Director will report the conclusions and recommendation of the TRG to the ATRB. The ATRB will make the final decision on the OT&E. The ATRB Chair will report the ATRB decision to the ACCB as input into the ACCB’s decision whether to implement the associated Request for Change; and associated recommendation for national deployment; for the ASOS Software Version 3.05.   

6. OT&E Report TC "4.9.3 OAT Report" \f C \l "3" 
An OT&E Report will be prepared by W/OPS24 upon completion of the OT&E, and will be reviewed and approved by the TRG, and the recommendation of the TRG will be forwarded to the ATRB, and ACCB. The OT&E Report provides a complete record of the OT&E including details and status of all OT&E TTRs, findings, and recommendations. The OT&E Report will be made available on the W/OPS24 website.

Appendix A - OT&E Site Characteristics (Phase 1 sites in yellow highlight)
TABLE 1: OT&E Sites (NWS, FAA, NAVY)

	Number
	ASOS SITE ID
	ASOS SITE NAME
	AGENCY
	NWS Region
	ASOS Type
	Software Version
	2.0 DCP EPROMS Needed (Y/N)?

	1
	BFD
	Bradford, PA
	FAA
	E
	1 DCP
	2.79Y
	N

	2
	RME

	Rome, NY
	FAA
	E
	1 DCP
	2.79Y
	N

	3
	TAN
	Taunton, MA
	FAA
	E
	1 DCP
	2.79Y
	N

	4
	HIO
	Portland, OR
	FAA
	W
	1 DCP
	2.79Y
	N

	5
	POR

	Portage, AK
	FAA
	A
	1 DCP
	2.83
	Y

	6
	GKN

	Gulkana, AK
	FAA
	A
	1 DCP
	2.79Y
	N

	7
	JNU
	Juneau, AK
	FAA
	A
	1 DCP
	2.79Y
	N

	8
	KNAK
	Annapolis, MD
	NAVY
	E
	1 DCP
	2.79Y
	N

	9
	KNGU
	Norfolk NAS, VA
	NAVY
	E
	1 DCP
	2.79Y
	N

	10
	KNKT

	Cherry Point MCAS, NC
	NAVY
	E
	1 DCP
	2.79Y
	N

	11
	KNBC

	Beaufort, SC

	NAVY
	E
	1 DCP
	2.79X
	N

	12
	KNIP
	Jacksonville NAS, NC
	NAVY
	S
	1 DCP
	2.79Y
	N

	13
	FAI
	Fairbanks, AK
	NWS
	A
	2 DCP
	2.79Y
	N

	14
	ANJ
	Sault Ste. Marie, MI
	NWS
	C
	SCA
	2.79Y
	N

	15
	DSM  
	Des Moines, IA
	NWS
	C
	1 DCP
	2.79Y
	N

	16
	GRB
	Green Bay, WI 
	NWS
	C
	1 DCP
	2.79Y
	N

	17
	PIA
	Peoria, IL 
	NWS
	C
	1 DCP
	2.79Y
	N

	18
	SGF
	Springfield, MO
	NWS
	C
	1 DCP
	2.79Y
	N

	19
	TOP
	Topeka, KS 
	NWS
	C
	1 DCP
	2.79Y
	N

	20
	BIS
	Bismarck, ND
	NWS
	C
	1 DCP
	2.79Y
	N

	21
	COU
	Columbia, MO
	NWS
	C
	1 DCP
	2.79Y
	N

	22
	ACY
	Atlantic City, NJ
	NWS
	E
	1 DCP
	2.79W
	Y

	23
	CLE
	Cleveland, OH
	NWS
	E
	2 DCP
	2.79Y
	N

	24
	ORH
	Worcester, MA
	NWS
	E
	1 DCP
	2.79D
	Y

	25
	PWM
	Portland, ME
	NWS
	E
	2 DCP
	2.79E
	Y

	26
	WAL
	Wallops, Island, VA
	NWS
	E
	1 DCP
	2.79D
	Y

	27
	ITO
	Hilo, HI
	NWS
	P
	1 DCP
	2.79Y
	N

	28
	LIH
	Lihue, HI
	NWS
	P
	1 DCP
	2.79Y
	N

	29
	GIF
	Winter Haven, FL
	NWS
	S
	1 DCP
	2.79Y
	N

	30
	ATT
	Austin, TX
	NWS
	S
	1 DCP
	2.79Y
	N

	31
	TRI
	Bristol, TN
	NWS
	S
	1 DCP
	2.79Y
	N

	32
	DFW
	Dallas – Ft. Worth, TX 
	NWS
	S
	2 DCP
	2.79D
	Y

	33
	TUL
	Tulsa, OK
	NWS
	S
	SCA
	2.79Y
	N

	34
	LOL
	Lovelock, NV
	NWS
	W
	1 DCP
	2.79Y
	N

	35
	P68
	Eureka, NV
	FAA
	W
	1 DCP
	2.79D
	Y

	36
	PDT
	Pendleton, OR
	NWS
	W
	1 DCP
	2.79Y
	N

	37

	OLS
	Nogales, AZ
	FAA
	W
	1 DCP
	2.79Y
	N

	38
	SLC
	Salt Lake City, UT
	NWS
	W
	1 DCP
	2.79Y
	N

	39
	CLM
	Port Angeles, WA
	FAA
	W
	1 DCP
	2.79D
	Y

	40
	TUS
	Tucson, AZ
	NWS
	W
	1 DCP
	2.79Y
	N

	41
	BFI
	Boeing Field, WA
	FAA
	W
	1 DCP
	2.79D
	Y

	42
	BIL
	Billings, MT
	NWS
	W
	1 DCP
	2.79Y
	N

	43
	SMP
	Stampede Pass, WA
	NWS
	W
	1 DCP
	2.79D
	Y


Appendix B - Test Trouble Report (TTR) form

ASOS TROUBLE REPORT
TYPE/NO             LOCATION (SID)                               
TROUBLE REPORT TITLE                                             
DATE/TIME DISCOVERED               ORIGINATOR                    
AFFECTED SUBSYSTEM                       S/W VER  ___________                                      
A. DESCRIPTION AND CAUSE OF PROBLEM:
B. MAINTENANCE CONSULTED?
       YES         NO (WHY?) 

C. PROBLEM NOTED ELSEWHERE?
       YES (WHERE?)       NO

D. TECHNICAL DATA ATTACHED?
       YES        PAGES

       NO

APPROVED                                           DATE            
Appendix C – TRG and ATRB members





TRG Members

	Name/Organization
	Function
	Vote

	Peggy Hoch (W/OPS23)
	Test Review Group Chair
	-

	Joseph Fiore (W/OPS24)
	Test Director
	-

	Greg Dalyai (W/OPS12)
	Maintenance Branch
	√

	Bing Huang (ATO-T)
	FAA Focal Point
	√

	Tim Rutkoswki (W/ER41)
	Eastern Region ASOS Focal Point
	√

	Lewis Harrington (W/SR41)
	Southern Region ASOS Focal Point
	√

	Tom Townsend (W/CR1)
	Central Region ASOS Focal Point
	√

	Adam Mathis (W/WR1)
	Western Region ASOS Focal Point
	√

	James Durr (W/AR4)
	Alaska Region ASOS Focal Point
	√

	John Bush (W/PR1)
	Pacific Region ASOS Focal Point
	√

	Dan Sobien (WFO TBW)
	NWS Employee Organization Focal Point
	√

	Christopher Stark (W/OPS32)
	AOMC
	√

	Jim McNitt (W/OPS22)
	ISSO (ASOS)
	√

	Gerald “Wayne” Knight (SPAWARSYSCEN)
	Navy Focal Point
	√

	Blake Lasher (NCDC)
	NCDC Focal Point
	√






ATRB Members

	Name/Organization
	Function
	Vote

	Dave Mannarano (W/OPS22)
	ATRB Chair/Primary
	-

	Joseph Fiore (W/OPS24)
	DOC/NWS Secretariat/Alternate Chair/Primary
	-

	Khien Nguyen (W/OPS24)
	DOC/NWS Secretariat Alternate
	-

	Dave Mannarano (W/OPS22)
	DOC Primary
	√

	Tom Townsend (W/CR1)
	DOC Alternate
	(√)

	Bing Huang (FAA- ATO-T)
	FAA Primary
	√

	Tugen Kieu (FAA–ATO-W)
	FAA Alternate
	(√)

	Robert “Chuck” Beebe (USAF Offutt AFB)
	USAF Primary
	√

	Philip Haines (USAF Offutt AFB)  
	USAF Alternate
	(√)

	Gerald “Wayne” Knight (SPAWARSYSCEN)
	US Navy Primary
	√

	Ronald Heatherdale (SPAWARSYSCEN) 
	US Navy Alternate
	(√)

	Roy Rasmussen (NCAR)
	NCAR Primary 
	√

	Scott Landolt (NCAR)
	NCAR Alternate
	(√)


Appendix D- Test Personnel

Test Review Group Chair (OPS23):


Peggy Hoch

Software Branch (OPS23)


301-713-0191 x165




peggy.hoch@noaa.gov
OT&E Test Director (OPS24):


Joseph Fiore  


Test and Evaluation Branch (OPS24)


301-713-0326 x119

   joseph.fiore@noaa.gov
Test and Evaluation Branch (OPS24):

Khien Nguyen

Test and Evaluation Branch (OPS24)


301-713-0326 x 177

khien.nguyen@noaa.gov 
Maintenance Branch (OPS12):


Gregory Dalyai

Maintenance Branch (OPS12)


301-713-1835 x147


gregory.dalyai@noaa.gov
ASOS ISSO (OPS22):

Joe Facundo
Observing Systems Branch (OPS22)

301-713-2093 x 101

joseph.facundo@noaa.gov 
AOMC (OPS32):


Christopher Stark (OPS32)


ASOS Operations Monitoring Center (AOMC)


 301-713-0864 x 151 


christopher.stark@noaa.gov
Software Branch (OPS23):


Hak Kim (OPS23)


301-713-0191 x 169


hak.kim@noaa.gov
Evaluation Data Analysis Team:


Richard Parry (OPS22)


301-713-2093 x 109

richard.parry@noaa.gov

Chester Schmitt (OPS22)


310-713-2093 x 214

chester.schmitt@noaa.gov
Jennifer Dover (OPS22)


703-661-1259

jennifer.dover@noaa.gov
Joseph Fiore (OPS24) 


301-713-0326 x 119


joseph.fiore@noaa.gov

Khien Nguyen (OPS24)


301-713-0326 x 177

khien.nguyen@noaa.gov
Aaron Poyer (OPS24)

301-713-0326 x 112
aaron.poyer@noaa.gov
Sergio Marsh (OS7)

703-661-1259

Sergio.Marsh@noaa.gov

James Zdrojewski (OS4)


301-713-1970 x 181


james.zdrojewski@noaa.gov
NWS Regional Headquarters ASOS Focal Points:

Eastern Region

Tim Rutkoswki (W/ER41)


631-244-0139





timothy.rutkowski@noaa.gov
 





Kevin Murray (W/ER42)


631-244-0146





kevin.murray@noaa.gov
Central Region

Bob Brashears (W/CR42)


816-268-3161




bob.brashears@noaa.gov 





Tom Townsend (W/CR1)


816-268-3149





tom.townsend@noaa.gov
Southern Region

Lewis Harrington (W/SR41)


817-978-7777 x 143 
lewis.harrington@noaa.gov
Victor Murphy (W/SR13)


817-978-1100 x 130 
victor.murphy@noaa.gov
Western Region

Adam Mathis (W/WR421)


801-524-5120 x 269 




adam.mathis@noaa.gov




Scott Birch (W/WR1x5)


801-524-4000 x 264 




scott.birch@noaa.gov
NWS Alaska Region

James Durr (W/AR4)



907-271-2482 




james.durr@noaa.gov
Don Bolton (W/AR4)



907-271-3408 




don.bolton@noaa.gov
NWS Pacific Region

John Bush (W/PR1)



808-532-6435 




john.bush@noaa.gov
Alan Lowe (W/PR1)



808-532-6429 




alan.lowe@noaa.gov




ALT: David Meek (W/PR1)


808-532-6437 




david.meek@noaa.gov
NWSEO Focal Point:  

NWS Central Region 

Dan Sobien




813- 645-2323




dan.sobien@noaa.gov
FAA Focal Point (FAA Headquarters)

Bing Huang (ATO-T)

bing.huang@faa.gov

 

(208) 386-8579

Tuyen Kieu (ATO-W)

tuyen.kieu@faa.gov



(202)-267-9435


USAF Focal Point (AF Weather Agency)

Mr. Philip Haines
philip.haines@offutt.af.mil        

402-294-9561
Mr. Robert Beebeerobert.beebe@offutt.af.mil        

402-294-9560
U.S. Navy Focal Point (SPAWARSYSCEN):

Gerald “Wayne” Knight
gerald.knight@nav.mil


843-218-4818



OT&E Test Site Electronic Systems Analyst (ESA):

	SITE
	Focal Point (Function)
	Phone No.

	BFD – Bradford, PA
	Bruce Cromell (ESA)
	814-231-2428

	RME – Rome, NY
	Ronald Quillen (ESA)
	607-770-9531 x228

	TAN – Taunton. MA 
	Mike Esip (ESA)
	508-823-2444

	HIO – Portland, OR
	Bill Flieder (ESA)
	503-326-2340 x260

	POR – Portage, AK
	Jim Kincaid (Sr. ET)
	907-266-5122

	GKN – Gulkana, AK
	Jim Kincaid (Sr. ET)
	907-266-5122

	JNU – Juneau, AK
	Kim Custer (ESA)
	907-790-6812

	KNAK – Annapolis, MD
	Arthur Patrick (ESA)
	703-661-0106 x228

	KNGU – Norfolk NAS, VA
	Corwin Patterson
	757-322-3470

	KNGT – Cherry Point MCAS, NC
	Capt Steve Trask
	252-466-2537

	KNBC – Beaufort MCAS, SC
	CWO Poulin
	843-228-72930

	KNIP – Jacksonville NAS, FL
	Harry Werner
	904-542-3877

	FAI – Fairbanks, AK
	Randy Davis (ESA)
	907-458-3715

	ANJ – Sault Ste. Marie, MI
	Robert Weaver (ESA)
	989-732-6128

	DSM – Des Moines, IA
	David Reese (ESA)
	515-270-4501 x372

	GRB – Green Bay, WI
	Robert Hoag (ESA)
	920-497-8941

	PIA – Peoria, IL
	Ed Martin (ESA)
	217-732-4029

	SGF – Springfield, MO
	Quay Kendrick (ESA)
	417-863-2163

	TOP – Topeka, KS
	Michael Terr (ESA)
	785-232-1493 x766

	BIS – Bismarck, ND
	Karl Venneberg (ESA)
	701-250-4493

	COU – Columbia, MO
	Neil Hill (ESA)
	636-447-1876

	ACY – Atlantic City, NJ
	Keith Pugh (ESA)
	609-261-6601 x228

	CLE – Cleveland, OH
	Paul Svoboda (ESA)
	216-265-2382

	ORH – Worcester, MA
	Mike Esip (ESA)
	508-823-2444

	PWM – Portland, ME
	Chris McGrath (ESA)
	207-688-3225 x228

	WAL – Wallops Island, VA
	Doug Jones (ESA)
	757-899-5733 x228

	ITO – Hilo, HI
	Steve Butler (Sr. ET)
	808-933-6987

	LIH – Lihue, HI
	Tracy Young (ET)
	808-832-3259

	GIF – Winter Haven, FL
	George Fislar (ESA)
	813-645-4111 x260

	ATT – Austin, TX 
	Brian Read (ESA)
	830-629-0213

	TRI – Bristol, TN
	Eddie Maynard (ESA)
	423-586-4067

	DFW – Dallas-Ft. Worth, TX
	TBD (ESA)
	TBD

	TUL – Tulsa, OK
	Isaiah Daniels (ESA)
	918-832-4113 x413

	LOL – Lovelock, NV
	Kris Johnson (ESA)
	702-361-3132

	P68 – Eureka, NV
	Steven Leedy (ESA)
	775-778-6719 x 260

	PDT – Pendleton, OR
	Johnny Blagg (ESA)
	541-276-7832 x260 

	OLS – Nogales, AZ
	Christopher Carney (ESA)
	575-589-3982

	SLC – Salt Lake City, UT
	Greg Wallace (ESA)
	801-524-5170

	CLM – Port Angeles, WA
	Donald Price (ESA)
	206-526-6095 x260

	TUS – Tucson, AZ
	Dennis Barron (ESA)
	520-670-6118 x260

	BFI – Boeing Field, WA
	Donald Price (ESA)
	206-526-6095 x260

	BIL – Billings, MT
	Tony Browder (ESA)
	406-652-1314 x260

	SMP –Stampede Pass, WA
	Donald Price (ESA)
	206-526-6095 x260


OT&E Test Site Focal Points (OPL/ET/RMS/ESA/Weather (Navy sites):

	SITE
	Focal Point (OPL/ET/RMS)
	Phone No.

	BFD – Bradford, PA
	Paul Head (OPL)
	814-231-2426 x226

	RME – Rome, NY
	Mike Nadolski (OPL)
	607-770-9531 

	TAN – Taunton. MA 
	Alan Dunham (Lead Met Tech)
	508-823-1900 

	HIO – Portland, OR
	Bill Flieder (ESA)
	503-326-2340 x260

	POR – Portage, AK
	David White (ET)

James Durr (RMS)
	907-266-5124
907-271-3482

	GKN – Gulkana, AK
	Dave White (ET)

James Durr (RMS)
	907-266-5124
907-271-3482

	JNU – Juneau, AK
	John Lindsey (ET)
James Durr (RMS)
	907-790-6188
907-271-3482

	KNAK – Annapolis, MD
	Arthur Patrick (ESA)
	703-661-0106 x228

	KNGU – Norfolk NAS, VA
	Michael Vinson
	757-445-1131

	KNGT – Cherry Point MCAS, NC
	SSgt. Gerry Schiller 
	252-466-4442

	KNBC – Beaufort MCAS, SC
	Staff Sgt. Christian
	843-228-7927

	KNIP – Jacksonville NAS, FL
	Frank Andrews
	904-542-2535

	FAI – Fairbanks, AK
	Robbie Parker (ET)

Jim Durr (RMS)
	907-458-3726

907-271-3482

	ANJ – Sault Ste. Marie, MI
	Keith Berger (OPL)
	989-731-3384 x327

	DSM – Des Moines, IA
	Robert Deroy (DAPM)
	515-270-4501 x327

	GRB – Green Bay, WI
	Pat Hein (OPL)

Dan Clark (Met Tech)
	920-494-5845 x468


	PIA – Peoria, IL
	Bill Ousley (Lead Met Tech)
	217-732-4029 x327

	SGF – Springfield, MO
	Larry Dooley (OPL)
	417-863-8028

	TOP – Topeka, KS
	Michael Couch (OPL)
	785-232-1493 

	BIS – Bismarck, ND
	Leonard Peterson (ET)
	701-250-4224 x327

	COU – Columbia, MO
	Karl Sieczynski (OPL)
	636-447-1876 x468

	ACY – Atlantic City, NJ
	Phillip Scheibe (OPL))
	609-261-6602

	CLE – Cleveland, OH
	Brian Mitchell (Lead Met Tech))
	216-265-2382 x436

	ORH – Worcester, MA
	Alan Dunham (Lead Met Tech)
	508-823-1900

	PWM – Portland, ME
	Eugene Roberts (Met Tech)
	207-688-3216

	WAL – Wallops Island, VA
	Richard Curry (OPL)
	757-899-2415

	ITO – Hilo, HI
	Deanna Marks (OIC)
	808-933-6941

	LIH – Lihue, HI
	Gregory Hall (OIC)
	808-245-2420

	GIF – Winter Haven, FL
	Dave Brogan (ET)
	813-645-2323 x402

	ATT – Austin, TX 
	Dale Lininger (ET)
	830-629-0213 x220

	TRI – Bristol, TN
	Ernest Duxbury (ET)
	423-586-4067

	DFW – Dallas-Ft. Worth, TX
	William Hill (ET)
	817-831-1157  

	TUL – Tulsa, OK
	Kennedy Richardson (ET)
	918-832-4113 x263

	LOL – Lovelock, NV
	Kris Johnson (ESA)
	775-673-8102 x260

	P68 – Eureka, NV
	Steven Leedy (ESA)
	775-778-6719 x 260

	PDT – Pendleton, OR
	Johnny Blagg (ESA)
	541-276-7832 x260 

	OLS – Nogales, AZ
	Christopher Carney (ESA)
	575-589-3982

	SLC – Salt Lake City, UT
	Greg Wallace (ESA)
	801-524-5170

	CLM – Port Angeles, WA
	Donald Price (ESA)
	206-526-6095 x260

	TUS – Tucson, AZ
	Christopher Carney (ESA)
	575-589-3982

	BFI – Boeing Field, WA
	Donald Price (ESA)
	206-526-6095 x260

	BIL – Billings, MT
	Tony Browder (ESA)
	406-652-1314 x260

	SMP –Stampede Pass, WA
	Donald Price (ESA)
	206-526-6095 x260


Appendix E – Process for Lost Password:
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