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1.

Purpose / Background
The purpose of this SOP is to provide the necessary minimal basic guidance to add a

computer object to the National Weather Service Active Directory Services (NADS)
system.

Scope

This SOP pertains to the following types administrators:
e Enterprise Administrators
e Domain Administrators
e Local (OU) Administrators

Prerequisites

Installation of adminpak.msi. This installation file is already part of the server baseline,
but can also be installed on any client machine (Windows XP SP2). A copy of
adminpak.msi is typically available on any domain controller in c:\ windows\ system32.
Your Domain Administrator can provide additional guidance.

The tool, Active Directory Users and Computers, should be used for adding computer
objects to Active Directory

You must have proper administration privileges for the OU where the computer object
is to reside.

Procedures
This section covers the necessary procedures to add a computer objects to NADS.
This SOP is divided into two separate sections:

e DPre-stage computer object in Active Directory
e C(lient configuration and Active Directory joining procedures
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Pre-stage a Computer Object in Active Directory

A. Before you can add a computer object to Active Directory, you must pre-stage the
computer object within Active Directory in the proper OU. To pre-stage a computer
object select Active Directory Users and Computers from the Administrative Tools suite. A
windows similar the following will appear:

# Active Directory Users and Computers

@ File  Action  View Window Help - J
EE T I
@ Active Directory Users and Compuber: | er.nws.noaa 36 objects
*- (] saved Queries Narne | Type | Diescription A
* @ SELLRLS (& akq Organizational ...
ALY Organizational ...
(& BEm Organizational ...
BOR Organizational ...
BT Organizational ...
ELUF Organizational ...
(ewikin buikinDomain
CAE Organizational ...
CAR Organizational ...
@ CHS Organizational ...
CLE Organizational ...
Dcamputers Container Default cantainer Far upar...
[@cTe Organizational ...
(8 cws-zBw Organizstional ...
CWSL-ZDC Organizational ...
CWSL-ZMY Organizational ...
(] cws-z0B Organizational ...
Domain Controllers Organizational ... Default container for dam. ..
ERH Organizational ...
DFureignSecurityPrin:ipals Container Drefault container for secu...
GSP Organizational ...
QYR Organizational ...
LM Organizational ...
[ES) Y Organizational ...
L Organizational ...
MH Organizational ...
(& ok Organizational ...
PBZ Organizational ...
< > | pHo Organizational ... hd

B. Navigate to the location within Active Directory where the target user account exists.
Typically the location is within an Organizational Unit (OU). The following screen
depicts an example of navigating to the computers OU at WFO Caribou:
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<& Active Directory Users and Computers

@ File Action ¥iew Window Help _
s mEye XENE 2 0BT S

= @ BF . MWS, N0aa ~ Computers 0 objects

AKQ MNarng ‘ Type Description \
ALy
(] BaM There are noitems ko show in this view.,
(&3 Box
(& BTV
BLF
121 Builkin
CAE
(&1 car

+1-{&3) Administrators

+

T[] ] ] - [

+ (&) Groups
¥ Laptops
+] Ops_Computers
¥ Users
(&) cHs
(&) e
(L Computers
CTP
CWSU-ZBW
CWSU-ZDC
(&) CwsU-zhy
(& CwsU-zoB —
(&3] Domain Controllers
(& ERH
[:I ForeignSecurityPrincipals
GP
G
+- (&) ILM
+-(&] LN
+ (] Lwx v
< | >

E N = e S R e = == R

C. In our example we will be adding the computer object CAR-W-001. To accomplish this,
right-click in the right pane . A sub-menu will appear. Select New = Computer ... (you
can also access this from the Action pull-down menu = New - Computer)

¥ Active Directory Users and Computers

@ File  Action  Wiew Window Help — =] x|
- BE B FEE @ BilfilhvE
= @er‘nws‘noaa -~ Computers 0 objects

* AKQ Marme | Type | Description \

(& ALy

{23 BaM There are no ikems ko show in this view.

3 Administratars Delegate Contral...
(&) Computers Move...

+-(&] Groups Find...

€3 Laptops

+- (&) Ops_Computers ' Computer

£y Users all Tasks ¥ Contact

(&1 cHs Group

CLE Refresh InetOrgPerson

(2 Computers View ¥ MSMQ Queue Alias

(& cw Organizational Lnit

CWISL-ZEMY Arrange Ioons » Prinker

(& cwsu-zne Line up Icons

(&) Cwsu-Zny Properties

CWSLI-ZOB -

(&3] Domain Contrallers

ERH

D ForeignSecurityPrincipals

(& G

G

(& 1m

EA R}

L v

< | >

T

User
Shared Folder
Help

B e e e I e e S S e O I e e T S

Create a new object...

D. After selecting New - Computer... the following window will appear.
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Mew Object - Computer,

Computer name:

= Create in:  er.nws.noaa/CAR AComputers

3

Computer name [pre-windows 2000];

User or group:

The following uger or group can join thiz computer to a domain.

| Default: Domain Admins

| [ Change...

[[] &zsign this computer account az a pre“windows 2000 computer

[] &ssign this computer account as a backup domain contraller

Cancel

E. Within the New Object - Computer window, enter the new Computer name which is in
accordance with SOP NWS-0004 - NADS Naming Standards. In our example, we will

add the computer object CAR-W-001.

Mew Object - Computer,

Computer name:

= Create in:  er.mwe.noaa/CaR /Computers

3

A —p |D&F|-W-DEI1|

Computer name [pre-windows 2000]:
B— |EAH-W-DD1

User or group:

The following user or group can join this computer to a domain.

| Defaul: Damain Admins

| l Change...

mao

[[] Azsign this computer account az a preswindows 2000 computer

[] &s2sign this computer account as a backup domain contraller

Mest > ][ Cancel ]

Item Applicability

Description/Examples

A - Computer Name Mandatory

Must conform to NADS
naming standards

B - Computer name (pre- Auto-populated (No Action
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Windows 2000) Required)

C - User or Group No Action Appropriate permissions to
join computers to the domain
are set within the domain
group policy object (GPO)

D - Assign this computer No Action

account...

E - Assign this computer No Action

account...

F. After the New Object - Computer dialog box is properly filled in, click Next.

Managed

Create in: er.hwz. hoaa/CAR /Computers
==

[f you are creating a computer account for a managed computer, select the
check box below, and then wpe the computer's complete GUID. The GUID
may be found in the system BIOS ar posted an the computer caze.

[ This is a managed computer

%]

l [ Cancel

G. The functionality provided in the Managed dialog box is not utilized. Click Next. The

New Object - Computer summary dialog box will appear
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New Object - Computer

Create e er.nws noaa/CAR /Computers
=]

YWhen you click Finizh, the following object will be created:

3

Full name:

CAR-w-001

[ < Back ]|

Finizh

| [ Cancel ]

H. Click Finish and you will now be able to view the newly created computer object within

L

the Active Directory Users and Computers console.

< Active Directory Users and Computers

< File
e &m

Ackion  Miew  MWindow

Help

2 gl va

=l @ BF NS, N0a3

AKQ

ALY

BGM

BO

BTY

BUF

123 Builtin

CAE

CAR

63 Adrministratars
Compuiters

+ GrOLIPS

+-(&d] Laptops

+-(&i] Ops_Computers

+-(&3] Users

(] cHs

(€8 CLE

[ Computers

(g8 cIP

(] CwsU-zBw

[£] CwsU-zDC

(] CwsLU-zhy

(] CwsU-zoB

Domain Controllers

ERH

I:l ForeignSecurityPrincipals

G3P

Gy

M

LN

LWx

7

T [ ] ] ] -

I e e R e S e SN e SN e NN SO S E S S

|

| *

# || Computers 1 objects

BElES)
T

Marme:

| Type

Description

= can-w-nn1

Cormputer

Once the computer object is created, it is then necessary to add the computer object to
the appropriate security groups in order to ensure proper permissions and Group Policy
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Object (GPO) propagation. In our example, we will add the CAR-W-001 computer
object the CAR-Computers security group.

J.  Inorder to add a computer object to a specific security group, you will need to access
the computer object’s properties. This is accomplished by right-clicking on the
computer object and selecting properties in the sub-menu.

< Active Directory Users and Computers f_l@lgl

@ File Action View ‘Window Help == =]
o BE LB XE Q@ elinvE
= B er.rws.noaa A || Computers 1 objects
+ ARQ Name Type Description |
+ ALY g ca Cormputer
* EGM Disable Accounkt
+ (&) BOX Reset Account
+ (&) BTY Move. .
H BUF Manage
[ Builin
+ CAE Al Tasks 3
-1 (&3 Car
+-{&) Administratars
(€] Computers
+ Laptops
+ Ops_Computers Help
+{&) Users
+ (] CHS
+.(& AE
+] [:I Computers
+. (23 TR
+ (8] CwsU-ZBW
+ (] CWSL-ZDC
+ (] CWSL-ZNY
(] CWSI-Z0B
+ Domain Controllers
+{&] ERH
+ [ ForeignSecurityPrincipals
+ (] G5
+ (] G

Cut
Delete

Opens property sheet for the current selection.

K. After selecting properties, the computer object’s dialog box will appear. There are
multiple tabs in the computer object’s properties dialog box. Many of the tabs and fields
will be auto-populated once the computer object is actually joined to the domain (i.e.
Operating system, DNS name). Some of the tabs may be useful to utilize, but this is left
to the discretion of the local administrator (i.e. Managed By, Location). We are going to
focus on adding the computer object to a specific computer group via the Member Of
tab. Click on the Member Of tab.
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CAR-W-001 Properties

Delegation Location tanaged By
General | O perating 5pstem b ember OF
= | | CeRwan
Computer name [prewindows 2000]; I:l-'l'-.FI 000 |
DMS name: | |
Rale: |Workslation ar server |
Dezcription: | |

[ 0k H Cancel ] Apply

L. Once you have selected the Member Of tab you will notice that by default the computer
object is already a member of the Domain Computer security group.
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CAR-W-001 Properties

Drelegation Location Managed B
General Operating Spstem tMember OF
Member of:
Hame Active Directory Folder

Domain Computers — er mws hoaad|dsers

Add...

l l Bemove

Frimary group:

Set Primary Group

Dlomain Computers

There iz no need ta change Primary group unless
wou have Macintosh clientz or POS1X-compliant
applications.

I Ok H Cancel ] Apply

M. In order to add the computer object CAR-W-001 to the CAR-Computers security group,
click the Add... button. The Select Group dialog box will appear.

Select Groups

Select thiz object tupe;

|Gru:-u|:us or Built-in zecurnty principalz

| [ Object Tpes... ]

Erom thiz location:

| E[.AWE N0as

H Locations... ]

Enter the object names to select [examples]:

Check Mames

o) (ol

N. In the Select Group dialog box, enter the name (or partial name) of the security group

that you wish to add the computer object to. In our example, we will enter CAR-

Computers.
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Select Groups @

Select thiz object tupe:

|I3r|:uups or Built-in zecurity principals | [ Object Tupes... ]

Eram thiz location:

|er.nws.nnaa H Locations... ]

Enter the abject names to select [examples]:

Cal-computers Check Mames

)8 H Cancel ]

O. Once you type in the name of the security group, click OK. A query is then performed
against the Active Directory LDAP database. If a match is found it will return the result
(or results if you typed in a partial security group name).

P. Click OK to add the computer object CAR-W-001 to the security group CAR-

Select Groups

Select thiz object type:

|I3r|:uups ar Built-in zecurity principals | [ Object Types... ]

Eromn thiz location:

|er.nws.nnaa H Locations. .. ]

Enter the object names to select [examples]:

CAR-Computers LCheck Mames

[ (] ][ Cancel ]

Computers.
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CAR-W-001 Properties

D eleqation Lacatian kanaged By
General Operating Syztem Member OF
tember of:
Mame Active Directony Folder

CAR-Computers er.rwz. noaad CaR AGroups
Domain Computers  ernws.noaadUsers

&dd..

Frimary group: Domain Computers

There iz na heed ta change Primany group unless
wou have Macintozh clients or POSE-compliant
applications,

[ ] H Canicel H Apply ]

Q. You will now see the computer object CAR-W-001 is now a member of the security
group CAR-Computers. Click OK to return to the Active Directory Users and
Computers console.

R. This completes the procedures for pre-staging a computer object in Active Directory.

Client Configuration and Active Directory Joining Procedures

A. After you have successfully pre-staged the computer object in Active Directory, you will
now join the client computer to Active Directory. The following procedures are
generated from a Windows XP SP2 client and designed to aid the local administrator in
adding a client to the domain.

B. For the purpose of joining the domain, disable any firewall software. NOTE: During
these procedures, you will be required to reboot the client. After the client has
rebooted, be sure to check and make sure that the firewall is still off.
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C. You will need to change the host name of the client which is joining Active Directory
and disjoin any current Active Directory domain the client may be a part of. The client
host name must be the same hostname as that which was pre-staged in Active Directory
also the host name must conform to the NADS Naming Standards described in NADS

SOP NWS-0004.

D. In order to change the hostname and/or disjoint a computer from an existing Active
Directory domain, right-click on the My Computer icon which is either on the desktop
or pinned to the Start menu and select properties.

c.kockx

Internet

Calculator

E-mail

. Remote Desktop
Connection

("SDQ;

|

2]
[

B Command Prompt

Notepad

i
I

[ = Microsoft Office
L == word 2007

A—
| Shortcut to
|@ OUTLOOK.EXE
| —j SafeBoot
Administration

All Programs D

Mozilla Thunderbird ﬁ
| -J Mv I‘JIPEI
- |

’) My Documents

7] My Recent
| Documents

f_} My Pictures

“‘; Open
[ Absolute Delete

l Explore
Search...

Manage

o

.. W Scan for viruses...

.l
| Map Network Drive...
Disconnect Metwark Driv

: ,' Show on Desktop
U@ Rename

P Properies |
s

):) Search

.-:E Run...

g| Log Off @| Shut Down

E. The System Properties dialog box will now appear.
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System Properties

System Restore Automatic Updates Remote
| Computer Name Hardware Advanced

System:
Microsoft Windows XP
Professional
Version 2002
Service Pack 2

Registered to:
Curt Kocho

76487-0EM-D011503-00102

Manufactured and supported by Del Inspiron 3400
Genuine Intel(R) CPU

T2500 @ 2.00GHz
557 MHz, 2.00 GE of RAM
Physical Address Extension

[ Support Information ]

| ok || cance |

F. Select the Computer Name tab.
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System Properties

| System Restore { Automatic Updates ( Remate [
General | ComputerName = i  Hardware |  Advanced |

- Windows uses the following information to identify your computer
I on the network.

Computer description: ITO Laptop

For example: "Kitchen Computer” or "Mary's

Computer”.
Full computer name: SIT-LATO sjt noaa.gov
Domain: SL.AWS No3a.gov

To use the Network Identification Wizard to join a Network |D

domain and create a local user account, click Netwaork

To rename this computer or join @ domain, click Change.

[ ok [ Cencel |

G. Within the Computer Name tab select Change...The Computer Name Changes dialog
box will appear

Computer Name Changes

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:

Full computer name:
SJT-LATO sit.noaa.gov

Member of
*) Domain;
|sr.nws noaa.gov |

) Workgroup:

K Cancel
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H. If the client is already a member of an existing domain, it is necessary to remove the
client from the current domain. You accomplish this by selecting Workgroup and type
in WORKGROUP for the workgroup name.

Computer Name Changes

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:

SJT-LITO |

Full computer name:
SJT-LATO sit noaa.gov|

Member of
) Domain;

{*) Workgroup:
|‘."'.|'OHKGHOLIP |

[ OK H Cancel ]

I. Click OK. You may be prompted to provide network credentials to the old domain. If
so, enter the credentials which have the authority to remove clients from the old Active

Directory domain. Follow the instructions on the screen to reboot the machine

J.  After the client computer has rebooted, logon as the local administrator and return to
the Computer Name Changes Dialog box.

NADS-0007
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Computer Name Changes

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
SJT-L-TO |

Full computer name:
SJT-LATO sit no=a.gov|

Member of
) Domain:

%) Workgroup:
|w0H|<GHOUP |

oK || Cancel |

K. Now we will change the computer name to match the name which was previously pre-
staged in Active Directory. Change the computer in the Computer name field. In our
example, we will change SJT-L-ITO to CAR-W-001.
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Computer Name Changes E[‘X|

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
|CAH-‘.’IJ-DD1| |

Full computer name:
CAR-W-001 sit.noaa.gov

More
Member of
) Domain:
%) Workgroup:
|w0H|<GHOUP |
[ QK ] [ Cancel ]

L. Click OK. NOTE: The full computer name may not reflect the correct Full Computer
Name at this time. This will be corrected once the client joins the new domain. After
clicking OK you will be prompted to reboot the client.

M. After the machines reboots and logon as the local administrator. You will now need to
configure your DNS servers on your primary Network Interface Card (NIC) to point to
your new domain’s DNS servers. Your Domain Administrators or the Enterprise
Administrator can supply you with the specific IP addresses applicable to your location.

N. In order to configure the DNS servers for your primary NIC, access the Network
Connections applet through the control panel. The following is an example of the
Network Connections dialog box.
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= Network Connections
File Edit View Favorites Tools Advanced Help

Qe - @ - | P search [ Folders | [~

Address | @ Network Connections

Connection Manager

Network Tasks

—  Southern Region VPN Access
Disconnected

WAN Miniport (L2TP)

Create a new connection

ﬁ Change Windows Firewall
settings

LAN or High-Speed Internet
See Also

1394 Connection ‘Wireless Network Connection

4 Network Troubleshoater

Connected Not connected
LY 1394 Net Adapter P Dell Wireless 1390 WLAN Mini-Card
Other Places Local Area Connection
Connected

B control Panel
i_q My Network Places
(£} My Documents

T4, Broadcom 440x 10/100 Integrated ...

Virtual Private Network

i My Computer

SRH

Disconnected
Details <59 WAN Miniport (PFTP)

Hetwork Connections
System Folder

5 objects

" Network Connections
Edit View Favorites Tools Advanced Help wﬂ'

\\9 Lﬁ /"3 Search l[’ Folders '

& Network Connections

Connection Manager
Network Tasks

e y St caines

WAN Miniport (L2TP)

@ Change Windows Frewal ]
settings =

@ Disable this network device
8, Repair this connection

]} Rename this connection @ 1394 Connection

LAN or High-Speed Internet

Wireless Network Connection
Connected Not connected
/L, 1394 Net Adapter L @) pell Wireless 1390 WLAN Mini-Card

& View status of this
connection

Change settings of this
comnection

Disable
Status
Repair

]

Other Places |

Virtual Prival

@ Control Panel 1 Bridge Connections

N My Network Places

|
{5} My Documents SRH|  Create Shortcut

B Disa
g My Computer T wan|
Rename
Detais 3

Local Area Connection

LAN or High-Speed Internet
Connected

Broadcom 440x 10/100
Integrated Controller

1P Address: 198.206.32.59
Subnet Mask: 255.255.255.0
Manualy Configured

3 View or change settings for this connection, such as adapter, protocol, or modem configuration settings.

P. After selecting the NIC's properties, the NIC’s Properties dialog box will appear.
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4- Local Area Connection Prope... EE|

General | Advanced |

Connect using:

E® Broadcom 440« 104100 Integrated Cc

This connection uses the following tems:

gﬁientfl:ur Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
QGDS Facket Scheduler

Intemet Protocol (TCP/IP)

[ Install.. ] Uninsta Properties

Description

Transmission Contral Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

| ok || cance |

Q. Select Internet Protocol (TCP/IP) and click on Properties. The Internet Protocol
(TCP/IP) properties dialog box will appear.
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Internet Protocol (TCP/IP) Properties E[Z|

General |

You can get |P settings assigned automatically f your network supparts
this capabilty. Othenwise, you need to ask your networs administrator for
the appropriate IP settings.

(") Cbtain an IP address automatically
{(#)lse the following |IF address:}

IP address: | 198 .206. 32 . 59 |
Subniet mask: | 255 . 255 .255 . 0 |
Default gateway: | 198 .206 . 32 . 4 |

Enable

N
N
- (%) Use the following DNS server addresses:

Primary AD
DNS Server » Prefered DNS server: | 138 .206. 58 . 241 |
> Atemiate DNS server: | 204 .227. 9% . 36 |

Secondary AD
DNS Server
[ QK l [ Cancel ]

R. Check the Use the following DNS server Addresses toggle. Enter the IP addresses for the
primary and secondary AD DNS servers applicable to your location.

S.  Click OK to close the Internet Protocol (TCP/IP) Properties dialog box. Click OK
within the NICs properties dialog box to apply the changes.

T. Now we are ready to join the machine to the new Active Directory domain. You need
to return to the Computer Name Changes dialog box. Paragraphs D-G of this section
explain how to navigate to this dialog box.
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Computer Name Changes

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
|CAH-w-DD1| |

Full computer name:
CAR-W-001 sit.noaa.gov

Member of
) Domain:

%) Workgroup:
|w0H|<GHOUP |

[ oK ][ Cancel ]

U. We will now add the client CAR-W-001 to the ERNWS.NOAA domain. In order to
accomplish this, select the Domain toggle button under the Member of section of the
Computer Name Changes dialog box. Then enter the full qualified domain name of the
domain which you are joining. In our example, we are joining the ER NWS.NOAA
domain.
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Computer Name Changes ?[Z

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
CAR-W-D01 |

Full computer name:
CAR-W-001 sit.noaa.gov

Member of
(%) Domain:

|EF.I'IWS .I'IEIEIEIl |

) Workgroup:

| ok || cance |

V. Click OK and you will be requested to provide credentials that have the permissions to
add objects to the Active Directory.

Computer Name Changes ? rz
=

Enter the name and password of an account with permission
to join the domain.

User name: | | 5§ w |

Password: | |

W. After providing the correct credentials, click OK. Once you have successfully joined
the domain you will receive a dialog box welcoming you to the new domain. Click OK
and then you will be prompted to reboot the machine. Follow the instruction on the
screen.
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X. After the machine has rebooted, logon with domain credentials. Once logged-on, you
should force the Group Policy Objects to refresh the machine. This is accomplished by

opening a DOS window and running the command gpupdate /force.

= Command Prompt

C:~Documents and Settingssc.kockxrgpupdate ~force
Refreshing Policy. ..

User Policy Refresh has completed.
Computer Policy Refresh has completed.

IC:~Documents and Settingssc.kockx>_

Y. You should see that your User and Computer policies have been refreshed. You may

receive an additional messages stating that a reboot is required to apply all the
necessary setting. If this is the case, follow the on-screen instructions.

Z. This completes the procedures for joining a computer object Active Directory.

5. Roles & Responsibilities

The Enterprise and Domain Administrators are the subject matter experts for the above

listed procedures.

6. Training

Additional training information is available from your Domain Administrator, as well

as, various courses located on the NOAA E-Learning web site http:/ /e-
learning.doc.gov/noaa/.

7.  Monitoring Requirements

Computer object naming convention must adhere to NADS Naming Standards (SOP

NWS-0004)

8. Record Management
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None required

9. References

NWS-0004 NADS Naming Standards
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