9.  SERVICE BACKUP OPERATIONS
This section describes the RiverPro service backup features.  The service backup requirements are driven primarily by the need to ensure consistent VTEC event information among neighboring offices.  In summary, the service backup operates as follows:

a) Define supporting information - This information must be defined beforehand to support service backup. Also, the river and other hydrometeorological data for the other office’s forecast points must be actively collected by the office providing backup.  
b) Share product information with backup offices - As RiverPro products are issued, the necessary event “tracking” data are routinely and automatically transmitted from the host office to the backup offices.  This information is stored at the backup offices and used to keep them “up-to-date” in case they need to assume backup responsibility. 
c) Provide service backup operations when needed - When the backup office needs to provide service backup support, the user of RiverPro “switches” to that out-of-operation office and RiverPro then functions as if they were that office.  
d) Restore data integrity upon normal operations - After service is restored to that office, the office providing backup sends out the same “tracking” information on the products it issued on behalf of the out-of-operation office, so that the restored office can “pick up” where the backup office left.  This last step is critical to ensure the integrity of the VTEC event information among neighboring offices.
The following sections describe each of these aspects of the service backup operations.  A diagram showing the basic data flow and process control of the RiverPro service backup operations is shown in Figure 9-1.  Note that all the log files, except for the Message Handling System (MHS) log files, are viewable from within the RiverPro application.
9.1 Define Supporting Information
To perform service backup, an office must already have the office definitions and also the station definition and product definition information used at the neighboring offices. 
9.1.1 Host Office Information

The identity of the host office is defined in Admin database table, which is managed using the HydroBase application.  Specifically, the host office is managed from the “Station Id” field in the Setup|Administration dialog.  

9.1.2  Product Definition Information

There are certain file-based data requirements.  The RiverPro product definition sets (i.e. “pcc” files) and the RiverPro templates (i.e. “.tpl” files) for the primary backup and secondary backup offices must be maintained at the host office in its file directory structure.  These data sets should be obtained from the neighboring offices and kept current.
When RiverPro is started, it is initially loads the configuration for the host office – i.e. the product definition sets and forecast point information loaded are for only those forecast points which are assigned to the host office. 
9.1.3  HydroBase Supporting Information

In order to transmit information on product issuances to neighboring offices, it is necessary to define which offices provide service backup for which forecast points.  This is accomplished by defining the HSA designation and the primary backup and secondary backup HSA office for river forecast points using the HydroBase application.
Use the menu option Setup|RiverPro Forecast Group/Points... to define the primary and second backup HSAs for each forecast point, and use the menu option Location|Modify Location... to define the responsible host HSA.  

The information for a given forecast point location should be defined in the IHFS databases at three offices: the host office, the primary backup office, and the secondary backup office.  The assignments for each of these offices must be identical for each of the three databases.  For example, forecast point XYZ which has the host HSA defined as HOS, and the primary and secondary backup defined as PRI and SEC, respectively, in the database at the HOS office, would have the exact same three assignments in the databases at the offices PRI and SEC.

If the primary or secondary backup office for a forecast point is not known, then the value of “XXX” should be entered. 
9.1.4  RiverPro Display of Supporting Information
The information defined via HydroBase can be displayed in RiverPro for reference purposes.  In the Forecast Point|Reference Information... dialog, the HSA, Primary HSA Backup (Backup1), and Secondary HSA Backup (Backup2) are shown in the scrolled list at the top of window for the currently selected office.  This informs the user of where the service backup information will be sent.
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9.2 Sharing Product Information
When a VTEC product is issued, the issuing office will send product information to all neighboring offices which provide service backup to the forecast points in the product.  This information describes certain attributes about the product issuance, including the VTEC information.   At the receiving office, this information is ingested and posted to the local database, which is then accessible from RiverPro in case it needs to provide service backup functions.
9.2.1  Transmit Product Information 
Upon issuing a product, RiverPro automatically prepares a set of product information for each office which provides primary or secondary service backup to at least one of the forecast points in the product.  The information includes data from the following IHFS database tables:

· VTECevent – Contains the VTEC P-VTEC and H-VTEC codes for each event
· FpPrevProd – Contains general hydrologic state information for each forecast point, which is referenced as “previous product” information in subsequent RiverPro sessions.

· TextProduct – Contains the actual product itself.   
These tables are written to upon issuance of the product.  RiverPro then invokes a script to extract, format, and send this information to the appropriate backup sites.  The script which performs the transfer is: 

/awips/hydroapps/whfs/local/bin/rpf_sendbackup

It is invoked for each office which needs data sent to it.  Therefore a given product will usually invoke this script more than once.  The script is called with the following arguments:

· product identifier

· product time

· source WFO identifier

· destination WFO identifier

The source identifier and destination identifiers state which office is generating and sending the information and which office is to receive this information, respectively.  They do not necessarily indicate which office is the host office, primary, or secondary office.  That information is defined in the IHFS database setup information discussed earlier.

The product identifier and time are used to identify the product just sent.  Knowing this, the product information is then filtered to contain only those locations which have a host, primary, or secondary office defined as the destination offices.

The script extracts the information in the VTECevent, FpPrevProd, and TextProduct IHFS database tables and concatenates the data into the file:


/awips/hydroapps/local/data/product/productid.productime.toXXX,

where the producttime is given in MMDDHHMM format and XXX is the destination WFO. 

This file is then sent to the destination office using the AWIPS MHS distributeProduct function; the file is sent via the AWIPS WAN (Wide Area Network).  For any MHS product, an action code must be assigned to the product; for these data sets, the action code has an identifier of “RIVPROD_BACKUP”.  This code is used at the receiving office to identify what to do with the product.  
The rpf_sendbackup script writes log information to the daily RiverPro product issuance log located at:


/awips/hydroapps/whfs/local/data/log/rpf_issue.log.yyyymmdd

This log file is viewable from within the RiverPro user interface.

9.2.2  Receipt of Product Information
Each office has a MHS function for collecting products from the WAN.  Based on the MHS action code, the product is processed accordingly.  When products are received with an action code of “RIVPROD_BACKUP”, then the following “receive” script is invoked:

/awips/hydroapps/whfs/bin/process_rpf_backup_msg
This script currently resides on the AWIPS DS machines.  These systems do not have access to the IHFS relational database engine.  Therefore this script immediately invokes a secondary script which does have IHFS database.  This secondary script is:


/awips/hydroapps/whfs/bin/load_rpf_backup_msg
It reads the data file containing the RiverPro service backup information sent from the neighboring office.  These data are separated into its three data components which correspond to IHFS database tables: VTECevent, FpPrevProd (Forecast Point Previous Product), and TextProduct.  Each data set is then posted to the database table.

The script logs its action into a daily log file at:


/awips/hydroapps/whfs/local/data/log/process_rpf_backup.log.yyyymmdd

This log file is viewable from within the RiverPro user interface, using the RiverPro Log|Daily Product Issuances... dialog.

The backup information received is sent as a routine action when products are issued at neighboring offices.  The information is only used when the service backup operations are performed by an office.  RiverPro’s interface allows a user to “select” the HSA for which it operates.  The interface features associated with service backup support are described in a later section.

9.3 Operating in Service Backup Mode
If an office needs to provide service backup support for a neighboring office, the RiverPro interface provides the means to operate as if they were the neighboring office, and to view and manage information in support of this mode.  The general operation of RiverPro is identical regardless of whether operating for the host office or a backup office. The few interfaces that are specific to the service backup offices are discussed in this section.
9.3.1  Select HSA

The RiverPro method of operation with respect to service backup is that the user works with a set of forecast points for one and only one HSA at a time.  By default, the application always starts up as the host HSA.  To switch to a different office for the purpose of providing service backup to that office, use the Settings|Select HSA... menu option.  This results in a new window being displayed, from which the active HSA office can be selected.  

On the main window, the selected office controls which forecast points (listed on the right half of the main window) and which product definition sets (listed in the left half of the window) are considered.  Selection of an office also defines which template files are available.  The definition set and template files for each office should have already been loaded in local directories, as discussed earlier.
9.3.2  Show Previous VTEC events

When operating RiverPro in service back mode, it is necessary to view information on the previous VTEC events and product issued for the office.

By selecting the Settings|Modify VTEC Settings... menu option, a window is displayed.  A list of all previously issued events is shown in the bottom half of the window.   This list can be filtered to show only those events which were issued for the currently selected office or it can list events for all offices.
9.3.3  Show Previous Products for All HSAs
The Product|View/Correct/Send Previous…menu option can be selected to display a window that can show all previously issued products, whether for the host office or from neighboring offices.  The list of previous products can be sorted by product identifier.  This can be very helpful to see products sorted by the different office from which it was issued, as there is no option to list only those products locally generated by the host office.   Alternatively, the list can be sorted by product time.

When saving the issued product in the TextProduct table under non-Practice workstation mode, products are stored as either "V" for VTEC products, "O" for non-VTEC official products, and "R" for NWR products.  The Product|View/Correct/Send Previous… dialog recognizes these three categories when displaying products and allows the user to filter the list based on the product type.  From the list, a product can be selected and viewed in a view-only window or can be viewed in an editor.

When selecting one of the previous products listed in the left side of the window, a list of forecast points that were in that product is shown in the right side of the window.  Note that because of routine data purging operations, the list of forecast points associated with a given product may not always be available.  
This window also contains the button enabling the user to transmit backup information from a backup office to an office after it is restored to normal service.  This important action is discussed later.

9.3.4  Show Product Issuance Log

The Log|Daily Product Issuances... menu option provides the user a way to easily review the daily log files which detail the actions of the product issue operation.  
The issue operations include both the sending out the product itself to the public and the sending of the service backup information internally to neighboring offices.  If no products are issued for a given day, this file will not be created, and attempts to view the file will display an empty log file in the editor.  The current day's log file is displayed by default.  To view previous day's log files, use the option to open a separate file, which most editors have.  
The issue log files are named:  rpf_issue.log.YYYYMMDD.  They are located in the directory /awips/hydroapps/whfs/local/data/log/riverpro.

9.3.5  Show Backup Receipt Log

The Log|Daily Backup Info Receipt…dialog provides the user a way to easily review the daily log files which detail the operations of the receipt of RiverPro backup information from neighboring offices.  
Although these operations are not performed or even invoked from RiverPro, the information received from these operations is central to the RiverPro backup support operations.   If no products are received for a given day, this file will not be created, and attempts to view the file will display an empty log file in the editor.  The current day's log file is displayed by default.  To view previous day's log files, most editors have an option to open a file. 

The receipt log files are named:  process_rpf_backup_log.YYYYMMDD,  and are located in the directory: /awips/hydroapps/whfs/local/data/log/riverpro
9.4  Restoration of Service Backup Data 

During normal operations, any time that a product with VTEC codes is issued, RiverPro sends service backup information to that office.  The other offices store this information in a stand-by mode.  When an office requires service backup, it issues products on behalf of the out-of-operation office.  

The backup office attempts to transmit product information to the out-of-operation office during this time, but presumably the office will not receive this information because of the very fact that it is out of operation.  Eventually, the out-of-operation office will return to its normal operational mode.  

To provide the “restored” office the proper information for the continuity of product issuance, it is CRITICALLY IMPORTANT that the backup office send this information to the restored office.  The process is called “restoration of service”.  To do this, the user of RiverPro must manually invoke the requests to have the data sent for EACH product issued on behalf of the out-of-operation office.  
This ability is provided through the RiverPro interface by selecting the Product|View/Corrected/Send Previous...menu option.  
In the resulting window, there is a push button that allows the user to send backup information as part of the restoration-of-service operations.  If the list of forecast points is available, then the host office for the forecast point is shown in parenthesis.  This host office attribute is critical in knowing which office to send the service backup support information after the restoration of service occurs.  After the host office returns to operations, the RiverPro user at the backup office must send the backup information for each product issued on behalf of the host.  This is done using the pushbutton “Send Backup Info to Restored Backed Up Office”.  

This action will result in data being sent only to the office that was being backed up.  For example, if the primary backup office is sending the data to the original, host office, the data are not also sent to the secondary office.
When using the restoration of service option, the same script (rpf_sendbackup) is used as is used when sending the routine backup information sets.  Sending the same information more than once is not a problem as the duplicate information will simply be ignored for any data transfers subsequent to the first one.
9.5  Data Purging

Two processes regularly purge data from the IHFS database and from the file system.  Both processes are run from the cron scheduler.  The purge_files script runs four times a day usually and purges files according to a retention period given in the script, which is located in the /awips/hydroapps/whfs/bin directory.  The script purges from the following directories relevant to the RiverPro service backup operations:

/awips/hydroapps/whfs/local/data/log/riverpro/*.log.*

/awips/hydroapps/whfs/local/data/product/*.*

The db_purge application runs once a day usually and purges data from the following data tables relevant to the RiverPro service backup operations: VTECevent, FpPrevProd, TextProduct.  The retention period for that latter two tables tables can be defined using HydroBase; the VTECevent purging is handled in a specialized manner.  A separate document explains the database purging process.

9.6  Example Product Distribution

An example of where RiverPro sends backup information may help explain the RiverPro service backup operations.  Assume that a RiverPro VTEC product is created and issued for three events (i.e. three river forecast points) and has the following general contents:

Product Header

Product Basis section
Headline section
Summary section

UGC1

VTEC1


Segment body for forecast point FCSTPT1
$$

UGC2
VTEC2 



Segment body for forecast point FCSTPT2
$$

UGC3
VTEC3 



Segment body for forecast point FCSTPT3
$$

Call-to-Action section

Also, assume that for the three forecast points in the product, the following HSA assignments are set up in the hydro database:

	Id
	Host HSA
	Primary

Backup HSA
	Secondary

Backup HAS

	FCSTPT1
	HOS
	BK1
	BK2

	FCSTPT2
	HOS
	BK2
	BK3

	FCSTPT3
	HOS
	BK3
	BK2



Upon issuance, the backup offices are sent service backup information for the following forecast points:

Office BK1 
( 
FCSTPT1

Office BK2 
( 
FCSTPT1, FCSTPT2, FCSTPT3

Office BK3 
(
FCSTPT2, FCSTPT3 

If the host HOS office becomes disabled, the three offices will need to provide service backup capability for the office.  Operations for one of these offices (BK2) are considered further in this example.  


RiverPro at BK2 can be started, and the user can switch to become the office HOS and generate products as if they were HOS.  As office BK2 continues to issue products for HOS, the product information will be sent from BK2 to BK1, HOS, and BK3. 

Office HOS will presumably not be able to properly receive and ingest these data values.  Therefore, once operations for HOS are restored, BK2 must send the product information back to HOS through use of the RiverPro interface.
9.6 Script rpf_sendbackup_latest

This script is used to send the latest RiverPro product issuance information with the highest VTEC event tracking number (ETN) to backup offices if for some abnormal reason, the information was not sent previously using routine operations.  The products sent by rpf_sendbackup_latest have VTEC phenom as “FL”, and highest ETN for each significance as “W”, “Y” or “A”. 

The script rpf_sendbackup_latest calls script rpf_sendbackup to send the products with highest ETN for each significance “W”/”Y”/”A” to the primary and secondary offices.
This script is located at:

        /awips/hydroapps/whfs/local/bin
The generated log file rpf_send_backup_latest.log.$DATESTR is under:

       /awips/hydroapps/whfs/local/data/log/riverpro
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